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tippingpoint_snort.txt

This document contains a list of TippingPoint filters that are based on Snort filters. MNote that
most of these filters detect "reconnaissance” probes and are notturned on in the “recommended”
settings. These filters were developed prior to August 2002.

97 TFW: Spawn Shell Command Acknowledgement (General)
117 Stacheldraht: Agent Outbound Spoofability Test (General)
118 Stacheldraht. Master Spoofability Test Response (General)
119 Stacheldraht. Agent-to-Master Ping (General)

120 Stacheldraht: Master-to-Agent Pong (General)

121 Stacheldraht. Agent Finder Gag Scanner (General)

122 Stacheldraht: Agent ID Check, Agent Response (General)
333 DoS: Land Aftack

337 HTTP: Apache PHF Access

340 HTTP: Shell Command Execution (Is -1}

341 HTTP: Shell Command Execution (cd ..)

343 HTTP: Shell Command Execution (/bin/ps)

345 HTTP: Shell Command Execution (uname -a)

346 HTTP: Shell Command Execution (id command)

347 HTTP: Shell Command Execution (jid command)

348 HTTP: Shell Command Execution (echo command)

349 HTTP: Shell Command Execution (kill command)

350 HTTP: Shell Command Execution (chmod command)
351 HTTP: Shell Command Execution (chgrp command)

352 HTTP: Shell Command Execution (chown command)
383 HTTP: Shell Command Execution (chsh command)

356 HTTP: Shell Command Execution (mail)

358 HTTP: Shell Command Execution (1s])

359 HTTP: Shell Command Execution (Is)

360 HTTP: Protected Directory Access (~root)

361 HTTP: Protected File Access (letc/passwd)

363 HTTP: Protected File Access (fetc/motd)

364 HTTP: Protected File Access (letc/shadow)

367 HTTP: Shell Command Execution (gcc)

369 HTTP: Shell Command Execution (cc)

371 HTTP: Shell Command Execution (cpp)

373 HTTP: Shell Command Execution (g++)

375 HTTP: Shell Command Execution {(nasm)

377 HTTP: Shell Command Execution (python)

3TY9 HTTP: Shell Command Execution (tclsh)

384 HTTP: Shell Command Execution (ping)

387 HTTP: Shell Command Execution (xterm cammand)

401 HTTP: Web-ColdFusion CFUSION_DECRYPT Attemnpt
402 HTTP: Web-ColdFusion CFUSION_ENCRYPT Attempt
411 HTTP: Web-ColdFusion /cfdocs application.cfm

412 HTTP: Web-ColdFusion fcfdocs anrequestend.cfm Access
413 HTTP: Web-ColdFusion getfile.cfm Access ;|




