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5 Security Advisories »
Dewnicad & Instaliation Service Provider
Configuration
SUPFORT
» Mailing List
Commersial Consulting The Service Pravider S50-enables and Federation-enables web spplications written with any ing language or framework;
———————— iniegrating natively with popular web servers such as Apache and [IS. A loosely coupled intagration strategy sbows you to suppert SANL,
DEVELOFMENT rich attributz-exzhange, and many valus-sdded features, oen without sigrificanty changing your apseeation cods or using propristany
Mailing List imerfaces.
» Soure Code
Izsue Tracking The normal Service Provider process is:
“ersioning Folicy
3 Bofias Foense: & Intercept access to 3 protected resource or application entry point
+ Discover the usar's choice of identity Frovider.
® Issue s SAML authenticstion request to the ssiscted Identity Provider
SUPPORTED WEBSERVER » Frocess the SAML suthentication respanses and axiract rich usar information
Apsene + Apoly incal polities and gather additional data
» FasiGG Authenticator + Base rich idzntty information ta application resourpes.
s
SUPPORTED OS
OpenSUSE 114
. 08X 108+
RedHat 5+ ¥ Supgort for Apache and IIS vieb servers and FastCOl authorizers on 3 wide range of platiorms, including Windows, Linuw, 08 X,
. ELES 0. 2nd Solaris
- Sofans 20+
Windows XF/2003/:2008 ¥ Excefient scalability in both user load and management of Identity Providers.

* Support for virtusization of web servers and appiications.

Works with all comgfant SAML implementations
¥ A variety of authorization and policy-oriented features.
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Craming by Mide Kirgensien, inal mosies By Sar Sogkina on Jes I3, 2014

Shibboletn Instaliation

Ehfctoieth conalsis of s=vemi ndividual componems: the idenifty provider [IF), senioe’ provider (B, and discoveny senios ([OF), You
sy Choose i depiay one of micne oFIhess ComponEns cepencing on pour nesds. The nstrockons Bxisd here oy cover mstalistion of
e components. ¥ ow must configure the coftesm after inciakation.

Vil sholed mhweys netal the mioet reest pejsase of any sotane companant

Before you begin

* Prior to Instalston yau shosid review the Undersianding Shizholein Socumemadon and e inencecion & the message Sows
Fir upgmdes, you shouid revisw e pages on Important chasges el may De peouiess to upgrade s=fefy. Links c=n be found
belomw.

H':ml.l harve quesions Suring natalisbon Yoo shoukd (n s order)
. Fefsr b the instaiation snd confiporefion dooumenistios
1 Ciheck the oanlsshootng guides
3. Check thvs wsers malng B archiee iooses [ cther peopie haye had &he aame proisiem and what the solution was
4, Ask B questan for feln on the us=rs maling bt

I ¥ou mre oograding Bn BF or BF which i registered with & fedemiion, you shood conisct the federstion operanms, ghve hem
Boce=x ko the mew metadeis for the entity, snd el then whatversion of the softeess yoo Bave Fsinlen. (Otferaize, they have
no sy of knowing thet you have changed your configunation, and Wil continue 30 Inclade yolr oid ettt = ey fecersdon
m=:sdain sggregeis which they poolsn

v After inshalaiion, you shoud slso subsoripe 4o the Efiocol=th Amncunc=ment mailing dst. This is whene ennounosments aooul
new releases mnd-of-ife of past relesses, and securfly sdvisories are dishibaried.

Instaltation Instructions
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Security Advisories Shbbokth

Download & Installation Ideﬂm Provider

Configuration
SUPPORT

Mailing List

Commercial Consulting The Identity Provider provides Single Sign-On services and extends reach into other organizations and new services through authentication

of users and securely providing appropriate data to requesting services. In addition to a simple yes/no response to an authentication request,

DEVELOPMENT the Identity Provider can provide a rich set of user-related data to the Service Provider. This data can help the service provide a more

Mailing List personalized user experience, save the user from having to manually enter data the service requires, and refresh the data each time the user

Source Code logs onto the service

Issue Tracking
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Sy esaees, Shibboleth 2. /... / Installation 2 Tools *
> Developer Resources
) IdPInstall
~ Installation and Configuration
Created by Unknown User (lajoie@idp.protectnetwork.org), last modified by Michael Grady on Mar 29, 2014
~ Installation
» DSinstall Installing the 1dP
2 ldRelpgrmde = Thisis an installation guide. For an introduction to the identity provider or Shibboleth, please refer to Understanding Shibboleth.
* |dP22Upgrade
+ |dPConfigurationChanges . Bef v B R
> IdPinstall | belore You begin
* IdPInterestingFeatures Before you begin you should collect the following things:
* ldPSPLocalTestinstall | + an SSL certificate that you'll use to secure your |dP's browser-facing HTTP connection
« NativeSPInitialTesting + a source of SAML Metadata for the service provider(s) your IdP will communicate with (this could come from a Federation you've joined,

directiy from the SP(s), or created and maintained by hand by you)

NativeSPJavainstall

» NativeSPLinuxinstall The installation process will generate the following information for you:
* NativeSPMaclinstall + the IdP's entity ID
> NativeSPSolarisinstall « a keypair and self-signed certificate used for signing and encryption (these are not used for browser-facing HTTP connections to your server)

+ the IdP's initial metadata

NativeSPSourceBuildTrouble =

Powered by a free Atlassian Confluence Open Source Project License granted to Shibboleth. Evaluate Confluence today.
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Performing the Install

Developer Resources

~ Installation and Configuration The Shibboleth Identity Provider, version 2, is a standard Java web application based on the Servlet 2.4 specification.
~ Instailation 1. Prepare your Serviet container: Jetty 7, Apache Tomcat, JBoss Tomcat, Glassfish
> DSInstall + If you are unsure which to choose, most people use Apache Tomcat, but since there are limitations on use of Tomeat 7, Jetty is now a

preferred option.

* |dP2Upgrade = : 3
- + Linux deployers may want to take a look at IdPLinuxNonRoot.
* ldP22Upgrade 2. Download the latest Identity Provider software package.
« IdPConfigurationChanges { 3. Unzip the archive you downloaded: jar -xf shibboleth-identityprovider-VERSION-bin.zip
> IdPInstall 4. Change into the newly created IdP distribution directory, shibboleth-identityprovider-VERSION
= 5. Run either ./install.sh (on Unix systems) or install.bat(on Windows systems).
* |dPInterestingFeatures ) N Y e B y .
« The installation directory given during installation will be known as /DP_HOME throughout this document.
* IdPSPLocalTestinstall k| 6. Deploy the IdP WAR file, located in IDP_HOMEAvar/. See the Serviet container preparation notes for the best approach for doing this.

NativeSPInitialTesti
bbbl After the installation script has completed the IdP home directory will have been created, here's a brief description of what you'll find in it:

NativeSPJavalnstall
« bin/ - This directory contains various tools useful in running, testing, or deploying the IdP

> NativeSPLinuxInstall T . )
+ conff - This directory contains all the configuration files for the IdP
> NativeSPMacinstall - credentials/ - This is where the |dP's signing and encryption credential, called idp.key and idp.crt, is stored
> NativeSPSolarisinstall = lib/ - This directory contains various code libraries used by the tools in bin/
+ NativeSPSourceBuildTrouble - + logs/ - This directory contains the log files for the |dP
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Name Last modified Size
a Parent Directory =
shibboleth—identityprovider—2.4.0-bin.tar.gz 17-Apr-2013 11:50 24M
shibboleth-identityprovider—2.4.0-bin.tar.gz.asc 17-Apr-2013 11:50 827
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