Office Action Response - MAGIC BLACK HOLE
Serial No. 88328846

I. Likelihood of Confusion

a. Comparison of Marks
In response to the refusal for likelihood of confusion with respect to the
registered mark BLACK HOLE TECHNOLOGY (Reg. No. 5482414), Applicant
respectfully disagrees and would like to respond with the following.

In comparison of the two marks, the term “TECHNOLOGY” is disclaimed in the
registered mark, and therefore should be given less weight than the dominant
portions of the mark. Other than this disclaimed term however, all other portions
should be seen as equally weighted and dominant. The examiner claims that:

“The addition of the term MAGIC to applicant’s mark also does not change the

commercial impression of the mark because MAGIC acts as an adjective and

merely describes the dominant phrase, BLACK HOLE. Thus, it is subservient to
the dominant phrase. Therefore, the dominant phrase in applicant’s mark is

BLACK HOLE.”

Applicant respectfully contends that this reasoning is not correct, and is a
misinterpretation of the TMEP and associated case law. “MAGIC” in this case is an
entirely fanciful and arbitrary term. The Examiner contends that because one use of
the term “MAGIC” is an adjective, therefore it is subservient. However, the exact
language of the TMEP states: “If the common element of two marks is "weak" in that
it is generic, descriptive, or highly suggestive of the named goods or services, it is
unlikely that consumers will be confused unless the overall combinations have other
commonality.”[TMEP1207.01(b)(viii)]. The “weakness” of a term is dependent on
its descriptiveness of the goods/services the mark is associated with, rather than
the analysis simply determining what parts of speech each term in the overall mark
is. In this context “MAGIC” has nothing to do with the goods of computer software,
and therefore is a fanciful and arbitrary term in the overall mark “MAGIC BLACK
HOLE”. “Although there is no mechanical test to select a "dominant” element of a
compound word mark, consumers would be more likely to perceive a fanciful or
arbitrary term, rather than a descriptive or generic term, as the source-indicating
feature of the mark. [TMEP1207.01(b)(viii)] As such, consumers would likely
perceive “MAGIC” as a fellow dominant portion of the mark along with BLACK HOLE.

Given the above analysis there must be said to be an appreciable distinction
between “MAGIC BLACK HOLE” and “BLACK HOLE TECHNOLGOY” (or even “BLACK
HOLE” discounting the disclaimed portion of the registered mark). Further, this
fanciful and arbitrary term “MAGIC” will give a clearly distinct commercial
impression from “BLACK HOLE TECHNOLGOY”. “MAGIC” being something distinct,
and usually orthogonal, to “TECHNOLOGY”. Therefore, Applicant respectfully
contends that the two instant marks are distinct to such a degree that the average
consuming public would not be confused by the source identification.



b. Comparison of Goods

In terms of the comparison of goods, Applicant respectfully contends there are
appreciable differences here as well. As the Examiner has highlighted, the
comparison is between: “Computer software and computer programs, namely,
systems and network security software directed to internet security, e-mail
management, e-mail filtering, anti-virus, anti-spam, e-mail policy management”
(Applicant’s goods) and Registration No. 5482414 covers “Computer hardware and
software for use in recognizing, identifying, stopping, recording, and tracking cyber
hacking attacks to computer networks”. While these two goods exist in the field of
computer software and cyber security, that is where the similarity ends.
Registrant’s goods are concerned with the recording and respond to cyber attacks to
computer networks. The security of computer networks is something concerns the
access of networks, distribution and monitoring of credentials, and monitoring
usage of network-accessible resources [EXHIBIT A]. Applicant’s goods on the other
hand are strictly relating to emails, their management and filtering of unwanted
email. As such, these two goods are distinct in their application and their use. This
in turn would cause their purchasing public to be different, people looking for
network security compared to people looking for email management tools.

In combination, the distinction in marks when all terms are given their
necessary weight and dominance, and the distinction in goods, when comparing the
two separate areas of technology which each good services (network security vs
email management), Applicant contends that there is not an impermissible level of
likelihood of confusion as to warrant a refusal. Applicant respectfully requests
immediately proceeding to the Principal Register.

II. Entity Clarification
For clarification, Applicant is a Limited Liability Company formed in Canada.
Applicant will amend as such accordingly.

III. Amending of Goods

Applicant accepts the amendments as proposed by the Examiner and will amend
as such: Downloaded computer software and computer programs, namely, network
security software in the fields of internet security and threat detection, e-mail
management, e-malil filtering, anti-virus, anti-spam, e-mail policy management

IV.  44(d) Advisory - Suspension Pending Foreign Application

Applicant informs the Examining Attorney that the corresponding foreign
registration in Canada has not yet issued. As such, applicant requests that the U.S.
application be suspended until a copy of the foreign registration is available.



EXHIBIT A
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Network security

Network security consists of the policies and practices adopted to prevent and monitor unauthorized access, misuse,

modification, or denial of a computer network and network-accessible resources. Network security involves the
authorization of access to data in a network, which is controlled by the network administrator. Users choose or are
assigned an ID and password or other authenticating information that allows them access to information and programs
within their authority. Network security covers a variety of computer networks, both public and private, that are used in
everyday jobs; conducting transactions and communications among businesses, government agencies and individuals.
Networks can be private, such as within a company, and others which might be open to public access. Network security is
involved in organizations, enterprises, and other types of institutions. It does as its title explains: it secures the network, as
well as protecting and overseeing operations being done. The most common and simple way of protecting a network
resource is by assigning it a unique name and a corresponding password.
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Network security concept

Network security starts with authentication, commonly with a username and a password. Since this requires just one detail
authenticating the user name—i.e., the password—this is sometimes termed one-factor authentication. With two-factor
authentication, something the user 'has' is also used (e.g., a security token or 'dongle’, an ATM card, or a mobile phone);

and with three-factor authentication, something the user 'is' is also used (e.g., a fingerprint or retinal scan).

Once authenticated, a firewall enforces access policies such as what services are allowed to be accessed by the network
users.[!] Though effective to prevent unauthorized access, this component may fail to check potentially harmful content
such as computer worms or Trojans being transmitted over the network. Anti-virus software or an intrusion prevention
system (IPS)[2] help detect and inhibit the action of such malware. An anomaly-based intrusion detection system may also
monitor the network like wireshark traffic and may be logged for audit purposes and for later high-level analysis. Newer
systems combining unsupervised machine learning with full network traffic analysis can detect active network attackers

from malicious insiders or targeted external attackers that have compromised a user machine or account.[3!]
Communication between two hosts using a network may be encrypted to maintain privacy.

Honeypots, essentially decoy network-accessible resources, may be deployed in a network as surveillance and early-
warning tools, as the honeypots are not normally accessed for legitimate purposes. Techniques used by the attackers that
attempt to compromise these decoy resources are studied during and after an attack to keep an eye on new exploitation
techniques. Such analysis may be used to further tighten security of the actual network being protected by the honeypot. A
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honeypot can also direct an attacker's attention away from legitimate servers. A honeypot encourages attackers to spend
their time and energy on the decoy server while distracting their attention from the data on the real server. Similar to a
honeypot, a honeynet is a network set up with intentional vulnerabilities. Its purpose is also to invite attacks so that the
attacker's methods can be studied and that information can be used to increase network security. A honeynet typically

contains one or more honeypots.!4]

Security management

Security management for networks is different for all kinds of situations. A home or small office may only require basic
security while large businesses may require high-maintenance and advanced software and hardware to prevent malicious
attacks from hacking and spamming. In order to minimize susceptibility to malicious attacks from external threats to the
network, corporations often employ tools which carry out network security verifications (https://ipfabric.io/product/netw

ork-security/).

Types of attacks

Networks are subject to attacks from malicious sources. Attacks can be from two categories: "Passive” when a network
intruder intercepts data traveling through the network, and "Active" in which an intruder initiates commands to disrupt
the network's normal operation or to conduct reconnaissance and lateral movements to find and gain access to assets

available via the network.[5!
Types of attacks include:!®]

= Passive
= Network

= Wiretapping

= Port scanner
= |dle scan

= Encryption

= Traffic analysis

= Active:

= Virus
= Eavesdropping
= Data modification

= Denial-of-service attack
= DNS spoofing

= Man in the middle
= ARP poisoning

= VLAN hopping

= Smurf attack

= Buffer overflow

= Heap overflow

» Format string attack
= SQL injection

= Phishing

= Cross-site scripting
= CSRF

= Cyber-attack
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See also
= Cloud computing security = Network Security Toolkit
= Crimeware = TCP Gender Changer
= Cyber security standards = TCP sequence prediction attack
= Data loss prevention software = TCP sequence prediction attack
= Greynet = Timeline of computer security hacker history
= |dentity-based security = Wireless security
= Metasploit Project = Dynamic secrets
= Mobile security = Low Orbit lon Cannon
= Netsentron = High Orbit lon Cannon

= Network enclave
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