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MAMAGE CYBER RISK RIGHT

A Different Perspective
on Cybersecurity for Healthcare

Protecting sensitive information and patient safety requires knowing where your exposures are. /Our complete
enterprise cyber risk management solution begins with the most comprehensive, industry-proven risk analysis
available as demonstrated by a 100% OCR-acceptance rate. Gain true visibility. Prevent breaches. Awoid OCR
fines and penalties. Begin today.

HIPAA Compliance Cyber Risk Management

NEWS, INSIGHTS, AND EVENTS

IN THE NEWS

Avoid OCR fines and penalties
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In 89% of enforcement actions involving Clearwater-provided risk it il =)
ePHI, the Office for Civil Rights cited an analyses have a 100% I':' e 'f':z
insufficient or incomplete risk analysis. acceptance rate when ; iy
Dor't take chances with an inferior submitted to OCR.
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solution.
Talk with Our Experts

Breakfast & Breaches™

Based on all I've seen over the years,
shsE TR Clearwater Automates HIPAA Clearwater’s risk analysis

Compliant Risk Assessment
and Strengthens Security
Risk Management for
Encompass Health

methodology and software are in
the best-of-breed tier and can be
seriously considered by any
organization striving to meet
regulatory requirements in
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CASE STUDY Encompass Health Automates HIPAA- pE‘?fG?‘?ﬂfP@g HIPAA risk analvsis
%z" Encompass Compliant Risk Assessment to Strengthen Security Risk a
& Health Management. Challenges Encompass Health

FIND OUT MORE »

We are proud to have received the 2018 Best
in KLAS designation for cybersecurity
advisory services and the 2017, 2018, and
2019 Black Book Marketing

Research awards in Compliance and Risk
Management Selutions, along with corporate

partnerships, preferred provider status, and -
exclusive endorsements from state hospital GHHS) I lb M H b
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Ready to manage cyber risk right?
Secure the right solution.

Contact Us Today
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THE INDUSTRY LEADER

HIPAA Compliance
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A Better Way to Manage HIPAA Compliance

Through our experienced professional services and industry-proven IRM|Pro™ software, Clearwater offers
the healthcare industry the most rigorous yet efficient solution for complying with HIPAA regulations. In
addition to providing full visibility to your highest risks, we provide actionable and practical plans for
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achieving compliance with these rules.

HIPAA Privacy

HIPAA Security

We use services and tools customized to your

HIPAA privacy requirements have 60 standards, 63
implementation specifications, and 30 audit protocols.

organization to ensure your organization is HIPAA
Ve make sure your organization is in compliance with all

compliant. Our resources include security gap

assessments, risk analysis, workforce training, and much of them.

Security Gap Assessme - S T
€ Workforce Training


https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY3liZXItcmlzay8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaXJtcHJvLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hvLXdlLXNlcnZlLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20va25vd2xlZGdlLWNlbnRlci8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYWJvdXQv
https://getfireshot.com/pdf_aHR0cHM6Ly9zb2Z0d2FyZS5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_bWFpbHRvOj9zdWJqZWN0PUhJUEFBJTIwQ29tcGxpYW5jZSUyMCU3QyUyMENsZWFyd2F0ZXImYm9keT1odHRwczovL2NsZWFyd2F0ZXJjb21wbGlhbmNlLmNvbS9oaXBhYS1jb21wbGlhbmNlLw==

- <CLEARWATER

il
o
n 2

HIPAA Compliance  Cyber Risk Management  IRM|Pro™  WhoWe Serve  Knowledge Center  Company IRM|Pro™ Login Q

Strategic Advisory Services

Learn about our OCR Enforcement Assistance, Strategic Security Roadmap, and more. ||, Find out more

We were impressed by Clearwater’s ability to provide us with the expertise to
quickly and efficiently conduct a rigorous compliance assessment according
to the HIPAA Security Rule policy requirement and successfully meet the

deadline set forth by AHCCCS.

EMORY HEISLER
Vice President, Information Systems,

Unmversity ol ATiZona Group N

CLEARWATER SOLUTIONS

Risk Analysis

Comprehensive Cybersecurity Starts Here

Conducting an enterprise-wide, information asset-bazed HIPAA risk
analysis that adheres to OCR’s guidance and provides full visibility into
your organization’s exposures ks no small task. A by-the-book approach
to HIPAA risk enalysis can be owverwhelming unless you have the right
tools and resources in place. Clearwater provides the most
comprehensive NIST-based Security Risk Analysis solution available.
Powered by IRM|Analysis™, our zolution has a 100% acceptance rate
from the OCR.

How we do it:

Our HIPAA Risk Anahyais solution combines
our proven methodology with our
proprietary IRM]Analysis™ Saas platform to
deliver the most comprehenaive riak analysis
available Clearwater's riek anahysia sohition
mapa to the apecific systems and processes
in your organiration and gauges rieks based
on likelihood of a threat exploiting a
vulnerahility and the resulting impact o pour
organization. Rely on our expertise and
eyEtematic approach to conducting an OCR-
Quality™, enterprise risk analysis.

CASE STUDIES

WHITE

PAPERS
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Powered by IRM|Analysis™, our zolution has a 100% acceptance rate Delivershles include-
from the OCR.
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How we do it: CASE STUDIES

Security Gap Assessment

‘We take a streamlined approach while
documen ting the assessment process. We

Be Confident in Meeting the Security Rule E'::m a;ldh-gpa,fm fnlkl‘:iiﬁd

Requirements OCR andit protocols 8o you can feel confident
about HIPAA pecurity. WorkShop output

Our HIPAA Security Assessment WorkShop™ streamlines the
assessment process while taking a rigorous, systematic approach and ST vee with the WHITE PAPERS
fully documenting the process in our SaaS-baszed IRM|Security™ tool.

FIND DUT MORE CONTACT US

How we do it: CASE STUDIES

Wwe will wee our proven methodology and
leverage our industry-leading IRM|Privacy™

Privacy & Breach



https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY3liZXItcmlzay8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaXJtcHJvLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hvLXdlLXNlcnZlLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20va25vd2xlZGdlLWNlbnRlci8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYWJvdXQv
https://getfireshot.com/pdf_aHR0cHM6Ly9zb2Z0d2FyZS5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEvcmlzay1hbmFseXNpcy8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8jc2hvd19mb3Jt
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2ViaW5hcnMvdG9wLXJlYXNvbi1mb3Itcmlzay1hbmFseXNpcy1mYWlsdXJlcy0zLW9mLTMv
https://getfireshot.com/pdf_aHR0cHM6Ly93d3cuYnVzaW5lc3N3aXJlLmNvbS9uZXdzL2hvbWUvMjAxODEwMDIwMDU2NjUvZW4vQ2xlYXJ3YXRlciVFMiU4MCU5OXMtSVJNUFJPLVNBQVMtUGxhdGZvcm0tSW5jbHVkZWQtTklTVC1TUA==
https://getfireshot.com/pdf_aHR0cHM6Ly9nby5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hpdGUtcGFwZXItMzAtbWludXRlLWd1aWRl
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYmxvZy9jbGVhcndhdGVyLWlybS1hbmFseXNpcy1jeWJlcmludGVsbGlnZW5jZS1pbnNpZ2h0LWJ1bGxldGluLTEv
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYmxvZy9hbnRoZW0tYnJlYWNoLWxlYXJuaW5ncy1oaXRydXN0LWNlcnRpZmljYXRpb24taXMtbm90LWEtcmVwbGFjZW1lbnQtZm9yLWFuLWVudGVycHJpc2Utc2VjdXJpdHktcmlzay1hbmFseXNpcy8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEvc2VjdXJpdHktZ2FwLWFzc2Vzc21lbnQtd29ya3Nob3Av
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8jc2hvd19mb3Jt
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL25pY2tsYXVzLWNoaWxkcmVucy1ob3NwaXRhbC8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL2VuY29tcGFzcy1oZWFsdGgv
https://getfireshot.com/pdf_aHR0cHM6Ly9nby5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hpdGUtcGFwZXItMzAtbWludXRlLWd1aWRl
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYmxvZy9jbGVhcndhdGVyLWlybS1hbmFseXNpcy1jeWJlcmludGVsbGlnZW5jZS1pbnNpZ2h0LWJ1bGxldGluLTEv
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYmxvZy9hbnRoZW0tYnJlYWNoLWxlYXJuaW5ncy1oaXRydXN0LWNlcnRpZmljYXRpb24taXMtbm90LWEtcmVwbGFjZW1lbnQtZm9yLWFuLWVudGVycHJpc2Utc2VjdXJpdHktcmlzay1hbmFseXNpcy8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL2NyZXNzZXktY29tcGFueS8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL3B1bHNhcmEv
https://getfireshot.com/pdf_bWFpbHRvOj9zdWJqZWN0PUhJUEFBJTIwQ29tcGxpYW5jZSUyMCU3QyUyMENsZWFyd2F0ZXImYm9keT1odHRwczovL2NsZWFyd2F0ZXJjb21wbGlhbmNlLmNvbS9oaXBhYS1jb21wbGlhbmNlLw==

- <CLEARWATER

r
Y
n B

HIFAA Compliance  Cyber Risk Management  IRM|Pro™

Privacy & Breach
Notification

Protecting All of Your PHI

Our HIPAA Privecy ard BEreach Motification WorkShop™ process protects
your organization and its data by providing a complete and thorough gap
analysis of your organization’s compliance readiness, including all
protected health information (PHI) whether electronic, paper, or in any
format.

FIND DUT MORE COMNTACT US

Policies & Procedures

A Policy and Procedure Toolkit™ Designed to Meet
the Needs of Healthcare Organizations

A complete set of HIPAA policy and procedure templates satisfy the
strict requirements of the regulations. Each Toolkit is designed to help

different organization types meet the requirements of the HIPAA
Privacy, Security, and Breach Motification rules.

FIND DUT MORE CONTACT US

Vulnerability Assessment
& Penetration Testing

A Full Suite of OCR-Quality™ Testing Services

Conducting an OCR-Quality™ Technical Evaluation required by 45 CFR

How we do it:

Wwe will wee our proven methodology and
leverage our industry-leading IRM|Privacy™
Saas goftware, to efficiently and effectively
evaluate all 40 standards, 65 implementation
epecifications, and 50 awdit protocols to
prowvide an actionable and gystematic plan
for achieving compliance with thess

rulss. Our Findings, Oheervations and
Recommendations (FOR) report inchodes:

How we do it:

Our Policy and Procedure Toollits™ contain
more than just a full set of templates. We
also inclide guidance, both in

documen ation and in expert consulting.
Each Toolkit inchides a Policy Development
(uickEtart Guide™, incheding best practices
for tailoring and implementing effective
policies and procedures to match your
business processes. The Toolkit inchides:

ation
d format

How we do it:

Clearwater combines its toolks, manwal
testing, and technoloegy experience to
Improve Pour security posture. We identify
wealmesses, conduct a series of simulated
attacks, conduct a vulnerahility and
penetration test of your network, and more.
Barvices inclode:

who we Serve  Knowledge Center  Company IRM|Pro™ Login C}\

CASE STUDIES

WHITE PAPERS

ute Guid

CASE STUDIES

WHITE PAPERS

CASE STUDIES

» Pulsara

WHITE PAPERS

=


https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY3liZXItcmlzay8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaXJtcHJvLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hvLXdlLXNlcnZlLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20va25vd2xlZGdlLWNlbnRlci8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vYWJvdXQv
https://getfireshot.com/pdf_aHR0cHM6Ly9zb2Z0d2FyZS5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20v
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEvcHJpdmFjeS1hbmQtYnJlYWNoLW5vdGlmaWNhdGlvbi13b3Jrc2hvcC8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8jc2hvd19mb3Jt
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL2NyZXNzZXktY29tcGFueS8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL3B1bHNhcmEv
https://getfireshot.com/pdf_aHR0cHM6Ly9nby5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hpdGUtcGFwZXItMzAtbWludXRlLWd1aWRl
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEvcG9saWNpZXMtcHJvY2VkdXJlcy8=
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vaGlwYWEtY29tcGxpYW5jZS8jc2hvd19mb3Jt
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL2FkdmFuY2VkLXJhZGlvbG9neS1zZXJ2aWNlcy1hbmQtc3RhcnMtbGxjLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL3NoaWVsZHMtZm9yLWZhbWlsaWVzLw==
https://getfireshot.com/pdf_aHR0cHM6Ly9nby5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd2hpdGUtcGFwZXItMzAtbWludXRlLWd1aWRl
https://getfireshot.com/pdf_aHR0cHM6Ly9jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vY2FzZS1zdHVkaWVzL3B1bHNhcmEv
https://getfireshot.com/pdf_aHR0cDovL3d3dy5jbGVhcndhdGVyY29tcGxpYW5jZS5jb20vd3AtY29udGVudC91cGxvYWRzL1NQODAwLTExNS1UZWNobmljYWwtR3VpZGUtdG8tSW5mb3JtYXRpb24tU2VjdXJpdHktVGVzdGluZy1hbmQtQXNzZXNzbWVudC5wZGY=
https://getfireshot.com/pdf_bWFpbHRvOj9zdWJqZWN0PUhJUEFBJTIwQ29tcGxpYW5jZSUyMCU3QyUyMENsZWFyd2F0ZXImYm9keT1odHRwczovL2NsZWFyd2F0ZXJjb21wbGlhbmNlLmNvbS9oaXBhYS1jb21wbGlhbmNlLw==

- <CLEARWATER

r
Y
n B

HIFAA Compliance  Cyber Risk Management  IRM|Pro™

Vulnerability Assessment
& Penetration Testing

A Full Suite of OCR-Quality™ Testing Services

Conducting an OCR-Quality™ Technical Evaluation required by 45 CFR

2(a)(2) helps organizations test the effectiveness of the
controls they've implemented and meet the explicit HIPAA Security
Rule requirements for periodic technical evaluation.

FIMND OUT MORE CONTACT US

Workforce Training

Proven, Affordable, Web-Based Workforce Training
Program

Clearwater’'s HIPAA workforce training can transform a major
vulnerahbility (unaware workers) into a valuable asset to help safeguard
the PHI entrusted to youw and protect your organization’s reputation —
We can help with this critical last mile effort.

FIND OUT MORE CONTACT US

OCR Enforcement
Advisory Services

If the Need Arises

How we do it:

Clearwater combines its tools, mamusal
testing, and technology experence to
Improve pour security poature. We identify
weakmesaes, conduct a series of simulated
attacka, sonduect a vulnerability and
penetration test of your network, and more.
Sarvices inclode:

How we do it:

Clearwater's approach to worldoree training
ensures your effective responee to HIPAL
requirements, including security and privacy
programs for employees, training on the
organization’s security policies, and
procedurea pertaining o specific job
functions, among others. The online program
inchides modules onc

How we do it:

Our professionals can aseist you in dealing
with and limiting the negative impact of an
OCR inguiry. We can provide the support
and advice you need to prepare for a breach-
before it happens-and to recover after a
breach We can agsist you in responding to
an OCR investigation and, finally, align your
compliance activities with a Corrective
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OCR Enforcement
Advisory Services

If the Need Arises

Maintaining resilience in your cybersecurity profile is critical. Beyond the
day to day, healihcare organizations often need strategic, executive-
level advice on the best practice for establishing an MIST-based
cybersecurity framework, their overall cyber strategy, metrics,
budgeting, and sometimes, OCR guidance.

FIMD OUT MORE CONTACT US

Stay connected

About
Careers

How we do it:

Our profesgionals can aseist you in dealing
with and limiting the negative impact of an
OCR inquiry. We can provide the support
and adwvice you need to prepare for a breach-
before it happens-and to recover after a
breach. We can agaist you in responding to
an OCR investigation and, finally, align your
compliance activities with a Corrective
Action Flan, if one is required.

We do thia by:

Strengthening your breach response
capability

Preparing you and your team for a
potential OCR investigation
Coordinating and supporting your
regponse and commumnications with OCR
Scheduling and docurnenting your cyber
riek management actions.

Get the latest news and updates straight in your inboxc
Click here to sign up for our monthly newsletter.
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oOur Comprehensive Approach

Cyber Risk Management *

One-Size-Fits-All Doesn’t Make Sense A
Every organization has its own unigue set of business objectives, compliance requirements, policies a
n procedures, and technology solutions. As a result, it also has its own unigue a0 f iliti - .

g6t vfI"E'EEItE.".'.-."EE'EIC-I. lies
] and risks. Traditiocnal approaches to cyber risk management, including one-size-fits-all checklist
assessments, spreadsheets, or paper-based systems, do not address the unique needs of your
organization and often do not meet HIPAA Compliance requirements.

Designed for healthcare, Clearwater's Enterprise Cyber Risk Management Solution (ECRMS)

Improve Your A o Sk :
: provides full visibility into where your greatest exposures lie.
PEI’S pECtIUE on 'C'fber based assessments, our IRM|Pro™ Soft jice |

to your organization’s specific systems and processes out of the box. In addition to
I=]
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enable you to effectively manage risk remediation actions, thereby improving your security
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ongoing enterprize-wide evaluation of threats to your information assets, we

Manage Cyber Risk Right

+ Follow MIST standards — NIST SP 800 serie plemnented out of the bo

» Assess risk for every ePHI information asset ensuring, that there are no faps
Understand which risks are the highest based on likelinood and impact
sidual risk through risk remnediation workflow management

» Stay ahead of the evolving threat landscape with ongoing risk analysis

= Monitor the cyber risk management system through built-in dashboards

s Gain centralized, up-to-date documentation of your risk management process
» Avoid OCR fines with the industry-proven by the book risk analysis solution
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COMTACT

Ho l istic Enter prise Our industry-leading ECRM Solution for healthcare, complete with our IRM|Pro™ software, manages
. . all of your risk analysis and risk response needs. We create best-in-class, OCR-Quality™ risk analyses
SGIUt ions BU I It fﬂl’ for hospitals, health systems, and their partners. Ones that evaluate the threats to all information
H e I.thl:a re assets, in all locations, including assessing the likelinood and impact of a breach. Services and
programs include:

Rizk Analysis Virtual CISO

Risk Response Third-Party Risk Management

Cyber Risk Services™ (CRS) HIPAA 10-Point Assessment

- - =

Vulnerability Assessment &
Penetration Testing

Medical Device Security

€ & & &

M&A Due Diligence
J, NIST Cybersecurity Framework
Adoption

Industry Proven. Rapid ROL.

= 100% OCR acceptance of our risk analysis — dom’t take chances

» Prevent breaches and keep patients safe with the most comprehensive solution in the
industry

» Siayahead. Vulnerability and threat scenarios are updated by Clearwater on an on-going
basis.

» Optimize IT spending through priortization of security projects.

» Increase efficiency with a streamlined, automated risk analysis and risk management
Drocess - No more spreadsheets!

= Avoid fines and penalties — benefit from proven success

» [Efficiently address HIPAA and Meaningful Use requirements

Strategic Advisory Services

Learn about our OCR Enforcement Assistance, Strategic Security Roedmap, and more. J, Find out more

Based on all I've seen over the years, Clearwater’s risk analysis methodology

and software are in the best-of-breed tier and can be seriously considered by
ANV Areninicafini crriving fn meet reorlatorv reagiiiremenie in nerforiming
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Based on all I've seen over the years, Clearwater’s risk analysis methodology
and software are in the best-of-breed tier and can be seriously considered by
any organization striving to meet regulatory requirements in performing
HIPAA risk analysis.

- <CLEARWATER
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Former Director, HHS Of
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Risk Analysis

Comprehensive Cybersecurity Starts Here

Conducting an enterprise-wide, information asset-based HIPAA risk
analysis that adheres to OCR’s guidance and provides full visibility into
your organization’s exposures is no small task. A by-the-book approach
to HIPAA risk analysis can be overwhelming unless you have the right
tools and resources in place. Clearwater provides the most
comprehensive NIST-based Security Risk Analysis solution available.
Powered by IRM|Analysis™, our solution has a 100% acceptance rate

from the OCR.

How we do it:

Our HIPAA Risk Anahyais solotion combines
our proven methodology with our
proprietary IRM] Analysis™ $aas platform to
deliver the most comprehensive risk analysis
available Clearwater's riek anahyaia solution
mapa to the specific systems and proceases
in your organization and gauges riels based
on likelihood of a threat exploiting a
wvulnerahility and the resulting impact to pour
organization. Rely on our expertise and
syEtematic approach to conducting an OCR-
Quality™, enterprise risk analysis.

Deliverahles include:

CASE STUDIES

WHITE PAPERS
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Risk Response

Be Clear. Be Confident. Be Thorough.

Part of an ongoing process of managing risks identified during the risk
analysis and a key step in the overall NIST Risk Management Process. A
response needs to be conducted in a methodological manner, with
adequate identification of owners, alternatives considered, documented
decisions, and implementation planning &s required under the HIPAA
Security Rule.

FIND DUT MORE CONTACT US

Cyber Risk Services™
(CRS)

A Strategic and Complete 3-Year Program

Hospital leaders tell us there is a lack of skills, knowledge, experience,
and funding to stand up, operate, and maintain an effective cyber risk
management program. One that will protect patient information, ensure
patient safety, and safeguard a hospital’s finances and reputation.

How we do it:

Clearwater employs a proprietary
methodology based on years of experience
working with clients to create OCR-Quality™
responees that deliver resulta. We leverage
our OCR-Quality™ risk analyeis — populated
in our IRM|Analyeis™ software — and our
professional seTvices team to manage the
entite process based on our careful siady of
the explicit HHS/OCR guidance and MIST 5P
0059 — Mangring information Seeuriy sk,

Program features include:

How we do it:

Clearwater CRS combines ita awand-winning
IRM|Pro™ ECRMS platform, expert
professional seTvices, and proven
methodology to mpidly build your cyber riak
management program. 'We also work with
you to help you aseess, respond to, and
manage cybersecurity risks on an ongoing
baeie. We offer three levels of service at fizxed
monthly fees to ensure predictable coata that
won't break your budget and that mateh your
epecific needs. Levels inchide

who we Serve  Knowledge Center  Company IRM|Pro™ Login C}\

CASE STUDIES

CASE STUDIES
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Vulnerability Assessment
& Penetration Testing

A Full Suite of OCR-Quality™ Testing Services
Conducting an OCR-Quality™ Technical Evaluation required by 45 CFR
5164 308(a)(8) helps organizations test the effectiveness of the
controls they've implemented and meet the explicit HIPAA Security
Rule requirements for periodic technical evaluation.

FIND DUT MORE CONTACT US

NIST Cybersecurity
Framework Adoption

Taking a Step Beyond Compliance

Information security risk management has been a long-standing
requirement in healthcare privacy and security regulations. However,
compliance with regulations does not necessarily imply an organization
has a secure information systems environment.

FIMD DUT MORE CONTACT US

Virtual CISO

How we do it: CASE STUDIES

Clearwater's talented security experts * Pulsama
combine its cutting-edge tools,

comprehensive manual testing, and

un;m-aﬁaﬂaled. real-world technology WHITE PAPERS
experence to improve your overall security

poature through this important monitoring

activity. We will identify wealmesaes that

could be exploited, conduct a series of

authorized simmulated attacks, and conduct a

wulnerahility and penetration test of your

wirelese network, as well as other important

aasesaments and tests. The service includes:

How we do it: INSIGHTS

Clearwater's MIST Cybersecurity Framework
Implementation WorksShop™ aesists your
organization in adopting the government
recommended cybersecurity framework
while offeTing education, procedures and
sofiware iohelp you strengthen and maintzin
your information security program. The
pervice inchides:

Implementation Tk
D f - =1

How we do it: CASE STUDIES

Let Clearwater augment or fill your security
and risk management staffing requirements
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Virtual CISO

From Interim to Full-time Virtual CISO

Lead. Establish. Implement. Mature. Improve. A completely tailorable
service based on your own compliance and cyber risk management
requirements. A service that comes complete with our SaaS-based,
IRM|Analysis™ to help create an OCR-Quality™ risk analysis. Senvices
can be delivered both on-site and remotely.

FIND DUT MORE CONTACT US

Third-Party Risk
Management

Achieve Visibility and Manage Your Business
Associates

Third-party cybersecurity risks are increasing in intensity and
complexity threatening the critical data you entrust to your business
associates. Clearwater can establish or strengthen your business
associate risk management program, helping you obtain the assurance
you need that your BAs are safeguarding the information entrusted to
them, to reduce the risk of reputational and financial repercussions to
your organization.

How we do it:

Let Clearwater augment or fill your security
and risk management staffing requirements
with imowledgeable, experienced individuala
o help you achieve ywour compliance and
cyber risk management program goals. We
can provide program leadership and
advisory gervices, formalize information sk
mManagement Program governance, and
develop security and information riak
management policies and procedures ag
required.

0Other Taska can inchide:

How we do it:

Our Three-FPhape Risk Management Process
beging with a complete imventory of your BAB
and their agreements. Phase Two identifies
high-risk business associztes (BAs),
dietributes attestation questionnaires, and
determinea follow-up actiona. Fhase Thres
updates executives and the board through a
Findings, Oheervations and
Recommendations (FOR) report.

Program features include:

How we do it:

wha We Serve

CASE STUDIES

Knowledge Center

Company IRM|Pro™ Login C}\
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HIPAA 10-Point
Assessment

Where Do You Stand? What to Do Next?

Find out where you stand, and get a clear plan of action with our tactical
assessment of your cument HIPAA compliance and cyber risk
management program. Meet the challenges of increasing
interoperability and data sharing while being confident that your
organization is following HIPAA regulations.

FIND DUT MORE CONTACT US

Medical Device Security

Comprehensive Cybersecurity & Risk Management

Unauthorized access to biomedical device may not onty threaten
confidentiality of ePHL, but could also compromise availability of service
and integrity of data critical to patient care.

FIMD QUT MORE COMNTACT Us

M&A Due Diligence

Upgrade Your Customary M&A Due Diligence Process

Aszzess cybersecurity before closing on any investment to avoid financial

How we do it:

Clearwater's cybersecurity and HIPAA
compliance assessment is an effective
diagnoatic tool that is carried out by our
seasoned professionals, arsessing your cyber
risk management and HIPAA compliance
program effectivensas in 10 critical areas to
show you what you are and where you need

to address or medify, including:

How we do itz

Clearwater provides a comprehensive
medical device security and risk
management solution, which includes the
diecowery, imentory, and categorization of
medical devices based on patient safety risk
and other criteria. All of which help provide
you with actionable inaights, worldlow
management, and documented remediation
actione. Program Features includez

How we do it:

Designed for private equity fitms, law firmes,
and healthcare organizations that are
imvobved in MEA transactions of healthcare
entities. Clearwater conducts an efficient
evaluation of cybersecurity and HIPAA
Compliance risk of the target imestment and
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M&A Due Diligence

Upgrade Your Customary M&A Due Diligence Process

Assess cybersecurity before closing on any investment to avoid financial
penalties or possible negative media exposure. Identify key cyber risks,
security and compliance gaps that could impact your invesiment.

FIMD DUT MORE CONTACT US

What If OCR Contacts Us?

To date, there have been more than Clearwater-provided risk
&1 Office for Civil Rights analyses have a 100%
enforcement actions. Eighty-eight acceptance rate when

percent of those enforcement submitted to OCR.
actions relating to ePHI included

E{dverseﬁn_dlngs |r.| an organizations’ Get Suppart Now
risk analysis and risk management.

How we do it:

Designed for private equity fitmes, law firmea,
and healthcare organirations that are
imvohved in MEA transactions of healthcare
entities. Clearwater conducts an efficient
evaluation of cybersecurity and HIPAA
Compliance risk of the target imestment and
hawe options to match the budget, Hming and
BCOpe a8 appropriate. In as hittle ag 30 days
we deliver an Investment Committes-ready
report, and identify epecific actiona that can
be taken to resolve critical risks.

Areas of diecovery include the completeness
of:

= HIPAA Compliance

*  Cybersecurity Program

* EBusiness Associate [ Vendor Risk
Management
Privacy, Security, and Breach Notification
Policies and Procedures

S‘ta}l conn ec’[ed Get the latest news and updates straight in your inbaooc

Click here to sign up for our monthly newsletter.

who we Serve  Knowledge Center
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30-Minute Guide to Hiring the
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Protecting Imestmenta: Wiy
Healthcare Private Equity
Irvestors Must Increass
Focug on Cybersecurity Risk
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