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4 Lifecycle for February - EOL: 3.3 Linux, 3.4 macQOS, 3.5 Windows. EOS: 4.3 Windows and Linux.
& Lifecycle for March - EOL: 3.6 macOS
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Customer Portal > Knowledge Base and Documents > Deep Visibility

Q Search

Storyline in Deep Visibility

' Shira Rosenfeld
' » Updated 16 days ago

Follow

Storyline from version Kauai, or TrueContext ID in Jamaica and earlier versions, is an ID given by SentinelOne to a group of related events, based on the
intelligent event query engine. Query by Storyline to see only the detections related to the specific threat or IOC. When you find an abnormal event that
seems relevant, use the Storyline to find all related events.

Endpoint Name Endpoint OS5 Object Type Event Type Event Time Source Process Name ¥ Source Process StoryLine ID ~ =W| Source Process Related To Threat

FE&8A33FEBB4145D

FeD26D075DCA033A

FDB1FE986219DEBA

Storyline lets security analysts understand the full story of what happened on an endpoint. Use it to hunt easily, see the full chain of events, and save time for
your security teams.

To use a Storyline in a query if you have the ID:

1. In Visibility, enter a query with this syntax:
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SrcProcStorylineId = "<Storyline ID>"
For Example: SrcProcStorylineId = "0D94A18F8B06C5DE"
2. Select a time period and press Shift + Enter to run the query.

Main Query =+ Add Sub Query
Events w Max Results: 1000 « Last 7 Day&pv

@ 1 SrcProcStorylineld = "FB6BA33FEB84145D"

To use a Storyline ID from a query result:

1. In Visibility, run a query. In the query results, click a line to expand it.
You can run a preset query from the Deep Visibility view to get started.

2. Move the mouse over an attribute to open a floating menu bar.

©3 Expand guery n

SOURCE PROCESS PARENT DETAILS
Add Selected Values (=)

MName & services.exe
Exclude Selected Values ( !=)
PID s 528
Unique ID o 28F27EFAS! Create New Query From Selected Values
Start Time d
v 1 Items selected Clear sse
Image Path e (

Image SHA1 ® 7debce74303fdebfb21a518f28aa5c3bbb3aécld
Image MD5 ® 4b3a70ed412a7a18a4dba277251e85bcf
Image SHAZ256 o 0995f71c341613207bc3%ed4fcc1bbbee396a543fa

1739456f7ddf704193... Show More

SOURCE PROCESS DETAILS

Mame & yssVC.exe

Storyline ID % 660F0A261DECT130

Command Line ® CA\Windows\system32\wvssvc.exe

User + I

Start Time Sep 6, 2020 18:47:13

Image Path ® ChWindows\system32\vssvc.exe

PID * 3296

Display Mame ® Microsoft® Volume Shadow Copy Service
Unigue ID » 0227A114B7A32CCD

Tip: Drag the floating menu bar to move it to a convenient place on your screen.
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3. Click the three dots (ellipses) to open the menu. Select the option to use the Storyline in a new query.
The storyline is added to the new query. For example:

SrcProcStorylineId = "0D94A18F8B06C5DE"

4. Select a time period and press Shift + Enter to run the query.

Main Query + Add Sub Query
Events w Max Results: 1000 Last 7 Day&p v ¢ Expand query ﬂ
e 1 SrcProcStorylineld = "FBABA33FEBB4145D" 9

5. The results show in a table, automatically filtered by time. Click the process tree toggle to change to a graphic view.

—

6. Select the endpoint and process to see in the tree.

The events of the selected node also show in the table below the tree.
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® Storyline

U A8

Max Resilts: 1000 «

1 SreProcStorylingld - “0D94A18FBBOSCSDE"

Last 30 Days
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T Load more (5/138)

g taskhostw.exe '

! Oe Child J

taskhostw.ane

Explore ":/

¢ R

svchost.exe 1 s taskhostw.exe

+ 8 e 118 > -\@ Explore "'/'
"'/ W exe _I: A\

W Explers __/'

;‘/ taskhosha o _;_\\

Expless /'

J Load more (5/1055)

MayZ26. 2020, 114B:00PM M = » & & & & & & & & & & & & & & 8 & 8 8 8 8 8 8 8 & B A B 8 8 4 E & B B 8 4 B & s s 8 s 88 s 8

3 Orat Chld =;

52 Expend query
-]
% [ ] % Full Screen Mode

Storyline O

image Path
nosoft-wine

SHAL: 08b255dbebdaaaZ 1 c0ec1MaTEI2e?
BB T

imase SHAT Hash: (Wh75Sdhehdaaa 73 elier

In this example, we expanded the process tree to show the originating process of the node that we started from. The starting node and the line of the Storyline

show in dark blue.

We see the chain of events: svchost.exe ran taskhostw.exe, which ran TrustedInstaller.exe, which ran TiWorker.exe.

In the table below the process tree, we can select events and mark them as malicious or suspicious. We can then mitigate the whole Storyline from Incidents >

Threats.
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Fetch Logs

| Disconnect From Metwork

Mark As Threat

Mark As Suspicious F‘

Add To Blacklist

To run a Deep Visibility query from the Storyline of a threat:

Pivot from the Storyline of a threat in the Forensic details directly to a query for that Storyline in Deep Visibility.

1. In Incidents > Threats > Forensic details, in the Threat Information, click the Storyline ID and select Open in Deep Visibility.

| ]
I
I
| |
STORYLINE 414AE8 3«21:]3«EFCITE3

[* Open in Deep Visibility

m] CDF"'r'

2. The Deep Visibility view opens in a new tab.

3. Select a time period and press Shift + Enter to run the query.

These KB articles might be helpful:

https://support.sentinelone.com/hc/en-us/articles/360036222873-Storyline-in-Deep- Visibility 9/11



3/1/2021 Storyline in Deep Visibility — Customer Portal

e Storyline for Threats

Related articles

¢ Configuring Deep Visibility Data Collection

e Storyline for Threats

e Query Types - Deep Visibility 3.0

e Deep Visibility Query Syntax

e Operators

Recently viewed articles

e Storyline for Threats

e Active EDR with Storyline

e Architecture

e Ranger Overview

e Ranger

Was this article helpful?
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0 out of O found this helpful
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