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57 ABSTRACT

In accordance with some aspects of the present invention,
systems and methods are provided for dynamically and/or
automatically selecting and/or modifying data path defini-
tions that are used in performing storage operations on data.
Alternate data paths may be specified or selected that use
some or all resources that communicate with a particular
destination to improve system reliability and performance.
The system may also dynamically monitor and choose data
path definitions to optimize system performance, conserve
storage media and promote balanced load distribution.
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BACKGROUND OF THE INVENTION

Field of the Invention

[0015] The inventions disclosed herein relate generally to
performing storage operations on electronic data in a com-
puter network. More particularly, aspects of the present
invention relate to data transmission schemes used during a
storage operation including data pathways and other com-
ponents used in the transfer of data.

[0016] Over time, storage of electronic data has evolved
through many forms. During the early development of the
computer, data storage was limited to individual computers.
Electronic data was stored in the Random Access Memory
(RAM) or some other storage medium such as a hard drive
or tape drive that was an actual physical part of the indi-
vidual computer.

[0017] Later, with the advent of network computing, stor-
age of electronic data gradually migrated from individual
computers to stand-alone storage devices accessible via a
network. Over time, these individual network storage
devices evolved into more complex systems including net-
works of tape drives, optical libraries, Redundant Arrays of
Inexpensive Disks (RAID), CD-ROM jukeboxes, and other
devices. Common architectures included drive pools, which
generally are logical collections of drives with associated
media groups including the tapes or other storage media
used by a given drive pool.

[0018] Serial, parallel, Small Computer System Interface
(SCSI), or other cables directly connect such stand-alone
storage devices to individual computers that are part of a
network of other computers such as a Local Area Network
(LAN) or a Wide Area Network (WAN). Generally, each
individual computer on the network controlled the storage
devices that were physically attached to that computer and
could also access the storage devices of the other network
computers to perform backups, transaction processing, file
sharing, and other storage-related operations.

[0019] Network Attached Storage (NAS) is another stor-
age scheme using stand-alone storage devices in a LAN or
other such network. In NAS, a storage controller computer
typically controls the storage device to the exclusion of other
computers on the network, but the SCSI or other cabling
directly connecting that storage device to the individual
controller is eliminated. Instead, storage devices are directly
attached to the network itself.

[0020] Yet another network storage scheme is modular
storage architecture which is more fully described in U.S.
Pat. Nos. 7,035,880 and 6,542,268. An example of such a
software application is the Galaxy™ system, by Comm Vault
Systems of Oceanport, N.J. The Galaxy™ system is a
multi-tiered storage management solution which includes,
among other components, a storage manager, one or more
media agents, and one or more storage devices. The storage
manager directs storage operations of client data to storage
devices such magnetic and optical media libraries. Media
agents are storage controller computers that serve as inter-
mediary devices managing the flow of data from client
information stores to individual storage devices. Each stor-
age device may be uniquely associated with a particular
media agent and this association may be tracked by the
storage manager.

[0021] A common feature shared by all of the above-
described network architectures is the substantially static
relationship between storage controller computers and stor-
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age devices. In these traditional network architectures, stor-
age devices are generally connected, virtually or physically,
to a single storage controller computer. Generally, only the
storage controller computer to which a particular device is
physically connected has read/write access to that device.
One computer typically cannot control the drive pool and
media group be that is being controlled by another. Requests
to store and retrieve data from such a drive pool and media
group would have to be coordinated by the controlling
computer. Typically, storage media reserved or being written
to by one media agent cannot be written to be another media
agent. Thus, often storage media being used pursuant to one
storage policy cannot be used by another storage policy and
vice versa often resulting in the inefficient use of storage
resources.

[0022] In some prior art systems, storage policies may
specify alternate data paths or resources in the case device
failure or an otherwise unavailable data path. However, such
systems typically specify a single alternate data path. More-
over, because backup operations are traditional performed
on a client by client basis, each client may store information
on different media, resulting in inefficient media use. Fur-
thermore, in many systems, failover conditions often result
in the use of additional media further resulting in inefficient
use of resources. In addition, alternate data paths are defined
in a static fashion, and thus conventional data protection
schemes are unable to adapt to changing network conditions.

SUMMARY OF THE INVENTION

[0023] In accordance with certain aspects of the present
invention, systems and methods are provided for dynami-
cally or automatically selecting and/or modifying data path
definitions that are used in performing storage operations.
Alternate data paths may be specified or selected that use
some or all resources that communicate with a particular
destination to improve system reliability and performance.
The system may also dynamically monitor and choose data
path definitions to optimize system performance, conserve
storage media, prevent resource exhaustion and promote
balanced load distribution.

[0024] In one illustrative embodiment, a method for con-
figuring a storage operation system includes defining a first
storage operation path to be used in performing a storage
operation. The first storage operation path may specify a
destination and substantially all of the resources capable of
communicating with the destination. The system may define
a second storage operation path used in the storage operation
when the first storage path is unavailable.

[0025] In an alternate embodiment, a storage operation
system may include a management module for controlling or
coordinating a storage operation to a destination, a plurality
of storage devices, and at least two storage operation paths
linking a client to one or more storage devices. The first
storage operation path may specify many, most or substan-
tially all of the resources capable of communicating with the
destination, while the second storage operation path may be
used in the storage operation when the first storage path is
unavailable.

[0026] In yet another embodiment, a method for consoli-
dating storage policies within a storage operation network is
provided which may include, analyzing storage operation
paths, which may defined in storage policies. Determining
whether any of the storage operation paths have common
element points and consolidating two or more of the storage
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policies having at least one common element into a single
storage operation policy such that the single storage opera-
tion policy supports copy operations to or with the common
element point such as a common destination.

[0027] Another embodiment includes a system for con-
solidating storage policies within a storage operation net-
work. The system may include a management module for
directing a storage operation to a destination, a plurality of
storage devices and a plurality of storage operation paths.
The storage operation paths may be defined within a plu-
rality of storage policies and have a series of element points
defining locations or resources along the path, ending with
the destination. The management module may consolidate
two or more of the storage policies having at least one
common element point into a single storage policy such that
the single storage policy supports copy operations to the
common element point.

[0028] One embodiment of the present invention includes
a method for consolidating storage policies within a storage
operation network that includes analyzing a plurality of
storage operation paths that are defined in storage policies.
This may involve identifying certain inefficiencies in the
storage operation paths and reconfiguring the storage opera-
tion paths to improve system performance. This may further
involve monitoring the storage network for the inefficiencies
in the storage network subsequent to redefining the plurality
of storage operation paths to determine whether the recon-
figuration has achieved the desired effect.

[0029] Another embodiment of the present invention
includes a system for consolidating storage policies within a
storage operation network. The system may include a man-
agement component for controlling or coordinating a storage
operation to a destination using one of a plurality of storage
operation paths defined within a plurality of storage policies.
The management component may identify inefficiencies in
the storage operation paths and reconfigure or redefine the
storage operation paths to correct or improve or the modified
inefficiencies. The management component may also moni-
tor the storage network including any reconfigurations sub-
sequent to redefining the storage operation paths to deter-
mine whether the reconfigurations provided the desired
correct or improvement. If, not, additional analysis and
reconfiguration may be performed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] Aspects of the invention are illustrated in the
figures of the accompanying drawings which are meant to be
exemplary and not limiting, in which like references are
intended to refer to like or corresponding parts, and in
which:

[0031] FIG. 1 is a block diagram of a network architecture
for a system to perform storage operations on electronic data
in a computer network according to an embodiment of the
invention;

[0032] FIG. 2 is a block diagram of an exemplary media
storage device for performing storage operations on elec-
tronic data in a computer network according to an embodi-
ment of the invention;

[0033] FIG. 3 is a flow chart illustrating some of the steps
of a storage operation in accordance with an embodiment of
the invention;

[0034] FIG. 4 is a flow chart illustrating some steps of
assigning storage policies to system resources and evaluat-
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ing existing storage policies of in accordance with an
embodiment of the invention; and

[0035] FIG. 5 is a flow chart illustrating some of the steps
of'a method of dynamically analyzing and managing storage
policies and data paths in accordance with an embodiment of
the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

[0036] Detailed embodiments of the present invention are
disclosed herein, however, it is to be understood that the
disclosed embodiments are merely exemplary of the inven-
tion, which may be embodied in various forms. Therefore,
specific functional details disclosed herein shall not be
interpreted as limiting, but merely as a basis for teaching one
skilled in the art to employ the present invention in any
specific embodiment.

[0037] With reference to FIGS. 1 through 5, representative
embodiments of the invention are presented. Turning now to
FIG. 1, a block diagram of one network architecture suitable
for performing storage operations on electronic data in a
computer network according to an embodiment of the inven-
tion is shown. The embodiment, as shown, may include a
storage management component such as manager 100 and
one or more of the following: a client 85, an information
store 90, a data agent 95, a media agent 105, an index cache
110, and a storage device 115. The system and elements
thereof are exemplary of a three-tier backup system such as
the CommVault Galaxy™ backup system, available from
CommVault Systems, Inc. of Oceanport, N.J., and further
described in U.S. Pat. No. 7,035,880 which is incorporated
herein by reference in its entirety.

[0038] A data agent 95 is generally a software module that
responsible for archiving, migrating, and recovering data of
a client computer 85 stored in an information store 90 or
other memory location. Each client computer 85 may have
one or more data agent(s) 95 and the system can support
multiple client computers 85. The system may include a
plurality of data agents 95 each of which is intended to
backup, migrate, and recover data associated with a different
application. For example, different individual data agents 95
may be designed to handle Microsoft Exchange® data,
Lotus Notes® data, Microsoft Windows 2000® file system
data, Microsoft Active Directory Objects® data, and other
types of data known in the art.

[0039] In the case where a client computer 85 has two or
more types of data, a dedicated data agent 95 may be used
for each data type to archive, migrate, and restore the client
computer 85 data. For example, to backup, migrate, and
restore all of the data on a Microsoft Exchange 2000®
server, the client computer 85 would use one Microsoft
Exchange 2000® Mailbox data agent 95 to backup the
Exchange 2000® mailboxes, one Microsoft Exchange
2000® Database data agent 95 to backup the Exchange
2000® databases, one Microsoft Exchange 2000® Public
Folder data agent 95 to backup the Exchange 2000® Public
Folders, and one Microsoft Windows 2000® File System
data agent 95 to backup the client computer’s 85 file system.
These data agents 95 would be treated as four separate data
agents 95 by the system even though they reside on the same
client computer 85.

[0040] In some embodiments, however, multipurpose or
generic data agents, may be used that operate on multiple
data without types. For example, one data agent may operate
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on Microsoft Exchange 2000® Mailbox and Microsoft
Windows 2000® File System data, etc.

[0041] Storage manager 100, in one embodiment, may be
implemented as a software module or application that coor-
dinates and controls various aspects of the system shown in
FIG. 1. For example, storage manager 100 may communi-
cate with some or all elements of the system including client
computers 85, data agents 95, media agents 105, and storage
devices 115, to schedule, initiate, manage and coordinate
system backups, migrations, and data recoveries.

[0042] In one embodiment, a media agent 105 is may be
implemented as a software module that conducts data, as
directed by storage manager 100, between the client com-
puter 85 and one or more storage devices 115 such as a tape
library, a magnetic media storage device, an optical media
storage device, or other storage device known in the art. For
example, as shown in FIG. 1, storage manager 100 may
direct data agents 95 to copy data from one or more clients
85 to storage device 115 through media agents 105. In some
embodiments, media agent 105 communicates with and
controls the storage device 115.

[0043] For example, media agent 105 may instruct storage
device 115 to use a robotic arm or other means to load or
eject a media cartridge, to archive, migrate, or restore data
to or from certain media present in device 115. Media agents
105 may also communicate with the storage devices 115 via
a local bus such as a SCSI adaptor, or other suitable
connection means. In other implementations, storage device
115 may communicate to the data agent 105 via a Storage
Area Network (“SAN”).

[0044] FEach media agent 105 may maintain an index
cache 110 which stores the index data the system generates
during backup, migration, and restore storage operations as
further described herein. For example, storage operations for
Microsoft Exchange® data generate index data containing
the location and other information such as metadata regard-
ing the data on the storage device 145 the Exchange data is
stored on.

[0045] Index data provides the system with an efficient
mechanism for locating user files or data for recovery
operations. This index data is generally stored with the data
backed up to the storage device 115. The media agent 105
that controls the storage operation may also write an addi-
tional copy of the index data to its index cache 110. The data
in media agent 105 and index cache 110 is thus readily
available to the system for use (in storage and retrieval
operations and other activities) without having to be first
retrieved from a storage device 115.

[0046] Storage manager 100 also maintains an index cache
110. Such index data may include logical associations
between components of the system, user preferences, meta-
data regarding application data or user preferences, man-
agement tasks, and other useful data. For example, the
storage manager 100 may use its index cache 110 to track the
logical associations between media agents 105 and storage
devices 115.

[0047] Index caches 110 typically reside on their corre-
sponding storage component’s hard disk or other fixed
storage device. Like any cache, the index cache 110 has
finite capacity and the amount of index data that can be
maintained directly corresponds to the size of that portion of
the disk that is allocated to the index cache 110. In one
embodiment, the system may manage the index cache 110
on a least recently used (“LRU”) basis as known in the art.
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When the capacity of the index cache 110 is reached, the
system may overwrite those files in the index cache 110 that
have been least recently used with the new index data. In
some embodiments, before data in the index cache 110 is
overwritten, the data may be copied to an index cache copy
and stored on a storage device 115. If a recovery operation
requires index data that is no longer stored in the index cache
110, such as in the case of a cache miss, the system may
recover the index data from the copy stored in storage device
115.

[0048] In some embodiments, components of the system
may reside and execute on the same computer. In alternative
embodiments, a client computer 85 component such as a
data agent 95, a media agent 105, or a storage manager 100
may coordinate and direct local archiving, migration, and
retrieval of application functions as further described in U.S.
Pat. No. 7,035,880. Thus, client computer 85 component can
function independently or together with other similar client
computer 85 components.

[0049] Turning now to FIG. 2, a block diagram of an
exemplary media library storage device 120 for performing
storage operations on electronic data in a computer network
according to an embodiment of the invention is presented.
Media library device 120 represents one specific type of
storage device 115 (FIG. 1) that may be used with an
implementation if the invention.

[0050] Media library storage device 120 may contain any
suitable magnetic, optical or other storage media 145 and
associated drives 125, 130, 135, and 140. Media 145 may
store electronic data containing backups of application data,
user preferences, metadata, system information, and other
useful information known in the art. Drives 125, 130, 135
and 140 are used to store and retrieve electronic data from
media 145. In one embodiment, drives 125, 130, 135 and
140 may function as a drive pool, as further described in
application Ser. No. 10/658,095 which is hereby incorpo-
rated herein by reference in its entirety. A drive pool is a
logical concept that associates drives and storage media with
a storage policy and a source device such as a client 85.
Storage policies representing storage patterns and prefer-
ences are more fully discussed in U.S. Pat. No. 6,542,972
which is hereby incorporated by reference herein in its
entirety.

[0051] A drive pool may be identified by a set of drives
within a library storage device 120 as pointed to by one or
more media agents 105. For example, a drive pool known as
DP1 consisting of drives 125 and 130 in library 120 known
as LIB1 may be associated by a storage policy, with a first
media agent 105 MAI1 in an index cache 110 entry as
follows: LIBI/MA1/DP1. A second drive pool consisting of
drives 130, 135, and 140 within the library storage device
120 associated with the same media agent 105 may be
expressed in index cache 110 as follows: LIBI/MA1/DP2.
[0052] As further described herein, the present invention
permits logical association of drive pools associated with
different media agents 105 (FIG. 1). Multiple drive pools,
media agents, and other system components can be associ-
ated in a single index cache 110 entry. Thus, for example, an
index cache 110 entry for a storage policy, according to an
embodiment of the present invention, may combine the two
previous entries instead and thus may be logically repre-
sented as: #STR1##

[0053] In addition and as further described herein, media
145 may be associated by the system with drive pools or
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storage policies, and not necessarily with individual drives
125, 130, 135 and 140. A media group may be a collection
of media 145 or other storage media assigned to a specific
storage policy. The media group may dynamically point to
different drive pools as further described herein, including
those with different recording formats as the system may
update the recording format of the media group in a media
group table stored in an index cache 110.

[0054] Aspects of the present invention, as further
described herein, permit data associated with a particular
storage policy copy to be stored on and share certain media
145. Data from each storage policy copy may be appended
to media 145 shared by other storage policy copies. Thus, a
storage policy copy may be shared between several media
agents 105 in a dynamic drive pooling environment with
media 145 also being shared by the different media agents
105 and storage policies. Media 145 can be located in
virtually any storage device 115 and for a given storage
policy copy may be spread across multiple storage devices
115. Thus, an index cache entry may associate multiple
media sets 145 with multiple media agents, storage policies,
drive pools, and other system components. For example, two
different media sets from the previous example of index
entries might be associated in a single index cache 110 entry
as follows: TABLE-US-00001 storage policyl:media
agentl:drive pooll:media setl:media set2 storage policy2:
media agent2:drive pool2:media setl:media set2.

[0055] In addition to media sets, a single index cache 110
entry may also specify and associate multiple media agents
105, storage policies, drive pools, network pathways, and
other components.

[0056] While the embodiments described above employ
the use of two drive pools and two media agents, one skilled
in the art will recognize that additional media agents and
logical drive pools may be implemented across the storage
policies without deviating from the scope and spirit of the
present invention.

[0057] Tuning to FIG. 3, a flow chart 300 illustrating some
of the steps involved in performing storage operations on
electronic data in a computer network according to an
embodiment of the invention is shown. Selection of desired
storage components for storage operations may be per-
formed manually or automatically in dynamic fashion. In
operation, the system may initiate a storage operation in
response to a scheduled procedure or as directed by a user,
system administrator, or as otherwise directed by the system
(step 310).

[0058] For example, the system may initiate a backup
operation or a restore operation at a specific time of day or
in response to a certain threshold being exceeded as speci-
fied in a storage policy. The system may select a media agent
105 (FIG. 1) according to selection logic or a specified data
path as further described herein (step 320). The selection
logic and data paths may determined by a set of criteria
defined in the storage policies or according to system
configuration or operational rules or guidelines. Examples of
such criteria may include, load balancing within the net-
work, bandwidth use and efficiency, media usage, available
media space, etc.

[0059] In one illustrative embodiment, the selection logic
includes the ability to conduct a LAN-free storage operation,
such as using a SAN, when it is desired to optimize storage
operations via load balancing. For example, an index entry
in index cache 110 may associate certain media agents 105,
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storage devices 115, or other components with LAN-free
storage operations either via user input, network topology
detection algorithms known in the art, or other methods. As
another example, the system may select a free media agent
105 to optimize storage operations via load balancing when
a default media agent 105 or other media agent 105 specified
in a storage policy is already performing other storage
operations or otherwise occupied. The system may also
select an appropriate drive pool in a network storage device
according to selection logic further described herein (step
330). Once the system has selected an appropriate media
agent and drive pool, the storage operation is performed,
using the selected storage components (step 340).

[0060] Another embodiment of the present invention
allows storage policies to be recognized or be defined in
terms of sub-clients (e.g., processes or portions of data of a
volume that are mutually exclusive) and have data protec-
tion operations performed at the sub-client level. For
example, a storage policy may specify a path similar to those
described above for each sub-client operating on a client. In
some embodiments, storage policies associated with each
sub-client specify a default data path and one or more
alternate data paths. These illustrative paths, in one embodi-
ment may be expressed as follows:

[0061] Default: media agentl: libraryl
[0062] Alternate: media agent 2: library 1
[0063] Alternate data paths are desirable as they provide

additional means by which a storage operation may be
completed and thus improve system reliability and promote
robust operation. Thus, the system may automatically select
certain available alternate data paths to facilitate load bal-
ancing and failover recovery. Such alternate data paths may
be specified using some or all of the additional routing
resources available in the system. For example, the alternate
data path above may specify as alternates some or all of the
media agents in the system that are capable of communi-
cating with library 1 and may be expressed as follows:
[0064] Alternate: media agent 2; media agent 3; . . . media
agent n: library 1

[0065] Where ‘n’ is the total number of media agents
specified in the alternate data path.

[0066] This arrangement allows the system to take advan-
tage of other available routing resources, providing the
ability to select from multiple data paths to the desired
destination. Using one approach, a storage policy may
specify all of the media agents 105 in the system capable of
communicating with a particular destination (e.g., library 1).
This provides the greatest likelihood that a storage operation
will be completed, assuming that at least some storage
resources are functioning or not otherwise congested.
[0067] Using another approach, some of the available
routing resources, such as media agents 105, may be speci-
fied as alternates, providing a greater likelihood that the
storage operation will be completed, rather than relying on
a single alternate. Such alternate resources may be selected
based on the degree of utilization, capacity, bandwidth,
physical location, the desired confidence factor or other
considerations and may be specified manually or assigned
automatically based on data protections goals specified for
the system.

[0068] In addition, alternate data paths may be specified in
many ways to provide robust routing options. For example,
alternate data paths may be specified according to user
preferences. A system administrator may specify certain
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alternate data paths and the priority and/or order in which the
data paths are to be used. Another method for providing
alternate data paths may involve using the “round robin”
approach in which alternate data paths are selected from a
group of available data paths such that each alternate data
path is selected and used before any previously used data
path is selected and used again. This approach is typically
useful in promoting load balancing within the system as it
tends to spread out data transfer operations across available
data paths in a substantially uniform fashion. Other
approaches may include specifying alternate data paths to
emphasize the ability to complete a storage operation in the
event of a failover condition.

[0069] In certain embodiments, alternate data paths may
be specified such that data from one client or sub-client may
be routed to a particular destination through substantially
every available data path that may potentially link the client
or sub-client to the destination. Similarly, alternate data
paths may be defined such that data is restored to particular
client, sub-client or computing device from some or all
storage devices within the system. This arrangement pro-
vides significant flexibility within the system for performing
and completing both storage and restore operations.

[0070] Similarly, in some embodiments, alternate destina-
tions may be specified and used in failover or other emer-
gency data protection operations. For example, a storage
policy may specify a data path including library 1, library 2,
and others, with the provision that the specified media agents
have access to each of the specified libraries. In some
embodiments, media agents specified in such data paths may
share an index cache.

[0071] One benefit of the arrangement described above is
the ability to conserve media within a storage system. In
some embodiments, storage policies may not have the
ability to share storage media due to certain conflicts within
programming logic or the need for storage policies to
resolve any such conflicts in mutually exclusive manner to
ensure computational integrity. Thus, storage operations
performed pursuant to different storage policies are gener-
ally required to write to different media, often resulting in
the inefficient use of media.

[0072] For example, a client may communicate to a stor-
age device 115 through a first media agent 105 pursuant to
a first storage policy and a second client may communicate
to the same storage device pursuant to a second storage
policy and a second media agent. In this case, each com-
munication or storage operation by each media agent may be
written to different media in the storage device due to
programming constraints. Moreover, when a failover con-
dition occurs, further communications to the storage device
may be written to a third media based on the alternate data
path definitions, resulting in an even higher media usage
rate.

[0073] An aspect of the present invention streamlines this
process by specifying data paths on a sub-client basis and
creating a complimentary storage policy based on this
information to avoid the logical conflict described above, or
any other logical conflict that may exist. Moreover, this
arrangement allows multiple clients (and associated sub-
clients) to use the same storage policy, significantly reducing
the number of storage policies required to manage the
system as well as simplifying the process involved in
updating or changing the policies themselves. This also
facilitates updating and/or changing the client associations
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with storage policies that control or otherwise specity par-
ticulars involved in data movement.

[0074] Additionally, two groups of clients may specify
two sets of client or sub-client data paths (e.g., a default and
alternate for each), but, may be governed by a single storage
policy in accordance with one embodiment of the present
invention. This may be accomplished by examining the data
paths and combining or rearranging them into a suitable
form for use in the storage policy. For example, a first group
of sub-clients may specify the following data paths:

[0075] Default data path: Media agent 1: library 1
[0076] Alternate data path: Media agent 2: library 1
[0077] The second group of sub-clients may specify the

following data paths:

[0078] Default data path: Media agent 2: library 1
[0079] Alternate data path: Media agent 1: library 1
[0080] These may be examined and modified (or com-

bined and rearranged) to specify or point to a single storage
policy with data paths as expressed below which takes into
account the data path preferences of each sub-client while
eliminating the need for two separate storage policies:

[0081] Default data path: Media agent 1: library 1
[0082] Alternate data path: Media agent 2: library 1
[0083] In operation, the system may consult this modified

storage policy (default first and alternate second) to obtain
data path preferences when moving data from the first set of
clients. When moving data from the second set of clients,
this storage policy may be consulted in reverse order, thus
preserving the original preferences (i.e., Media agent 2 as
the default with Media agent 1 as the alternate). Using this
single storage policy arrangement, data from various storage
operations may be written to the same media, rather than
using separate media as explained above, promoting media
conservation. Moreover, specifying data paths on a sub-
client level allows multiple clients to write data to the same
media and avoids the potential logical conflicts described
above.

[0084] Another embodiment in accordance with the pres-
ent invention includes the case where two client domains
separated by a firewall, each domain containing multiple
sub-clients. Assume, for example that each domain has set of
sub-clients with different data paths as shown below:

[0085] Domain 1:

[0086] Default data path: Media agent 1: library 1
[0087] Alternate data path: Media agent 2: library 1
[0088] Domain 2:

[0089] Default data path: Media agent 3: library 1
[0090] Alternate data path: Media agent 4: library 1
[0091] As in the example above, media agent utilization

will increase if two storage policies are used to manage this
arrangement. Thus, in accordance with an embodiment of
the present invention, these data paths may be modified (or
combined) into one storage policy set forth below having
four specified data paths rather than two storage polices with
two data paths each, thus maintaining failover protection
and promote minimum media utilization:

[0092] Media agent 1: library 1; Media agent 2: library 1
[0093] Media agent 3: library 1; Media agent 4: library 1
[0094] When moving data from the first domain, the first

entry is consulted and vice versa for the second domain
which allows information from both domains to be written
to the same media, promoting efficient media utilization.
This order of operations may be defined within the storage
policy or may be specified by placing the appropriate
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pointers or other referential elements in an index or other
entry that governs data path preferences.

[0095] Another benefit of the present invention includes
the ability to use a single storage policy to govern multiple
clients. This provides users with significant flexibility by
allowing them to define a storage policy and “point” to that
policy through referential elements to multiple clients,
thereby simplifying system administration.

[0096] For example, in the case where one or more clients
need to have changes or modifications made to an associated
storage policy, with the provided arrangement, a single
policy may be changed having a global effect rather than
requiring a similar change be made to multiple individual
polices. Moreover, clients may easily be assigned or moved
from one storage policy to another merely by changing a
pointer or other referential element. This eliminates having
to copy, significantly modify, change or create a new storage
policy from scratch. Further, storage policies are no longer
defined and associated on an individual client by client basis.
[0097] Inone embodiment, storage policies and associated
storage domains may be associated with one another based
on system configuration, user needs, or other considerations.
This process may be performed either manually, automati-
cally, or may be partially automated, requiring certain user
input such as customization information, intended or
expected use, etc. For example, at system setup a configu-
ration program may walk an administrator through a con-
figuration program and prompt the user for certain customi-
zation information. In alternative embodiments, this process
may be predominantly or completely automated based on
certain specific goals including, but not limited to, efficient
media usage, degree of desired data protection, and substan-
tially even and/or efficient load distribution.

[0098] Flowchart 400 of FIG. 4 illustrates some of the
steps involved in assigning storage policies to system
resources or in evaluating existing storage polices for pos-
sible consolidation as part of an ongoing effort to analyze
and increase system efficiency.

[0099] As shown, at step 410 any existing storage polices
or defined data paths for performing storage operations may
be retrieved, examined and analyzed. This may involve, for
example, retrieving path information from an index cache
associated with a media agent or master storage manager or
retrieving similar information from a metabase that may be
associated with such components. The analysis may include
examining data path information such as origination point
(e.g., clients and/or sub-clients), destination point (storage
device, library, media pool, etc.), transmission resources
scheduled to be involved including media agents, data
conduits and other transmission elements. In some embodi-
ments, this may involve the creation of a system wide or
more limited process-based netlist to obtain a basic under-
standing of system routing options and transmission patterns
and preferences.

[0100] At step 420, the system may determine whether
any identified clients or sub-clients have a common desti-
nation point. The destination points are typically defined as
a storage device for receiving data from copy operations
representing the last location of data at the completion of a
particular copy operation. A list of origination points (e.g.,
clients and or media agents) and common destination points
may be compiled as a starting point to determine similarities
between various identified data paths that may be suitable
for combination or rearrangement into one or more storage
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policy to improve overall system efficiency and/or reduce
media consumption. Next, at step 430, media agents and
other data transfer resources may be associated with the list
to generate a more complete picture of the routes and
resources involved/available in traversing the data paths
between origination and destination points. At this point, the
netlist may be substantially complete taking into account
available routing and resource information.

[0101] At step 440, the system examines any pre-existing
or identified storage polices and compares them with other
storage polices and the information generated at step 430 to
identify common elements that may be combined or folded
into the existing storage policies. This may also involve
identifying and comparing clients/sub-clients with common
origination points and correlating them with storage polices
having common destination points as a basis for potentially
creating new storage polices. Other information of interest
may include identifying common media agents and associ-
ated destination points, etc. for similar reasons.

[0102] Next, at step 450, it may be determined whether
any identified common elements are precluded from writing
information to the same storage device and/or storage
media. If so, in some embodiments, these elements may be
noted on a list of items not suitable for combination to into
storage polices and may be identified as needing individual
treatment. The gathered information may be analyzed to
determine if the number of storage polices may be reduced
by combining common elements, by combining or modify-
ing existing storage polices, or by recasting storage polices
with other identified data paths into more efficient storage
pathways (step 460).

[0103] For example, the analysis may reveal four existing
storage polices that have many common elements. Depend-
ing on the management goals of the storage system, these
four storage polices may be combined into one comprehen-
sive storage policy with a common destination if minimal
media usage is desired or may be combined into two storage
polices to minimize the possibility of alternate data path
congestion.

[0104] Other analysis results may reveal several sub-client
data path definitions that can be combined into a new storage
policy to reduce media usage without substantially affecting
storage device accessibility. Moreover, although some
results may suggest the combination of significant numbers
of storage policies or other common data paths, such sug-
gestions may be examined to determine whether overall
system performance would be adversely impacted, for
example, beyond a preset performance threshold, and if so,
may not be implemented even though such combinations
may reduce overall media consumption.

[0105] In some embodiments of the invention, factors
other than media consumption or possible congestion may
be taken into account when determining how to create,
change or modify storage polices to accommodate certain
system management goals. Such considerations may include
load balancing, optimization, service level performance or
other operational goals including adjustments to account for
changes that may occur over time.

[0106] A system administrator, for example, may wish to
maintain a substantially even workload across the storage
network and maintain that distribution on a going forward
basis. Other goals may include maintaining operational
performance within a certain percentage level to ensure a
specified level of data protection or maximizing system
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efficiency during peak usage periods. Achieving these and
other goals may involve the dynamic and periodic redefini-
tion of data paths and associated storage policies

[0107] Turning now to FIG. 5, a flow chart 500 illustrating
some of the steps involved with the dynamic analysis and
potential redefinition of storage policies/selection of alter-
nate data paths in accordance with aspects of the present
invention is illustrated. At step 510, client/sub-client data
paths within the system are analyzed similarly to step 410
described above in connection with FIG. 4. Next, at step
520, with the data paths identified, certain system perfor-
mance and forecasting reports may be run as described in
co-pending, commonly assigned cases entitled Systems and
Methods for Allocation of Organizational Resources Appli-
cation, and Hierarchical Systems and Methods for Providing
a Unified View of Storage Information, Ser. No. 11/120,619,
filed May 2, 2005, which are hereby incorporated by refer-
ence in its entirety. Such reports may forecast, based on past
performance or other parameters, how resource utilization
may grow or otherwise change and predict how capacity,
efficiency, failure rates, and traffic load may impact storage
operations over time.

[0108] Based on the forecasting information, the system
analyzes, at step 530, data paths to identify which ones are
susceptible to or likely to experience an adverse impact due
to the changing conditions (e.g., based on predefined thresh-
olds or resource capacity). Such data path definitions or
storage policies may then be modified on a dynamic basis to
accommodate or otherwise account for predicted conditions
to minimize impact (step 540). For example, if it is deter-
mined that certain data paths are expected to become con-
gested after a certain period of time, additional alternate data
paths expected to handle the additional load may be added
before that point is reached or other alternate data paths that
do not suffer from the same conditions are specified.
[0109] If certain media agents that serve particular storage
devices are expected to become overloaded or constantly
busy at or near capacity, additional alternate media agents
may be added by combining or otherwise altering storage
policy data paths to help reduce the adverse impact of the
anticipated problem (e.g., other alternate data paths not
suffering from the same or similar conditions may be
selected or added to help alleviate any detected or predicted
problem).

[0110] Moreover, data paths may be changed on a
dynamic basis to balance load, maintain a substantially
constant data load, or prevent a failover condition in accor-
dance with user specifications or system requirements. In
certain embodiments this may involve distributing work
load across several communication paths as described in
commonly assigned, co-pending case entitled Systems and
Methods for Providing Multipath Storage Network, filed on
Dec. 19, 2005, and which is hereby incorporated by refer-
ence in its entirety.

[0111] Next at step 550, resource reallocation is consid-
ered if data path adjustment is not sufficient to correct or
acceptably minimize any anticipated problem. This may
involve, for example, allocating additional storage resources
such as media agents, data paths, and storage devices, etc.
from other storage operation cells, as described in com-
monly assigned, co-pending case entitled Systems and
Methods for Migrating Components on a Hierarchical Stor-
age Network, application Ser. No. 60/752,196, filed on Dec.
19, 2005, and which is hereby incorporated by reference in
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its entirety. If deemed helpful, the reallocation is performed
at step 560 as described in that case. The system may then
periodically return to step 510 and perform the process as
part of an ongoing recursive effort to maintain or optimize
system performance.

[0112] In some embodiments, prior to actual reallocation
of resources, proposed reallocation scenarios may be simu-
lated and evaluated with the expected results extended over
time in order to choose the best solution to any resource
shortcoming that best fits enterprise needs or user expecta-
tions. Moreover, in some embodiments, any such resource
reallocation may need to be approved by an administrator
prior to reallocation, which may involve reviewing simula-
tion results and approving reallocations on a component by
component or proposal by proposal basis. However, in other
embodiments, such resource reallocation may be performed
substantially automatically.

[0113] Next at step 570, the system monitors performance
subsequent to resource reallocation to help confirm the
reallocation is providing the desired effect. This may involve
monitoring the operation of the actual reallocated resources
and/or the system components or processes the reallocation
was intended to benefit. If actual operation of the system is
not in accordance with expectations and/or simulation
results, the system may be quiesced, and the original con-
figuration returned until an analysis may be performed to
determine why expected results were not achieved.

[0114] In one embodiment, a trouble ticketing system or
other notification system, as is known in the art, may be
activated to notify the administrator of the failed realloca-
tion. Moreover, in some embodiments, the level of perfor-
mance may be examined to determine if the reallocation is
having the expect level of desired effect. For example, if a
particular reallocation is operating within a certain percent-
age of expectations (e.g., 80%), which may be user defined,
the reallocation may be considered acceptable. If not, the
reallocation may be considered unacceptable, and the sys-
tem configuration may be returned to its prior state (auto-
matically or upon user approval).

[0115] In some embodiments, the system may monitor or
log some or all resource reallocations and subsequent asso-
ciated performance changes so that the changes may be
continually evaluated, used as a basis or model for future
changes, and as a basis for returning some or all of the
system to prior configurations. Moreover, this information
may act as a template for future system provisioning and
deployment and evaluating the operation of selected system
software or hardware components.

[0116] Systems and modules described herein may com-
prise software, firmware, hardware, or any combination(s)
of software, firmware, or hardware suitable for the purposes
described herein. Software and other modules may reside on
servers, workstations, personal computers, computerized
tablets, PDAs, and other devices suitable for the purposes
described herein. Software and other modules may be acces-
sible via local memory, via a network, via a browser or other
application in an ASP context or via other means suitable for
the purposes described herein. Data structures described
herein may comprise computer files, variables, program-
ming arrays, programming structures, or any electronic
information storage schemes or methods, or any combina-
tions thereof, suitable for the purposes described herein.
User interface elements described herein may comprise
elements from graphical user interfaces, command line
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interfaces, and other interfaces suitable for the purposes
described herein. Screenshots presented and described
herein can be displayed differently as known in the art to
input, access, change, manipulate, modity, alter, and work
with information.

[0117] While the invention has been described and illus-
trated in connection with preferred embodiments, many
variations and modifications as will be evident to those
skilled in this art may be made without departing from the
spirit and scope of the invention, and the invention is thus
not to be limited to the precise details of methodology or
construction set forth above as such variations and modifi-
cation are intended to be included within the scope of the
invention.

1. (canceled)

2. A method for consolidating storage policies within a
storage operation network, the method comprising:

automatically evaluating with one or more computer

hardware processors, first and second storage policies
to determine that the first and second storage policies
use first and second storage operation paths to conduct
data from a first client to a first storage device;

consolidating the first and second storage policies into a

comprehensive storage policy, wherein the comprehen-
sive storage policy associates at least the first and
second storage operation paths to conduct data from the
first client to the first storage device;

generating a forecast of at least one prediction of how one

or more future network operating conditions may
impact future storage operations; and

automatically adding at least a third storage operation

path to the comprehensive storage policy based on the
at least one prediction of how the one or more future
network operating conditions may impact future stor-
age operations, wherein the third storage operation path
is an alternate data path that is different than the first
and second storage operation paths.

3. The method of claim 2 wherein a first media agent
transfers the data via the first storage operation path and a
second media agent transfers the data via the second storage
operation path.

4. The method of claim 2 wherein the first client com-
prises at least one sub client.

5. The method of claim 2 wherein the one or more future
network operating conditions comprise at least one of the
group consisting of: data transfer rate, network usage, load
balancing, resource exhaustion, transmission congestion, or
performance optimization.

6. The method of claim 2 wherein automatically evalu-
ating the first and second storage policies is based at least in
part whether the first and second storage policies share a
common element.

7. The method of claim 2 wherein information about the
first and second storage operation paths is obtained from an
index cache.

8. The method of claim 2 wherein information about the
first and second storage operation paths is obtained from a
metabase.

9. The method of claim 2 wherein automatically evalu-
ating the first and second storage policies is based at least in
part on one of the group consisting of: origination point,
destination point, transmission resources scheduled to be
involved, and a process-based netlist.
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10. The method of claim 2 wherein automatically evalu-
ating the first and second storage policies is based at least in
part on which storage operation paths are likely to experi-
ence an adverse impact due to changing conditions.

11. The method of claim 2 wherein dynamically adding
the third storage operation path is based at least in part on
preventing a predicted failover condition.

12. A storage operation system comprising:

a plurality of storage devices; and

a storage manager executing in one or more computer

processors, the storage manager configured to:

automatically evaluate first and second storage policies
to determine that first and second storage policies use
first and second storage operation paths to conduct
data from a first client to a first storage device;

consolidate the first and second storage policies into a
comprehensive storage policy, wherein the compre-
hensive storage policy associates at least the first and
second storage operation paths to conduct data from
the first client to the first storage device; and

generate a forecast of at least one prediction of how one
or more future network operating conditions may
impact future storage operations; and

automatically add at least a third storage operation path
to the comprehensive storage policy based on the at
least one prediction of how the one or more future
network operating conditions may impact future
storage operations, wherein the third storage opera-
tion path is an alternate data path that is different than
the first and second storage operation paths.

13. The storage operation system of claim 12 wherein the
storage manager is configured to direct a first media agent to
transfer the data via the first storage operation path and a
second media agent to transfer the data via the second
storage operation path.
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14. The storage operation system of claim 12 wherein the
first client comprises at least one sub client.

15. The storage operation system of claim 12 wherein the
one or more future network operating conditions comprise at
least one of the group consisting of: data transfer rate,
network usage, load balancing, resource exhaustion, trans-
mission congestion, or performance optimization.

16. The storage operation system of claim 12 wherein the
storage manager is configured to automatically evaluate the
first and second storage policies based at least in part on
whether the first and second storage policies share a com-
mon element.

17. The storage operation system of claim 12 wherein the
storage manager is configured to obtain information about
the first and second storage operation paths from an index
cache.

18. The storage operation system of claim 12 wherein the
storage manager is configured to obtain information about
the first and second storage operation paths from a metabase.

19. The storage operation system of claim 12 wherein the
storage manager is configured to automatically evaluate the
first and second storage policies based at least in part one of
the group consisting of: origination point, destination point,
transmission resources scheduled to be involved, and a
process-based netlist.

20. The storage operation system of claim 12 wherein the
storage manager is configured to automatically evaluate the
first and second storage policies based at least in part on
which storage operation paths are likely to experience an
adverse impact due to changing conditions.

21. The storage operation system of claim 12 wherein the
storage manager is configured to dynamically add the third
storage operation path based at least in part on preventing a
predicted failover condition.
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