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(57) ABSTRACT

There is provided a communication device including an
obtaining unit configured to obtain first state information
representing a state of a first wireless communication device
regarding a direct connection between devices via wireless
communication and second state information representing a
state of a second wireless communication device regarding
the direct connection, and a control unit configured to
establish a connection between the first wireless communi-
cation device and the second wireless communication device
via the wireless communication on the basis of the first state
information and the second state information. At least one of
the first state information and the second state information is
obtained via near-field communication.
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COMMUNICATION DEVICE,
COMMUNICATION CONTROL METHOD,
AND PROGRAM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
patent application Ser. No. 15/883,782, filed on Jan. 30,
2018, which is a continuation of U.S. patent application Ser.
No. 15/218,384, filed on Jul. 25, 2016, now issued as U.S.
Pat. No. 9,913,107 on Mar. 6, 2018, which is a continuation
of U.S. patent application Ser. No. 14/390,235, filed on Oct.
2, 2014, now issued as U.S. Pat. No. 9,451,648 on Sep. 20,
2016, which application is a national phase entry under 35
U.S.C. § 371 of International Application No. PCT/JP2013/
057914 filed Mar. 19, 2013, which claims priority from JP
2012-159092 filed Jul. 17, 2012; JP 2012-131853 filed Jun.
11, 2012; JP 2012-125917 filed Jun. 1, 2012; and JP 2012-
089762 filed Apr. 10, 2012, all of which are hereby incor-
porated herein by reference.

TECHNICAL FIELD

[0002] The present disclosure relates to a communication
device, communication control method, and program.

BACKGROUND ART

[0003] Wireless local area network (LAN) systems typi-
fied by Institute of Electrical and Electronics Engineers
(IEEE) 802.11 standards have recently been replacing wired
networks due to advantages such as a high level of flexibility
with devices. These wireless LAN systems operate, for
example, in infrastructure mode in which multiple wireless
communication devices communicate through access points.

[0004] Conversely, Wi-Fi Direct, which was developed by
the Wi-Fi Alliance, supports a direct communication mode
in which multiple wireless communication devices connect
directly and groups are formed. According to this direct
communication mode, communication starts after a connec-
tion is established between wireless communication devices
by device discovery and formation. Device discovery is
processing to discover surrounding wireless communication
devices, and formation includes processing to determine
which wireless communication device becomes the group
owner, authentication processing (provisioning), and simi-
lar.

[0005] There are also wireless communication devices
capable of performing communication by switching
between the aforementioned infrastructure mode and direct
communication mode. In addition, communication within a
proximity closer than that of wireless communication such
as with wireless LAN is widely used. For example, Patent
Literature 1 discloses a communication device equipped
with both a near-field communication unit for performing
near-field communication and a wireless communication
unit for performing wireless communication.

CITATION LIST

Patent Literature

[0006] Patent Literature 1:JP 2008-271150A
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SUMMARY OF INVENTION

Technical Problem

[0007] However, regarding Wi-Fi Direct, there are cases in
which processing such as formation and invitation succeed
to establish connection between two wireless communica-
tion devices, and there are cases in which the same process-
ing fails to result in establishing a connection, for example,
such as in the case when P2P is unconfigured (P2P Dev) on
these devices. When both devices are the group owner, or
when one device is a Peer-to-Peer (P2P) client and the other
device is a legacy device, for example, there are cases in
which a connection cannot be established between the two
devices by processing such as formation and invitation.

[0008] Thus, when a connection cannot be established
between wireless communication devices by a predeter-
mined processing for establishing connections, it is prefer-
able to provide a mechanism which may still establish a
connection between the wireless communication devices.

Solution to Problem

[0009] According to the present disclosure, there is pro-
vided a communication device including an obtaining unit
configured to obtain first state information representing a
state of a first wireless communication device regarding a
direct connection between devices via wireless communi-
cation and second state information representing a state of a
second wireless communication device regarding the direct
connection, and a control unit configured to establish a
connection between the first wireless communication device
and the second wireless communication device via the
wireless communication on the basis of the first state infor-
mation and the second state information. At least one of the
first state information and the second state information is
obtained via near-field communication.

[0010] According to the present disclosure, there is pro-
vided a communication control method including receiving
first state information via near-filed communication, the first
state information representing a state of a first wireless
communication device regarding a direct connection to
another device via wireless communication, and establishing
a connection between the first wireless communication
device and the second wireless communication device via
the wireless communication on the basis of the received first
state information and second state information representing
a state of a second wireless communication device regarding
the direct connection.

[0011] According to the present disclosure, there is pro-
vided a program for causing a computer to function as an
obtaining unit configured to obtain first state information
representing a state of a first wireless communication device
regarding a direct connection between devices via wireless
communication and second state information representing a
state of a second wireless communication device regarding
the direct connection, and a control unit configured to
establish a connection between the first wireless communi-
cation device and the second wireless communication device
via the wireless communication on the basis of the first state
information and the second state information. At least one of
the first state information and the second state information is
obtained via near-field communication.
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Advantageous Effects of Invention

[0012] According to the present disclosure and as previ-
ously described, a connection between the wireless commu-
nication devices may still be established when a connection
cannot be established between wireless communication
devices by a predetermined processing for establishing
direct connections.

BRIEF DESCRIPTION OF DRAWINGS

[0013] FIG. 1 is an explanatory diagram illustrating an
example of an overall configuration of a wireless commu-
nication system according to an embodiment.

[0014] FIG. 2 is a block diagram illustrating an example
configuration of a wireless communication device according
to an embodiment.

[0015] FIG. 3 is a sequence diagram schematically illus-
trating an operation of the wireless communication system
according to an embodiment.

[0016] FIG. 4 is a flowchart illustrating an example of a
communication processing by a wireless communication
device according to an embodiment.

[0017] FIG. 5 is a flowchart illustrating an example of an
overall flow of a processing when the device is a group
owner.

[0018] FIG. 6 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is also a group owner.

[0019] FIG. 7 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is a P2P client.

[0020] FIG. 8 is a flowchart illustrating an example of an
overall flow of a processing when the device is a P2P client.
[0021] FIG. 9 is a flowchart illustrating an example of an
overall flow of a processing when P2P is unconfigured for
the other wireless communication device.

[0022] FIG. 10 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is a group owner.

[0023] FIG. 11 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is a P2P client.

[0024] FIG. 12 is a flowchart illustrating an example of an
overall flow of a processing when the device is a legacy
device.

[0025] FIG. 13 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is also a legacy device.

[0026] FIG. 14 is a flowchart illustrating an example of an
overall flow of a processing when P2P is unconfigured.
[0027] FIG. 15 is a flowchart illustrating an example of an
overall flow of a processing when the other wireless com-
munication device is a P2P client.

[0028] FIG. 16 is a flowchart illustrating an example of an
overall flow of a processing for communication selectively
using wireless LAN communication and NFC.

[0029] FIG. 17 is a sequence diagram illustrating an
example of an overall flow of a formation processing using
NEC.

[0030] FIG. 18 is a sequence diagram illustrating a first
example of an overall flow of a provision discovery pro-
cessing using NFC.
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[0031] FIG. 19 is a sequence diagram illustrating a second
example of an overall flow of an invitation processing using
NEC.

[0032] FIG. 20A is a first sequence diagram schematically
illustrating a first example of an operation of a wireless
communication system according to a modification in which
a connection is established between two wireless commu-
nication devices by an intermediary third wireless commu-
nication device.

[0033] FIG. 20B is a second sequence diagram schemati-
cally illustrating a first example of an operation of a wireless
communication system according to a modification in which
a connection is established between two wireless commu-
nication devices by an intermediary third wireless commu-
nication device.

[0034] FIG. 21A is a first sequence diagram schematically
illustrating a second example of an operation of a wireless
communication system according to a modification in which
a connection is established between two wireless commu-
nication devices by an intermediary third wireless commu-
nication device.

[0035] FIG. 21B is a second sequence diagram schemati-
cally illustrating a second example of an operation of a
wireless communication system according to a modification
in which a connection is established between two wireless
communication devices by an intermediary third wireless
communication device.

[0036] FIG. 22A is a first sequence diagram schematically
illustrating a third example of an operation of a wireless
communication system according to a modification in which
a connection is established between two wireless commu-
nication devices by an intermediary third wireless commu-
nication device.

[0037] FIG. 22B is a second sequence diagram schemati-
cally illustrating a third example of an operation of a
wireless communication system according to a modification
in which a connection is established between two wireless
communication devices by an intermediary third wireless
communication device.

[0038] FIG. 23A is a first sequence diagram schematically
illustrating a fourth example of an operation of a wireless
communication system according to a modification in which
a connection is established between two wireless commu-
nication devices by an intermediary third wireless commu-
nication device.

[0039] FIG. 23B is a second sequence diagram schemati-
cally illustrating a fourth example of an operation of a
wireless communication system according to a modification
in which a connection is established between two wireless
communication devices by an intermediary third wireless
communication device.

[0040] FIG. 24 is a sequence diagram schematically illus-
trating a first example of an operation of a wireless com-
munication system according to a modification in which a
direct connection is established by one-way reading via
NEC.

[0041] FIG. 25 is a sequence diagram schematically illus-
trating a second example of an operation of a wireless
communication system according to a modification in which
a direct connection is established by one-way reading via
NEC.

[0042] FIG. 26 is a state transition diagram illustrating a
first example of state transitions of a wireless communica-
tion device and a wireless communication device.
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[0043] FIG. 27 is a state transition diagram illustrating a
second example of state transitions of a wireless communi-
cation device and a wireless communication device.
[0044] FIG. 28 is a first flowchart illustrating an example
flow of a processing for changing the states of two wireless
communication devices to a target pair.

[0045] FIG. 29 is a second flowchart illustrating an
example flow of a processing for changing the states of two
wireless communication devices to a target pair.

[0046] FIG. 30 is a sequence diagram illustrating a first
specific example of a processing for changing the states of
two wireless communication devices to a target pair.
[0047] FIG. 31 is a sequence diagram illustrating a second
specific example of a processing for changing the states of
two wireless communication devices to a target pair.
[0048] FIG. 32 is a second flowchart illustrating an
example flow of a more generic processing for changing the
states of two wireless communication devices to a target
pair.

[0049] FIG. 33A s a first portion of a state transition chart
illustrating each state transition and processing for changing
the states of two wireless communication devices to a target
pair.

[0050] FIG. 33B is a second portion of a state transition
chart illustrating each state transition and processing for
changing the states of two wireless communication devices
to a target pair.

[0051] FIG. 33C is a third portion of a state transition chart
illustrating each state transition and processing for changing
the states of two wireless communication devices to a target
pair.

[0052] FIG. 34 is a sequence diagram illustrating a third
specific example of a processing for changing the states of
two wireless communication devices to a target pair.
[0053] FIG. 35 is a sequence diagram illustrating an
example flow of an efficient processing for changing the
states of two wireless communication devices to a given
target pait.

[0054] FIG. 36 is a sequence diagram illustrating an
example of an overall flow of a processing for starting a
DLNA service between two wireless communication
devices.

[0055] FIG. 37 is a sequence diagram illustrating a first
example of an overall flow of a processing for starting a
mirroring service between two wireless communication
devices.

[0056] FIG. 38 is a sequence diagram illustrating a second
example of an overall flow of a processing for starting a
mirroring service between two wireless communication
devices.

[0057] FIG. 39 is a sequence diagram illustrating a third
example of an overall flow of a processing for starting a
mirroring service between two wireless communication
devices.

[0058] FIG. 40 is a sequence diagram illustrating an
example of an overall flow of a processing for starting a
service between two wireless communication devices.
[0059] FIG. 41 is a sequence diagram illustrating an
example of an overall flow of a processing for stopping a
mirroring service.

[0060] FIG. 42 is a sequence diagram illustrating an
example of an overall flow of a processing for interrupting
a mirroring service.
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[0061] FIG. 43 is a sequence diagram illustrating an
example of an overall flow of a processing for continuing a
mirroring service.

[0062] FIG. 44 is an explanatory diagram illustrating an
example of a hardware configuration of a wireless commu-
nication device.

DESCRIPTION OF EMBODIMENTS

[0063] Hereinafter, preferred embodiments of the present
invention will be described in detail with reference to the
appended drawings. Note that, in this specification and the
drawings, elements that have substantially the same function
and structure are denoted with the same reference signs, and
repeated explanation is omitted.

[0064] The following literature will be referenced as
needed for the embodiments.

[0065] Reference Literature 1

[0066] Wi-Fi P2P Technical Specification v1.1 (Wi-Fi
Direct)

[0067] Reference Literature 2

[0068] Wi-Fi Simple Configuration Technical Specifica-

tion v2.0.1 (WPS)
[0069] Reference Literature 3
[0070] NFC Forum Technical Specification Connection
Handover 1.2
[0071] The description will follow in the order below.
[0072] 1. Configuration of Wireless Communication Sys-
tem
[0073] 2. Configuration of Wireless Communication
Device
[0074] 3. Operation of Wireless Communication System
[0075] 4. Operation of Wireless Communication Device
[0076] 4.1 Flow of Overall Processing
[0077] 4.2 Flow of Processing When Device is Group
Owner
[0078] 4.3 Flow of Processing When Device is P2P
Client in Existing P2P Group
[0079] 4.4 Flow of Processing When Device is Legacy
Station
[0080] 4.5 Processing When P2P is Unconfigured
[0081] 5. Other Individual Operations
[0082] 6. Modifications
[0083] 6.1 FEstablishing Direct Connection through
Intermediary
[0084] 6.2 FEstablishing Direct Connection through
One-Way Reading via NFC
[0085] 7. State Transitions of Wireless Communication
Device
[0086] 7.1 Overview of State Transitions
[0087] 7.2 Flow of Processing with Focus on State
Transitions

[0088] 7.3 Flow of More Generic Processing
[0089] 7.4 Efficient Transitions to Given Target Pair
[0090] 8. Processing for Starting Services

[0091] 8.1 DLNA Service
[0092] 8.2 Mirroring Service
[0093] 9. Hardware Configuration

<<1. Configuration of Wireless Communication System>>

[0094] First, an overall configuration of a wireless com-
munication system according to an embodiment of the
present disclosure will be described with reference to FIG.
1. FIG. 1 is an explanatory diagram illustrating an example



US 2020/0252757 Al

of an overall configuration of a wireless communication
system according to an embodiment. Referring to FIG. 1, a
communication system according to the present embodi-
ment includes multiple wireless communication devices.

[0095] A wireless communication device 100 has a wire-
less communication function via wireless LAN, and per-
forms wireless communication with surrounding wireless
communication devices 100 using a wireless antenna 110.
For example, the wireless communication device 100 also
operates in either an infrastructure mode or a direct com-
munication mode. The wireless communication device 100
communicates with other wireless devices through an access
point when operating in the infrastructure mode. Conversely,
the wireless communication device 100 performs direct
communication with surrounding wireless communication
devices 100 without an access point when operating in the
direct communication mode.

[0096] In addition, the direct communication mode may
be Wi-Fi Direct, which is standardized by the Wi-Fi Alli-
ance. According to this direct communication mode, com-
munication starts after a connection between wireless com-
munication devices is established by device discovery
processing, formation processing, or similar, for example. In
addition, the device discovery processing discovers sur-
rounding wireless communication devices. According to this
device discovery processing, a beacon, probe request, and
probe response are communicated to scan, wait for a
response, and search. Conversely, the formation processing
establishes a direct connection between devices via wireless
communication and forms groups of wireless communica-
tion devices. This formation processing includes processing
to determine which wireless communication device will be
the group owner, authentication processing (provisioning),
and other processing. According to the direct communica-
tion mode, after a connection is established between wire-
less communication devices and a group is formed, other
wireless communication devices are added to the group by
the invitation processing. The invitation processing adds
surrounding wireless communication devices to groups.
According to the invitation processing, setting information
is exchanged between the wireless communication devices.
In addition, after a connection is established between the
wireless communication devices and the group is formed,
other wireless communication devices are added to the
group by provision discovery processing. The provision
discovery processing adds devices to the formed group.

[0097] According to the direct communication mode, the
wireless communication device 100 is in one of several
states including the group owner (GO), a P2P client, or a P2P
unconfigured state (P2P Device), for example. The wireless
communication device 100 which is the group owner estab-
lishes a direct connection with each wireless communication
device (P2P clients) in the wireless communication device
group formed by direct connection via wireless communi-
cation. In addition, the wireless communication device 100
which is the group owner, for example, performs beacon
transmission, authentication of wireless communication
devices added to the group, provisioning of connection
setting information (credentials) to the wireless communi-
cation devices added to the group, and so on. That is to say,
the wireless communication device 100 which is the group
owner serves as an access point for the group. In addition,
the wireless communication device 100 which is a P2P client
establishes a direct connection with the wireless communi-
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cation device which is the group owner regarding the group
of wireless communication devices formed by direct con-
nection between devices via wireless communication, for
example. That is to say, the wireless communication device
100 which is a P2P client communicates with the wireless
communication device which is the group owner or com-
municates with the wireless communication devices which
are other P2P clients through the wireless communication
device which is the group owner. In addition, the wireless
communication device 100 for which P2P is unconfigured
does not establish a direct connection between other devices
via wireless communication.

[0098] Further, the group owner state includes a persistent
GO and a temporary GO. The persistent GO is a group
owner that stores connection setting information of connect-
ing wireless communication devices after the P2P connec-
tion session ends so that reconnection is possible in response
to an Invitation Request and provision discovery request
from the wireless communication device. Conversely, the
temporary GO is a group owner which stores connection
setting information only during the P2P session and discards
the connection setting information after the P2P connection
session ends.

[0099] In addition, the wireless communication device
100 has a near-field communication (NFC) communication
function and performs NFC communication (near-field com-
munication) with surrounding wireless communication
devices using an NFC antenna 120.

[0100] Regarding the wireless communication device 100,
the NFC communication function is in a state, for example,
in which communication may be started when the wireless
communication devices 100 are in proximity to each other.
In addition, the wireless communication function may be on
or off.

[0101] Further, the wireless communication device 100
may operate only in the infrastructure mode, for example, or
may not be operable in the direct communication mode. That
is to say, the wireless communication device 100 may be a
legacy device that does not have a function of a direct
connection with other devices via wireless communication.

[0102] In addition, the wireless communication device
100 may be an information processing device such as a
personal computer (PC), a home gaming machine, a home
appliance, a cellular phone, a personal handy-phone system
(PHS), a portable music playback device, or a portable video
processing device.

[0103] In addition, the wireless communication device
100 may communicate audio data such as music, lectures,
radio programs, video data such as movies, video programs,
photographs, documents, paintings, diagrams, and content
data such as games and software.

<<2. Configuration of Wireless Communication Device>>

[0104] An example of wireless communication device 100
according to the present embodiment will be described with
reference to FIG. 2. FIG. 2 is a block diagram illustrating an
example configuration of the wireless communication
device 100 according to an embodiment. Referring to FIG.
2, the wireless communication device 100 is provisioned
with the wireless antenna 110, the NFC antenna 120, a
wireless LAN interface 130, an NFC interface 140, a
memory 150, and a control unit 160. (Wireless LAN Inter-
face 130)
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[0105] In accordance with control by the control unit 160,
the wireless LAN interface 130 performs processing for
establishing connection with surrounding wireless commu-
nication devices 100 and performs direct communication
with surrounding wireless communication devices 100 in
conjunction with the wireless antenna 110. For example, the
wireless LAN interface 130 conducts receive processing on
the wireless signal received by the wireless antenna 110 such
as down-conversion, demodulation, and decoding, and then
supplies the receive data obtained from this receive process-
ing to the control unit 160. In addition, the wireless LAN
interface 130 conducts transmission processing on transmis-
sion data supplied from the control unit 160 such as encod-
ing, modulation, and up-conversion, and then outputs a high
frequency signal obtained from this transmission processing
to the wireless antenna.

(NFC Interface 140)

[0106] In accordance with control by the control unit 160,
the NFC interface 140 performs NFC communication with
surrounding wireless communication devices 100 in con-
junction with the NFC antenna 120. For example, the NFC
interface 140 may communicate with other wireless com-
munication devices 100 by transmitting radio waves that
reach short distances of approximately 10 cm from the NFC
antenna 120, which causes a response in the NFC antenna
120 of other wireless communication devices 100 included
in this reachable radio wave range.

(Memory 150)

[0107] The memory 150 stores programs for operating the
wireless communication device 100, information for con-
necting to other wireless communication devices 100, and
other information. For example, the memory 150 stores
wireless LAN communication settings, and settings infor-
mation exchanged by NFC.

(Control Unit 160)

[0108] The control unit 160 controls the overall operation
of the wireless communication device 100. For example, the
control unit 160 switches the communication mode (infra-
structure mode and direct communication mode) of the
wireless LAN interface 130, and performs control of the
wireless LAN power supply. In addition, the control unit 160
controls processing such as device discovery processing by
the wireless LAN interface 130, formation processing, invi-
tation processing, and provision discovery processing.

[0109] The control unit 160 also obtains a state informa-
tion A representing the state of a wireless communication
device 100A regarding a direct connection between devices
via wireless communication, and a state information B
representing the state of a wireless communication device
100B regarding this direct connection. The control unit 160
also establishes connections between the wireless commu-
nication device 100A and the wireless communication
device 100B via wireless communication on the basis of the
state information A and state information B. The wireless
communication is, for example, wireless local area network
(LAN) communication, and the direct connection conforms
to the Wi-Fi Direct standard. In addition, either one or both
of the state information A and the state information B is
obtained through near-field communication. For example,
the portion of the state information A and the state infor-
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mation B regarding the actual device is obtained from the
memory 150, and the portion of the state information A and
the state information B regarding the state information of
other devices is obtained from the NFC interface 140 which
received this information.

[0110] Either the wireless communication device 100A or
the wireless communication device 100B is, for example,
the wireless communication device 100. Thus, when the
wireless communication device 100A is the wireless com-
munication device 100, the state information B is obtained
through near-field communication, and when the wireless
communication device 100B is the wireless communication
system 100, the state information A is obtained through
near-field communication.

[0111] More specifically, the wireless communication
device 100A has, for example, a function of a direct con-
nection, and the control unit 160 changes the state of the
wireless communication device 100A. In this way, a pro-
cessing to determine the manner in which states are changed
is performed before changing the state of the wireless
communication device 100, and this processing is hereafter
referred to as a state distribution processing. The possible
states include a first state in which a direct connection is
established with other wireless communication devices in
the wireless communication device group (hereafter, P2P
group) formed by the direct connection (which is to say, the
group owner state), a second state in which a direct con-
nection is established with the wireless communication
device in the first state in the P2P group (which is to say, the
P2P client state), or a third state in which the direct con-
nection is not established (which is to say, the P2P uncon-
figured state). In addition, the control unit 160 changes the
state of the wireless communication device 100A from one
of the possible states including the group owner state, the
P2P client state, or the P2P unconfigured state to one of the
possible states including the group owner state, the P2P
client state, or the P2P unconfigured state. According to such
state transitions, connection may be established between
devices having a function to connect directly. Further, when
the state is either the group owner state or the P2P client
state, the state information includes information on the
group to which the wireless communication device 100
belongs (for example, a group ID).

[0112] When the state of the wireless communication
device 100A is either the group owner state or the P2P client
state, and the wireless communication device 100A and the
wireless communication device 100B cannot communicate
in the P2P group, for example, the control unit 160 changes
the state of the wireless communication device 100A from
either the group owner state or the P2P client state to the P2P
unconfigured state. In cases when a direct connection
between both devices cannot be established by formation
processing, invitation processing, provision discovery pro-
cessing, or other processing, after such a state change is
made, it will then be possible to establish a direct connection
by formation processing, invitation processing, provision
discovery processing, or other processing. Further, the
changing of the wireless communication device from either
the group owner or the P2P client to P2P unconfigured is
hereafter referred to as dropping the wireless communica-
tion device.

[0113] Further, the state of the wireless communication
device 100A may be the group owner state for some P2P
group, and also be the P2P client state for some other P2P
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group. That is to say, the wireless communication device
100A is capable of concurrent operation (according to the
present specification, for example, the capability to perform
concurrent operation is described as “concurrent opera-
tion=1"). Taking this into consideration, when the state of
the wireless communication device 100A is the group owner
state for a first P2P group, the control unit 160 changes the
state of the wireless communication device 100A, for
example, so that the state of the wireless communication
device 100A is the group owner state for the first P2P group
and the P2P client state for a second P2P group.

[0114] According to such a state change, the wireless
communication device 100A continues to be the group
owner for the existing P2P group, and the wireless commu-
nication device 100A and the wireless communication
device 100B are capable of establishing a connection. In
addition, when the state of the wireless communication
device 100A is the P2P client state for the first P2P group,
the control unit 160 changes the state of the wireless
communication device 100A, so that the state of the wireless
communication device 100A is the P2P client state for the
first P2P group and the group owner state for the second P2P
group. According to such a state change, the wireless
communication device 100A continues to be the P2P client
for the existing P2P group, and the wireless communication
device 100A and the wireless communication device 100B
are capable of establishing a connection. Further, the con-
current operation includes P2P concurrency and WLAN
concurrency. P2P concurrency is a function that enables a
device to be the group owner for some P2P while being a
P2P client for some other P2P group. In addition, WLAN
concurrency is a function that enables a device to operate in
both direct communication mode and infrastructure mode
simultaneously.

[0115] The control unit 160 also obtains, for example, a
constraint information A representing constraints on the
wireless communication device 100A regarding a direct
connection, and a constraint information B representing
constraints on the wireless communication device 100B
regarding this direct connection. Either one or both of the
combination of the state information A and the constraint
information A and the combination of the state information
B and the constraint information B is obtained through
near-field communication. For example, the combination of
the state information A and the state information A or the
combination of the state information B and the constraint
information B for the actual device is obtained from the
memory 150. In addition, the combination of the state
information A and the state information A or the combina-
tion of the state information B and the constraint information
B for the other device is obtained from the NFC interface
140 which received this information.

[0116] The constraint information includes for example,
information representing if the wireless communication
device 100A is capable of being the group owner for some
P2P group, and also being the P2P client for some other P2P
group. That is to say, the constraint information includes
information representing whether or not concurrent opera-
tion is enabled. In addition, the constraint information
includes for example, information representing if additional
wireless communication devices may be added to the P2P
group when the wireless communication device 100A is the
group owner for some P2P group. That is to say, the
constraint information includes information representing a
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group limit. In addition, the constraint information includes
information representing if the wireless communication
device 100A is capable of operating as terminal equivalent
to an access point. That is to say, the constraint information
includes information representing the on/off state for Intra-
BSS. The constraint information also includes, for example,
information representing if the wireless communication
device 100A is capable of establishing connections between
other wireless communication devices and access points.
That is to say, the constraint information includes informa-
tion representing the existence of an external registrar func-
tion. The constraint information may also include informa-
tion representing the on/off state of a direct communication
function (for example, the Wi-Fi P2P Power State), infor-
mation representing whether or not the supply of authenti-
cation and connection settings information for connecting
directly via wireless communication may be executed (for
example, WPS (Wi-Fi Protected Setup) Capability), channel
information (for example, listen/operating channel), and
information related to wireless communication interfaces
(for example, MAC addresses of wireless communication
interfaces, the number of interfaces, and so on).

[0117] In addition, the control unit 160 selects, for
example, a target pair of the wireless communication device
100A state and the wireless communication device 100B
state that enables a connection between the wireless com-
munication device 100A and wireless communication
device 100B, and then changes the state of the wireless
communication device 100A so that state of the wireless
communication device 100A and the state of the wireless
communication device 100B match this target pair. In this
case, the control unit 160 may change both the state of the
wireless communication device 100A and the state of the
wireless communication device 100B. The control unit 160
also selects, for example, a target pair with a high level of
priority from multiple target pairs. For example, if the
wireless communication device 100A and the wireless com-
munication device 100B have been provided with a GO
Intent representing a priority in determining the group
owner, the target pair that aligns with this GO Intent is
selected. If the wireless communication device 100A has a
higher GO Intent than the wireless communication device
100B, for example, the control unit 160 selects a target pair
in which the state wireless communication device 100A is
the group owner state, and the state of the wireless commu-
nication device 100B is the P2P client state. According to
such a state change, not only is a connection readily estab-
lished between the wireless communication device 100A
and the wireless communication device 100B, but the state
of the wireless communication device 100A and the state of
the wireless communication device 100B may be changed to
predetermined states. A direct connection may be enabled
between the wireless communication device 100A and the
wireless communication device 100B, for example, if either
the state of the wireless communication device 100A or the
wireless communication device 100B is in the group owner
state. In addition, either the wireless communication device
100A or the wireless communication device 100B may be
specified as the group owner.

[0118] In addition, the control unit 160, for example, may
obtain the target pair of the state of the wireless communi-
cation device 100A and the state of the wireless communi-
cation device 100B that enables a connection between the
wireless communication device 100A and the wireless com-
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munication device 100B. In this case, the control unit 160
may change the state of the wireless communication device
100A so that the state of the wireless communication device
100A and the state of the wireless communication device
100B align with the target pair. According to such a state
change, if a predetermined state is given beforehand, the
state of the wireless communication device 100A and the
state of the wireless communication device 100B may be
changed to predetermined states. Further, the control unit
160 in the wireless communication device 100B may obtain
the state information A for the wireless communication
device 100A and the target pair through near-field commu-
nication, for example. Then, the control unit 160 in the
wireless communication device 100B may change the state
of the wireless communication device 100B on the basis of
the target pair before sending the state information B for the
wireless communication device 100B to the wireless com-
munication device 100A. According to such a state change,
the state for one of the wireless communication devices may
be changed in advance before sharing state information,
which reduces a number of processing steps after the state
information is shared.

[0119] The control unit 160 may also, for example, control
processing for starting services between the wireless com-
munication device 100A and the wireless communication
device 100B after a connection is established between the
wireless communication device 100A and the wireless com-
munication device 100B via wireless communication. These
services include, for example, services usable after the
establishment of a wireless connection such as the digital
living network alliance (DLNA) service, video and/or audio
streaming services, and so on. According to such a process-
ing control, services may be used immediately after estab-
lishing a wireless communication connection. The control
unit 160 may also obtain information used to start services
through near-field communication, and may control process-
ing for starting the services on the basis of this information.
The information used for these services includes, for
example, device model information related to services and
service information related to these services. By obtaining
such information through NFC, processing (such as discon-
necting a connection between wireless communication
devices, searching for devices, reestablishing connection
between wireless communication devices) for obtaining
information performed when starting services such as mir-
roring, for example, may not have to be executed. That is to
say, this may reduce user operation, simplify processing, and
shorten processing time. The information used to start the
services may also be obtained through near-field communi-
cation when either or both of the state information A for the
wireless communication device 100A and the state informa-
tion B for the wireless communication device 100B are
obtained though near-field communication. That is to say,
the information used for starting services may be obtained
together with the state information. By obtaining informa-
tion through NFC regarding such a connection processing,
the user may only have to perform one near-field operation
of the wireless communication device, which reduces user
operation load. In addition, this may reduce the time from
the first near-field operation to the starting of services.

[0120] Further, the wireless communication device 100B
does not have to have the function of a direct connection,
and the state of the wireless communication device 100B
may be a fourth state representing that the device does not
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have the function of a direct connection (hereafter, referred
to as the legacy device state). In this case, the control unit
160 changes the state of the wireless communication device
100A from either the P2P client or the P2P unconfigured
state to the group owner state when the state of the wireless
communication device 100A is either the P2P client state or
the P2P unconfigured state. According to such a state
change, a device having the function of a direct connection
is capable of establishing a connection with a legacy device.
[0121] In addition, the wireless communication device
100A and the wireless communication device 100B do not
have to have the function of a direct connection, and the state
of the wireless communication device 100A and the state of
the wireless communication device 100B may be the legacy
device state representing that the device does not have the
function of a direct connection. In this case, the control unit
160 may establish a connection for the wireless communi-
cation device 100A and the wireless communication device
100B to the same access point. According to such a pro-
cessing, a connection is capable of being established
between legacy devices.

[0122] According to such a configuration, state informa-
tion and constraint information is shared via NFC between
wireless communication devices attempting to connect, and
when it is determined that wireless LAN communication is
problematic, the states of the wireless communication
devices are changed to enable a connection to be established
between the wireless communication devices. As a result,
the user is able to obtain the predetermined connection status
with only a near-field operation and is unaware of the state
of the wireless communication device 100. In addition,
wireless communication devices not having a function of a
direct connection such as with legacy devices are also
capable of establishing connections. That is to say, when a
connection cannot be established between wireless commu-
nication devices by a predetermined processing for estab-
lishing direct connections, a connection may still be estab-
lished between these wireless communication devices.

<<3. Operation of Wireless Communication System>>

[0123] Next, the operation of the wireless communication
system will be generally described with reference to FIG. 3.
FIG. 3 is a sequence diagram schematically illustrating an
operation of the wireless communication system.

[0124] Processing starts when the wireless communication
device 100A is in proximity to the wireless communication
device 100B. At step S201, the wireless communication
device 100A sends the state information A for the wireless
communication device 100A to the wireless communication
device 100B through the NFC interface 140. As previously
described, the state information represents, for example, one
of the states including the group owner, P2P client, P2P
unconfigured, or legacy device. When information directly
representing the group owner, P2P client, or P2P unconfig-
ured is included, for example, the state information repre-
sents the state indicated by this information. When this
information is not included, the state information represents
a legacy device. In addition, the wireless communication
device 100A sends the constraint information A (not illus-
trated) for the wireless communication device 100A to the
wireless communication device 100B through the NFC
interface 140. As previously described, the constraint infor-
mation includes, for example, information representing
whether or not concurrent operation is enabled, information
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representing the group limit, information representing the
on/off state of Intra-BSS, and information representing the
existence of the external registrar function.

[0125] Next, at step S203, the wireless communication
device 100B sends the state information B for the wireless
communication device 100B to the wireless communication
device 100A through the NFC interface 140. In addition, the
wireless communication device 100B sends the constraint
information B (not illustrated) for the wireless communica-
tion device 100B to the wireless communication device
100A.

[0126] Then, at steps S205 and S207, the wireless com-
munication device 100A and the wireless communication
device 100B execute the state distribution processing for the
wireless communication device 100A and the wireless com-
munication device 100B on the basis of the state information
for the wireless communication device 100A and the wire-
less communication device 100B. That is to say, the wireless
communication device 100A and the wireless communica-
tion device 100B determine the manner in which the states
of the wireless communication device 100A and the wireless
communication device 100B will be changed so that a
connection may be established between the wireless com-
munication device 100A and the wireless communication
device 100B.

[0127] In this case, one or both of the wireless commu-
nication device 100A and the wireless communication
device 100B turns the wireless LAN interface (Wi-Fi) off, or
if the device is a legacy device, communication via NFC is
performed at step S209.

[0128] In addition, the wireless communication device
100A and the wireless communication device 100B per-
forms communication via wireless LAN communication at
step S211 when wireless LAN communication can be per-
formed or after wireless LAN communication becomes
capable of being performed by turning on the wireless LAN
interface or some other processing. Specifically, processing
for establishing the direct connection such as formation
processing, invitation processing, provision discovery pro-
cessing, and so on is performed between the wireless com-
munication device 100A and the wireless communication
device 100B.

[0129] Then, at step S213, the wireless communication
device 100A and the wireless communication device 100B
start direct communication (operation).

[0130] Further, at steps S205 and S207, both the wireless
communication device 100A and the wireless communica-
tion device 100B may autonomously execute the state
distribution processing, or whichever wireless communica-
tion device between the wireless communication device
100A and the wireless communication device 100B that is
the primary device may execute the state distribution pro-
cessing. When the operation mode is such that both devices
execute the state distribution processing autonomously, for
example, and if there is contention on which of the two
devices will become the group owner, the operation mode
may be switched to a mode in which the state distribution
processing will be executed by one of the two devices.

<<4. Operation of Wireless Communication Device>>

[0131] Next, the operation of the wireless communication
device 100 will be described with reference to FIG. 4
through FIG. 15.
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<4.1 Flow of Overall Processing>

[0132] FIG. 4 is a flowchart illustrating an example of a
communication processing by the wireless communication
device 100A according to the present embodiment. Process-
ing starts when the wireless communication device 100A is
in proximity to the wireless communication device 100B.
[0133] At step S301, the NFC interface 140 sends the state
information A for the wireless communication device 100A
to the wireless communication device 100B. The NFC
interface 140 also sends, for example, the constraint infor-
mation A for the wireless communication device 100A to the
wireless communication device 100B.

[0134] At step S303, the control unit 160 determines
whether or not the state information B for the wireless
communication device 100B has been received through the
NFC interface 140. If the state information B has been
received, then the processing proceeds to step S305. If it has
not been received, then the processing repeats step S303.
The NFC interface 140 also receives, for example, the
constraint information B for the wireless communication
device 100B together with the state information B for the
wireless communication device 100B.

[0135] At step S305, the control unit 160 determines
whether or not the wireless communication device 100A is
the group owner for the existing P2P group from the state
information A for the wireless communication device 100A.
If the wireless communication device 100A is the group
owner, then the processing proceeds to step S400. If it is not,
then the processing proceeds to step S307.

[0136] At step S307, the control unit 160 determines
whether or not the wireless communication device 100A is
the P2P client for the existing P2P group from the state
information for the wireless communication device 100A. If
the wireless communication device 100A is the P2P client,
then the processing proceeds to step S500. If it is not, then
the processing proceeds to step S309.

[0137] At step S309, the control unit 160 determines
whether or not the wireless communication device 100A is
the legacy device from the state information for the wireless
communication device 100A. If the wireless communication
device 100A is the legacy device, then the processing
proceeds to step S600. If it is not, then the processing
proceeds to step S700.

[0138] The processing when the device is the group
owner, the processing when a P2P client, the processing
when a legacy device, and the processing when P2P is
unconfigured is executed during steps S400, S500, S600,
and S700, respectively, as described later. Then, the pro-
cessing finishes.

<4.2 Flow of Processing When Device is Group Owner>

[0139] The processing when a device is the group owner,
which is represented by step S400 in FIG. 4, will be
described with reference to FIG. 5 through 7. FIG. 5 is a
flowchart illustrating an example of an overall flow of a
processing when the device is a group owner.

[0140] At step S410, the control unit 160 determines
whether or not P2P is unconfigured for the wireless com-
munication device 100B from the state information for the
wireless communication device 100B. If the P2P is uncon-
figured for the wireless communication device 100B, then
the processing proceeds to step S420. If it is configured, then
the processing proceeds to step S430.
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[0141] At step S420, the control unit 160 executes the
invitation processing by sending an Invitation Request to the
wireless communication device 100B through the wireless
LAN interface 130 of the NFC interface 140 (hereafter,
referred collectively as the communication interface). Then,
the processing finishes.

[0142] At step S430, the control unit 160 determines
whether or not the wireless communication device 100B is
the group owner for the existing P2P group. If the wireless
communication device 100B is the group owner, then the
processing proceeds to step S440. If it is not, then the
processing proceeds to step S460. Step S440 will be
described in detail later. Processing ends after step S440.
[0143] At step S460, the control unit 160 determines
whether or not the wireless communication device 100B is
a P2P client for the existing P2P group from the state
information B for the wireless communication device 100B.
If the wireless communication device 100B is the P2P client,
then the processing proceeds to step S470. If it is not, then
the processing proceeds to step S480. Step S470 will be
described in detail later. Processing ends after step S470.
[0144] At step S480, the control unit 160 determines
whether or not the wireless communication device 100B is
the legacy device from the state information B for the
wireless communication device 100B. If the wireless com-
munication device 100B is the legacy device, then the
processing proceeds to step S490. If it is not, then the
processing ends.

[0145] At step S490, the control unit 160 executes Wi-Fi
Protected Setup (WPS) processing via In-Band or Out-of-
Band (OOB) mode. Then, the processing finishes. Further,
the WPS processing includes shared authentication and
connection settings information (credentials). WPS is also
referred to as Wi-Fi Simple Config (WSC) or WSC
exchange. In addition, OOB mode refers to a communica-
tion path different to that of Wi-Fi by using NFC, Universal
Serial Bus (USB), or other method in contrast to Wi-Fi.

(Step S440)

[0146] The processing when the wireless communication
device 100B is the group owner (that is to say, step S440)
will be described with reference to FIG. 6. FIG. 6 is a
flowchart illustrating an example of an overall flow of a
processing when the wireless communication device 100B is
also a group owner.

[0147] At step S441, the control unit 160 determines
whether or not Concurrent Operation=1 from the constraint
information B for the wireless communication device 100B.
That is to say, a determination is made on whether or not the
wireless communication device 100B may be the group
owner state for some P2P group and also be the P2P client
state for some other P2P group. If Concurrent Operation=1,
then the processing proceeds to step S443. If it does not, then
the processing proceeds to step S447.

[0148] At step S443, the control unit 160 determines
whether or not Group Limit=1 from the constraint informa-
tion A for the wireless communication device 100A. That is
to say, a determination is made on whether or not it is
possible to add more wireless communication devices to the
P2P of the wireless communication device 100A. If Group
Limit=1, then the processing proceeds to step S453. If it
does not, then the processing proceeds to step S445.
[0149] At step S445, the control unit 160 executes the
invitation processing by sending an Invitation Request to the
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wireless communication device 100B through the commu-
nication interface. As a result, the wireless communication
device 100B becomes the group owner for the existing P2P
group and also becomes a P2P client for the P2P group for
which the wireless communication device 100A is the group
owner. Then, the processing finishes.

[0150] At step S447, the control unit 160 determines
whether or not Group Limit=1 from the constraint informa-
tion B for the wireless communication device 100B. That is
to say, a determination is made on whether or not it is
possible to add more wireless communication devices to the
P2P of the wireless communication device 100A. If Group
Limit=1, then the processing proceeds to step S453. If it
does not, then the processing proceeds to step S449.
[0151] At step S449, the control unit 160 determines
whether or not Concurrent Operation=1 from the constraint
information A for the wireless communication device 100A.
That is to say, a determination is made on whether or not the
wireless communication device 100A may be the group
owner state for some P2P group and also be the P2P client
state for some other P2P group. If Concurrent Operation=1,
then the processing proceeds to step S451. If it does not, then
the processing proceeds to step S453.

[0152] At step S451, the control unit 160 changes the state
of the wireless communication device 100A from the group
owner of the existing P2P group to the owner of the existing
P2P group and the P2P unconfigured state. In addition, the
control unit 160 executes the provision discovery processing
by sending a Provision Discovery Request to the wireless
communication device 100B through the communication
interface. As a result, the wireless communication device
100A becomes the group owner of the existing P2P group
and a P2P client of the P2P group for which the wireless
communication device 100B is the group owner. Then, the
processing finishes.

[0153] At step S453, the control unit 160 drops the wire-
less communication device 100A from the existing P2P
group. In addition, the control unit 160 then executes the
provision discovery processing by sending a Provision Dis-
covery Request to the wireless communication device 100B
through the communication interface. As a result, the wire-
less communication device 100A becomes a P2P client of
the P2P group for which the wireless communication device
1008 is the group owner. The control unit 160 may also drop
the wireless communication device 100B from the existing
P2P group though the communication interface. In addition,
the control unit 160 may also execute the invitation pro-
cessing by sending an Invitation Request to the wireless
communication device 100B. As a result, the wireless com-
munication device 100B becomes a P2P client of the P2P
group for which the wireless communication device 100A is
the group owner. Then, the processing finishes.

(Step S470)

[0154] The processing when the wireless communication
device 100B is the P2P client (that is to say, step S470) will
be described with reference to FIG. 7. FIG. 7 is a flowchart
illustrating an example of an overall flow of a processing
when the wireless communication device 100B is a P2P
client.

[0155] At step S471, the control unit 160 determines if the
wireless communication device 100A and the wireless com-
munication device 100B have the same P2P group ID from
the state information B for the wireless communication
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device 100B and the wireless communication device 100A.
That is to say, a determination is made on whether the
wireless communication device 100A and the wireless com-
munication device 100B belong to the same P2P group. If
both devices have the same P2P group ID, then the process-
ing ends. If they do not, then the processing proceeds to step
S473.

[0156] At step S473, the control unit 160 determines
whether or not Group Limit=1 from the constraint informa-
tion A for the wireless communication device 100A. That is
to say, a determination is made on whether or not it is
possible to add more wireless communication devices to the
P2P of the wireless communication device 100A. If Group
Limit=1, then the processing proceeds to step S477. If it
does not, then the processing proceeds to step S475.
[0157] At step S475, the control unit 160 executes the
invitation processing by sending an Invitation Request to the
wireless communication device 100B through the commu-
nication interface. As a result, the wireless communication
device 100B becomes a P2P client for the P2P group for
which the wireless communication device 100A is the group
owner. Then, the processing finishes.

[0158] At step S477, the control unit 160 drops the wire-
less communication device 100A and the wireless commu-
nication device 100B from the existing P2P group followed
by executing the formation processing. As a result, a new
P2P group is formed. Either the wireless communication
device 100A or the wireless communication device 100B
becomes the group owner of this formed group, and the
other becomes a P2P client in this formed group. Then, the
processing finishes.

<4.3 Flow of Processing When Device is P2P Client>

[0159] The processing when a device is the P2P client,
which is represented by step S500 in FIG. 4, will be
described with reference to FIG. 8 through 11. FIG. 5 is a
flowchart illustrating an example of an overall flow of a
processing when the device is a P2P client.

[0160] At steps S510, S530, S550, and S570, the control
unit 160 makes determinations regarding the wireless com-
munication device 100B from the state information B for the
wireless communication device 100B in the same way as for
steps S410, S430, S460, and S480 in FIG. 5.

[0161] If the result of the determination is that P2P is
unconfigured for the wireless communication device 100B,
then the processing proceeds to step S520. If the wireless
communication device 100B is the group owner, then the
processing proceeds to step S540. If the wireless commu-
nication device 100B is a P2P client for the existing P2P
group, then the processing proceeds to step S560. If the
wireless communication device 100B is a legacy device,
then the processing proceeds to step S580. Steps S520,
S540, and S560 will be described in further detail later.
[0162] At step S580, the control unit 160 drops the wire-
less communication device 100A from the existing P2P
group. Then, the control unit 160 changes the state of the
wireless communication device 100A to that of the group
owner. Afterwards, the control unit 160 executes the WPS
processing with the wireless communication device 100B.
Then, the processing finishes.

(Step S520)

[0163] The processing when P2P is unconfigured for the
wireless communication device 100B (that is to say, step
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S520) will be described with reference to FIG. 9. FIG. 9 is
a flowchart illustrating an example of an overall flow of a
processing when P2P is unconfigured for the wireless com-
munication device 100B.

[0164] At step S521, the control unit 160 determines
whether or not Concurrent Operation=1 from the constraint
information A for the wireless communication device 100A.
That is to say, a determination is made on whether or not the
wireless communication device 100A may be the group
owner state for some P2P group and also be the P2P client
state for some other P2P group. If Concurrent Operation=1,
then the processing proceeds to step S523. If it does not, then
the processing proceeds to step S525.

[0165] At step S523, the control unit 160 changes the state
of the wireless communication device 100A from the group
owner of the existing P2P group to a client of the existing
P2P group and the group owner of a new group. The control
unit 160 then executes the invitation processing by sending
an Invitation Request to the wireless communication device
100B through the communication interface. As a result, the
wireless communication device 100B becomes a P2P client
of the P2P group for which the wireless communication
device 100A is the group owner. Then, the processing
finishes.

[0166] At step S525, the control unit 160 drops the wire-
less communication device 100A from the existing P2P
group. The control unit 160 then executes the formation
processing by sending a GO Negotiation Request to the
wireless communication device 100B through the commu-
nication interface. As a result, a new P2P group is formed.
Either the wireless communication device 100A or the
wireless communication device 100B becomes the group
owner of this formed group, and the other becomes a P2P
client in this formed group. Then, the processing finishes.

(Step S540)

[0167] The processing when the wireless communication
device 100B is the group owner (that is to say, step S540)
will be described with reference to FIG. 10. FIG. 10 is a
flowchart illustrating an example of an overall flow of a
processing when the wireless communication device 100B is
a group owner.

[0168] At step S541, the control unit 160 determines if the
wireless communication device 100A and the wireless com-
munication device 100B have the same P2P group ID from
the state information B for the wireless communication
device 100B and the wireless communication device 100A.
That is to say, a determination is made on whether the
wireless communication device 100A and the wireless com-
munication device 100B belong to the same P2P group. If
both devices have the same P2P group ID, then the process-
ing finishes. If they do not, then the processing proceeds to
step S543.

[0169] At step S543, the control unit 160 determines
whether or not Group Limit=1 from the constraint informa-
tion B for the wireless communication device 100B. That is
to say, a determination is made on whether or not it is
possible to add more wireless communication devices to the
P2P of the wireless communication device 100A. If Group
Limit=1, then the processing proceeds to step S547. If it
does not, then the processing proceeds to step S545.
[0170] At step S545, the control unit 160 drops the wire-
less communication device 100A from the existing group. In
addition, the control unit 160 executes the provision discov-
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ery processing by sending a Provision Discovery Request to
the wireless communication device 100B through the com-
munication interface. As a result, the wireless communica-
tion device 100A becomes a P2P client of the P2P group for
which the wireless communication device 100B is the group
owner. Then, the processing finishes.

[0171] At step S547, the control unit 160 drops the wire-
less communication device 100A and the wireless commu-
nication device 100B from the existing P2P group followed
by executing the formation processing. As a result, a new
P2P group is formed. Either the wireless communication
device 100A or the wireless communication device 100B
becomes the group owner of this formed group, and the
other becomes a P2P client in this formed group. Then, the
processing finishes.

(Step S560)

[0172] The processing when the wireless communication
device 100B is the P2P client (that is to say, step S560) will
be described with reference to FIG. 11. FIG. 11 is a flowchart
illustrating an example of an overall flow of a processing
when the wireless communication device 100B is a P2P
client.

[0173] At step S561, the control unit 160 determines if the
wireless communication device 100A and the wireless com-
munication device 100B have the same P2P group 1D from
the state information B for the wireless communication
device 100B and the wireless communication device 100A.
That is to say, a determination is made on whether the
wireless communication device 100A and the wireless com-
munication device 100B belong to the same P2P group. If
both devices have the same P2P group ID, then the process-
ing ends. If they do not, then the processing proceeds to step
S563.

[0174] At step S563, the control unit 160 requests the
wireless communication device 100B to drop from the
existing P2P group and set the state to the P2P unconfigured
state through the communication interface.

[0175] At step S565, the control unit 160 drops the wire-
less communication device 100A from the existing P2P
group. The control unit 160 then executes the formation
processing by sending a GO Negotiation Request to the
wireless communication device 100B through the commu-
nication interface. As a result, a new P2P group is formed.
Either the wireless communication device 100A or the
wireless communication device 100B becomes the P2P
group owner of this formed group, and the other becomes a
P2P client in this formed group. Then, the processing
finishes.

<4.4 Flow of Processing When Device is Legacy Device>

[0176] The processing when a device is the legacy device,
which is represented by step S600 in FIG. 4, will be
described with reference to FIG. 12 through 13. FIG. 12 is
a flowchart illustrating an example of an overall flow of a
processing when the device is a legacy device.

[0177] At steps S610, S630, S650, and S670, the control
unit 160 makes determinations regarding the wireless com-
munication device 100B from the state information B for the
wireless communication device 100B in the same way as for
steps S410, S430, S460, and S480 in FIG. 5.

[0178] If the result of the determination is that P2P is
unconfigured for the wireless communication device 100B,
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then the processing proceeds to step S620. If the wireless
communication device 100B is the group owner, then the
processing proceeds to step S640. If the wireless commu-
nication device 100B is a P2P client for the existing P2P
group, then the processing proceeds to step S660. If the
wireless communication device 100B is a legacy device,
then the processing proceeds to step S680. Step S680 will be
described in further detail later.

[0179] At step S620, the control unit 160 requests the
wireless communication device 100B in the OOB mode to
become the group owner, and then executes the WPS
processing with the wireless communication device 100B.
Then, the processing finishes.

[0180] At step S640, the control unit 160 executes the
WPS processing with the wireless communication device
100B in the In-Band or OOB mode. Then, the processing
finishes.

[0181] At step S660, the control unit 160 requests the
wireless communication device 100B in the OOB mode to
become the group owner after being dropped from the
existing P2P group and execute the WPS processing. Then,
the processing finishes.

(Step S680)

[0182] The processing when the wireless communication
device 100B is a legacy device (that is to say, step S680) will
be described with reference to FIG. 13. FIG. 13 is a
flowchart illustrating an example of an overall flow of a
processing when the wireless communication device 100B is
also a legacy device.

[0183] At step S681, the control unit 160 determines if the
wireless communication device 100A and the wireless com-
munication device 100B have the same Service Set Identifier
(SSID) from the state information B for the wireless com-
munication device 100B and the wireless communication
device 100A. If both devices have the same SSID, then the
processing ends. If they do not, then the processing proceeds
to step S683.

[0184] At step S683, the control unit 160 determines if
either the wireless communication device 100A or the
wireless communication device 100B supports external reg-
istrars from the constraint information B for the wireless
communication device 100B and the wireless communica-
tion device 100A. The external registrar is a function
capable of executing the WPS processing with devices that
are not access points, and, for example, is given connection
settings information for an access point, registering other
wireless communication devices, and is capable of connect-
ing with these other wireless communication devices. If
either device supports external registrars, then the process-
ing proceeds to step S685. If they do not, then the processing
proceeds to step S687.

[0185] At step S685, the control unit 160 executes the
WPS processing with the wireless communication device
100B. Then, the processing finishes.

[0186] At step S687, the control unit 160 executes an error
processing. Then, the processing finishes.

<4.5 Processing When P2P is Unconfigured>

[0187] The processing when P2P is unconfigured, which is
step S700 in FIG. 4, will be described with reference to FIG.
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14 and FIG. 15. FIG. 14 is a flowchart illustrating an
example of an overall flow of a processing when P2P is
unconfigured.

[0188] At steps S710, S730, S750, and S770, the control
unit 160 makes determinations regarding the wireless com-
munication device 100B from the state information B for the
wireless communication device 100B in the same way as for
steps S410, S430, S460, and S480 in FIG. 5.

[0189] If the result of the determination is that P2P is
unconfigured for the wireless communication device 100B,
then the processing proceeds to step S720. If the wireless
communication device 100B is the group owner, then the
processing proceeds to step S740. If the wireless commu-
nication device 100B is a P2P client for the existing P2P
group, then the processing proceeds to step S760. If the
wireless communication device 100B is a legacy device,
then the processing proceeds to step S780. Step S760 will be
described in further detail later.

[0190] At step S720, the control unit 160 executes the
formation processing with the wireless communication
device 100B by sending a GO Negotiation Request to the
wireless communication device 100B. As a result, either the
wireless communication device 100A or the wireless com-
munication device 100B becomes the group owner, and the
other device becomes a P2P client. Then, the processing
finishes.

[0191] At step S740, the control unit 160 executes the
provision discovery processing by sending a Provision Dis-
covery Request to the wireless communication device 100B
through the communication interface. Alternatively, the con-
trol unit 160 requests the wireless communication device
100B for invitation processing through the communication
interface. Alternatively, the control unit 160 drops the wire-
less communication device 100B, and then executes the
formation processing with the wireless communication
device 100B through the communication interface. As a
result, the wireless communication device 100A becomes a
P2P client for the P2P group for which the wireless com-
munication device 100B is the group owner, for example.
Then, the processing finishes.

[0192] At step S780, the control unit 160 changes the state
of the wireless communication device 100A to the group
owner state, and then executes the WPS processing with the
wireless communication device 100B which is a legacy
device. Then, the processing finishes.

(Step S760)

[0193] The processing when the wireless communication
device 100B is a P2P client in the existing P2P group (that
is to say, step S760) will be described with reference to FIG.
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15. FIG. 15 is a flowchart illustrating an example of an
overall flow of a processing when the wireless communica-
tion device 100B is a P2P client in the existing P2P group.
[0194] At step S761, the control unit 160 determines
whether or not Concurrent Operation=1 from the constraint
information B for the wireless communication device 100B.
That is to say, a determination is made on whether or not the
wireless communication device 100B may be the group
owner state for some P2P group and also be the P2P client
state for some other P2P group. If Concurrent Operation=1,
then the processing proceeds to step S763. If it does not, then
the processing proceeds to step S767.

[0195] At step S763, the control unit 160 requests the
wireless communication device 100B to become the group
owner. As a result, the wireless communication device 100B
becomes the group owner, and a client for the existing P2P
group. Then, at step S765, the control unit 160 executes the
provision discovery processing by sending a Provision Dis-
covery Request to the wireless communication device 100B
through the communication interface. As a result, the wire-
less communication device 100A becomes a P2P client of
the P2P group for which the wireless communication device
100B is the group owner. Then, the processing finishes.
[0196] At step S767, the control unit 160 requests the
wireless communication device 100B to drop from the
existing P2P group through the communication interface.
Then, at step S769, the control unit 160 executes the
formation processing by sending a GO Negotiation Request
to the wireless communication device 100B through the
communication interface. As a result, a new P2P group is
formed. Either the wireless communication device 100A or
the wireless communication device 100B becomes the P2P
group owner, and the other device becomes a P2P client in
this formed group. Then, the processing finishes.

[0197] The operation of the wireless communication
device 100 has been described with reference to FIG. 4
through FIG. 15. According to such an operation, state
information and constraint information is shared via NFC
between wireless communication devices attempting to con-
nect, and when it is determined that wireless LAN commu-
nication is problematic, the states of the wireless commu-
nication devices are changed to enable a connection to be
established between the wireless communication devices. As
a result, the user is able to obtain the predetermined con-
nection status with only a near-field operation and is
unaware of the state of the wireless communication device
100. In addition, wireless communication devices not having
a function of a direct connection such as with legacy devices
are also capable of establishing connections. Note that the
operation of the wireless communication device 100 can be
summarized as below.

TABLE 1

Terminal B (responder)

P2P Unconfigured ~ Group Owner P2P Client Legacy Device
Terminal A P2P (1)(S0) (2)(S4) Provision (3)(S1) Wireless  (4) Wireless
(initiator) Unconfigured ~ Formation Discovery communication communication
processing Request device 100A device 100A
(scenario 1) (scenario2) becomes a GO,  becomes a GO
If reconnection and sends and performs
possible, Invitation Request WPS processing
Invitation Request  to the wireless
(scenario 3) communication

Invitation device 100B



US 2020/0252757 Al

TABLE 1-continued

13

Terminal B (responder)

P2P Unconfigured

Group Owner

P2P Client

Legacy Device

Group
Owner

P2P
client

Legacy
device

(5)(S5) Sends
Invitation Request
to the wireless
communication
device 100B
(scenario 5)
Drops from the
existing group and
performs the
formation
processing
Provision
Discovery
Request from the
wireless
communication
device 100B

(9)(S2) Performs
formation
processing after
dropping from
existing group
If Concurrent
Operation = 1,
becomes a GO
and sends
Invitation Request
to the wireless
communication
device 100B

(13) After
requesting in
OOB mode for
the wireless
communication
device 100B to
become a GO,
performs WPS
processing

Request from the
wireless
communication
device 100B
Requests the
wireless
communication
device 100B to
drop and performs
formation
processing
(6)(S6) If
Concurrent
Operation = 1 for
either terminal A
or B, Invitation
Request

After dropping
the wireless
communication
device 100A,
sends Provision
Discovery
Request to the
wireless
communication
device 100B, or
after dropping the
wireless
communication
device 100B,
sends Invitation
Request to the
wireless
communication
device 100B
(10)(S8) No
processing if in
same group

If in different
groups, sends
Provision
Discovery
Request after
dropping from
existing group
Performs
formation
processing after
dropping both
terminals A and B

(14) WPS
processing
(scenario 6)

If Concurrent
Operation = 1 for
the wireless
communication
device 100B,
sends Invitation
Request to the
wireless
communication
device 100B
(scenario 4)
(7)(S7) No
processing if the
wireless
communication
device 100A and
100B are in same
group

If in different
groups, Invitation
Request to the
wireless
communication
device 100B
After dropping
both the wireless
communication
device 100A and
100B, performs
formation
processing

(11)(S3) No
processing if in
same group and
Intra-BSS = on
If in different
groups, performs
formation
processing after

dropping both the

wireless
communication
device 100A and
100B from
existing groups
If Concurrent
Operation = 1,

become a GO and

send Invitation to
the wireless
communication
device 100B

(15) Requests the
wireless
communication
device 100B to

(8) WPS
processing
(scenario 6)

(12) After
dropping from
existing group,
becomes a GO
and performs
WPS processing

(16) No
processing if
connection
already

become a GO and established with

start WPS

same AP

If connected to
different APs and
either device
supports external
registrars,
performs WPS
processing
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TABLE 1-continued
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Terminal B (responder)

P2P Unconfigured ~ Group Owner

P2P Client

Legacy Device

If neither device

supports external
registrars, ends in
error

<<5. Other Individual Operations>>

[0198] Next, other individual operations regarding the
wireless communication system will be described with ref-
erence to FIG. 16 through 19. More specifically, processing
for communicating by selectively using two communication
methods as well as formation processing and invitation
processing using NFC will be described.

(Processing for Communication by Selectively using Two
Different Communication Methods)

[0199] First, the processing for selectively using two dif-
ferent communication methods will be described. FIG. 16 is
a flowchart illustrating an example of an overall flow of a
processing for communication using wireless LAN commu-
nication and NFC. This processing is performed by the
wireless communication device 100.

[0200] At step S810, the control unit 160 determines if
there are other wireless communication devices 100 in
proximity to the wireless communication device 100 via
NFC. If there are other wireless communication devices 100
in proximity, then the processing proceeds to step S820. If
there are not, then the processing proceeds to step S840.
[0201] At step S820, the control unit 160 determines if the
wireless LAN interface 130 is on. If the wireless LAN
(Wi-Fi) interface 130 is on, then the processing proceeds to
step S840. If it is not, then the processing proceeds to step
S830.

[0202] At step S830, the control unit 160 sets the method
communication to be used to NFC.

[0203] At step S840, the communication method to be
used is set to wireless LAN (for example, direct communi-
cation mode).

[0204] At step S850, the control unit 160 executes data
transmission by the set communication method. Then, at
step S860, a determination is made on whether the data
transmission is complete. If the data transmission is com-
plete, then the processing ends. If it is not, then the pro-
cessing returns to step S810.

(Formation Processing using NFC)

[0205] Next, formation processing using NFC will be
described. FIG. 17 is a flowchart illustrating an example of
an overall flow of formation processing using NFC.

[0206] First, the GO Negotiation processing is executed at
steps S1110 through S1130. As a result, either the wireless
communication device 100A or the wireless communication
device 100B is determined as the group owner, and the other
device is determined as a P2P client.

[0207] Then, at step S1140, WSC exchange (that is to say,
WPS processing) is performed in OOB mode. As a result,
credentials (SSID, WPA2-PSK, etc.) are common between
the wireless communication devices 100, and a wireless
LAN connection is established. Details on WSC exchange in
OOB mode are disclosed in the WPS specifications (refer to
reference literature 2) and the Connection Handover speci-

fications (reference literature 3), and so a detailed descrip-
tion is omitted from this specification. When WSC password
information usable during WSC exchanges are transmitted
and received in advance, this password information may be
used during WSC exchanges. That is to say, WSC exchanges
may be performed by the WSC password method. Alterna-
tively, WSC exchanges may be performed by the WSC Push
Button Configuration (PBC) method in which password
information is not used. The password information is ASCII
numeric information dependent on the device.

[0208] At step S1150, the wireless communication device
100A and the wireless communication device 100B then
execute a 4-way handshake. As a result, encryption keys are
common between the wireless communication device 100A
and the wireless communication device 100B, and transmit-
ted data is encrypted.

(Provision Discovery Processing using the NFC Interface
140)

[0209] Next, the provision discovery processing using
NFC will be described.

[0210] FIG. 18 is a flowchart illustrating a first example of
an overall flow of a provision discovery processing using
NFC. The first example is an example of provision process-
ing that starts from a Provision Discovery Request sent from
the wireless communication device 100A, which is in the
P2P unconfigured state, to the wireless communication
device 100B, which is the group owner.

[0211] At steps S1210 and S1220, the Provision Discovery
Request and Provision Discovery Response are sent. As a
result, the wireless communication device 100A becomes a
P2P client for the P2P group for which the wireless com-
munication device 100B is the group owner.

[0212] Then, at step S1230, WSC exchange (that is to say,
WPS processing) is performed in OOB mode. As a result,
credentials (SSID, WPA2-PSK, etc.) are common between
the wireless communication devices 100, and a wireless
LAN connection is established. When WSC password infor-
mation usable during WSC exchanges are transmitted and
received in advance, this password information may be used
during WSC exchanges. That is to say, WSC exchanges may
be performed by the WSC password method. Alternatively,
WSC exchanges may be performed by the WSC Push Button
Configuration (PBC) method in which password informa-
tion is not used. The password information is ASCII numeric
information dependent on the device.

[0213] At step S1240, the wireless communication device
100A and the wireless communication device 100B then
execute a 4-way handshake. As a result, encryption keys are
common between the wireless communication device 100A
and the wireless communication device 100B, and transmit-
ted data is encrypted.

(Invitation Processing using the NFC Interface 140)
[0214] Next, the invitation processing using NFC will be
described.
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[0215] FIG. 19 is a flowchart illustrating a second example
of an overall flow of an invitation processing using NFC.
The second example is an example of invitation processing
that starts from an Invitation Request sent from the wireless
communication device 100B, which is the group owner, to
the wireless communication device 100A, which is in the
P2P unconfigured state.

[0216] At step S1310, the wireless communication device
100B, which is the group owner, sends an Invitation Request
to the wireless communication device 100A, which is in the
P2P unconfigured state. In addition, at step S1320, the
wireless communication device 100A, which is in the P2P
unconfigured state, sends an Invitation Response to the
wireless communication device 100B, which is the group
owner. As a result, the wireless communication device
100A, which was in the P2P unconfigured state, becomes a
P2P client.

[0217] Then, at step S1330, WSC exchange (that is to say,
WPS processing) is performed in OOB mode. As a result,
credentials (SSID, WPA2-PSK, etc.) are common between
the wireless communication devices 100, and a wireless
LAN connection is established. When WSC password infor-
mation usable during WSC exchanges are transmitted and
received in advance, this password information may be used
during WSC exchanges. That is to say, WSC exchanges may
be performed by the WSC password method. Alternatively,
WSC exchanges may be performed by the WSC Push Button
Configuration (PBC) method in which password informa-
tion is not used. The password information is ASCII numeric
information dependent on the device.

[0218] At step S1340, the wireless communication device
100A and the wireless communication device 100B then
execute a 4-way handshake. As a result, encryption keys are
common between the wireless communication device 100A
and the wireless communication device 100B, and transmit-
ted data is encrypted.

<<6. Modifications>>

[0219] Next, modifications of the present embodiment will
be described. More specifically, a modification in which a
connection is established between two wireless communi-
cation devices by an intermediary third wireless communi-
cation device, a modification in which NFC Forum Tags are
used, and a modification in which password information is
used in WPS processing is used will be described.

<6.1 Establishing  Direct  Connection  Through
Intermediary>
[0220] First, a modification in which a connection is

established between two wireless communication devices by
an intermediary third wireless communication device will be
described. According to the example of the previously
described embodiment, either the wireless communication
device 100A or the wireless communication device 100B
was carried to be in proximity to the other device. However,
there are cases in which both the wireless communication
device 100A and the wireless communication device 100B
may be difficult for the user to carry due to weight or the
installation location. Thus, a modification will be described
in which the users uses a portable wireless communication
device 100B to connect the wireless communication device
100A and a wireless communication device 100C, which are
difficult for the user to carry. More specifically, according to
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the present modification, the user brings the wireless com-
munication device 100B within proximity to the wireless
communication device 100A, and then to the wireless com-
munication device 100C (that is to say, brings the wireless
communication device 100B in proximity to two different
wireless communication devices 100).

(When Devices have a Direct Connection Function)

[0221] First, two examples in which the wireless commu-
nication device 100A and the wireless communication
device 100B have functions of a direct connection with
devices via wireless communication will be described with
reference to FIG. 20A and 20B, and FIG. 21A and 21B.

[0222] FIG. 20A and 20B are sequence diagrams sche-
matically illustrating a first example of an operation of a
wireless communication system according to a modification
in which a connection is established between two wireless
communication devices by an intermediary third wireless
communication device. According to the present modifica-
tion, the wireless communication device 100B, functioning
as an intermediary, establishes direct connections with the
wireless communication device 100A and the wireless com-
munication device 100C having functions of a direct con-
nection with devices via wireless communication.

[0223] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (8221, S223). State information is also
shared together with constraint information. Afterwards, the
state distribution processing is performed (S225, S227), the
wireless communication device 100B sends a GO Negotia-
tion Request to the wireless communication device 100A via
NFC (S229), and then the formation processing is performed
between the wireless communication device 100A and the
wireless communication device 100B (S231). In this case,
the wireless communication device 100A is requested to
become the group owner during the formation processing by
minimizing the GO Intent value (for example, to 0) for the
wireless communication device 100B. According to FIG. 20,
the formation processing is performed via wireless LAN
communication (Wi-Fi), but the formation processing may
also be performed via NFC. In addition, the state informa-
tion B for the wireless communication device 100B is sent
to the wireless communication device 100A, but the state
information B does not have to be sent.

[0224] Afterwards, the wireless communication device
100B shares state information with the wireless communi-
cation device 100C via NFC (5239, S241). State information
is also shared together with constraint information. In this
case, the wireless communication device 100B sends the
state information A for the wireless communication device
100A to the wireless communication device 100C. After-
wards, the state distribution processing is performed (S243,
S245), the wireless communication device 100B sends an
Invitation Request for the P2P group of the wireless com-
munication device 100A to the wireless communication
device 100C (S247), and then the invitation processing is
performed (S249). As a result, the wireless communication
device 100C becomes a P2P client, and a direct connection
is established between the wireless communication device
100A and the wireless communication device 100C. Accord-
ing to the example in FIG. 20, after a connection is estab-
lished between the wireless communication device 100A
and the wireless communication device 100C, the wireless
communication device 100B drops from the P2P group of
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the wireless communication device 100A (S255), but the
wireless communication device 100B may continue to be
connected as a P2P client.

[0225] Next, FIG. 21A and 21B are sequence diagrams
schematically illustrating a second example of an operation
of a wireless communication system according to a modi-
fication in which a connection is established between two
wireless communication devices by an intermediary third
wireless communication device. According to the present
modification, the connection between the wireless commu-
nication device 100A and the wireless communication
device 100C is mediated by using only NFC from the
wireless communication device 100B.

[0226] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (8261, S263). State information is also
shared together with constraint information. Afterwards, the
state distribution processing is performed (S265, S267), and
the wireless communication device 100B request the wire-
less communication device 100A to drop from the existing
P2P group (S269). As a result, the wireless communication
device 100A changes to the P2P unconfigured state (S271).
[0227] Afterwards, the wireless communication device
100B shares state information with the wireless communi-
cation device 100C via NFC (S273, S275). State information
together with constraint information is also shared. Then, the
state distribution processing is performed (S277, S279), and
the wireless communication device 100B requests the wire-
less communication device 100C to perform the formation
processing with the wireless communication device 100A
(S281). According to the example in FIG. 21, as a result of
the formation processing, the wireless communication
device 100A becomes the group owner, the wireless com-
munication device 100C becomes a P2P client, and the
connection is established. In addition, as a result of the
formation processing, the wireless communication device
100C may become the group owner, and the wireless com-
munication device 100A may become a P2P client.

(When Devices are Legacy Devices)

[0228] Next, two examples case in which the wireless
communication device 100A and the wireless communica-
tion device 100B do not have functions to establish connec-
tions directly with devices via wireless communication,
which is to say, the wireless communication device 100A
and the wireless communication device 100B are legacy
devices, will be described with reference to FIG. 22A and
22B, and FIG. 23A and 23B.

[0229] FIG. 22A and 22B are sequence diagrams sche-
matically illustrating a third example of an operation of a
wireless communication system according to a modification
in which a connection is established between two wireless
communication devices by an intermediary third wireless
communication device. According to the present modifica-
tion, the wireless communication device 100B functions as
an intermediary to establish separate connections to the
wireless communication device 100A and the wireless com-
munication device 100C, which are legacy devices, and
transfers data from one device to the other between the
wireless communication device 100A and the wireless com-
munication device 100C.

[0230] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (8901, S903). State information is also

Aug. 6, 2020

shared together with constraint information. Afterwards, the
state distribution processing is performed (S905, S907), and
the wireless communication device 100B changes the state
of the wireless communication device 100B from the P2P
unconfigured state to the group owner (S909). Then, the
wireless communication device 100B executes the WPS
processing with the wireless communication device 100A
(S911) to establish a connection between the wireless com-
munication device 100A and the wireless communication
device 100B (S913). This presumes that Intra-BSS=1
regarding the wireless communication device 100B. That is
to say, the wireless communication device 100B is capable
of operating as a terminal equivalent to an access point.
[0231] Afterwards, the wireless communication device
100B and the wireless communication device 100C share
state information via NFC (S915, S917). State information
is also shared together with constraint information. After-
wards, the state distribution processing is performed (S919,
S921), the wireless communication device 100B, which is
the group owner, executes the WPS processing with the
wireless communication device 100C (S923), and a connec-
tion is established between the wireless communication
device 100B and the wireless communication device 100C.
As aresult, a connection is established between the wireless
communication device 100A and the wireless communica-
tion device 100C through the wireless communication
device 100B (5925).

[0232] Next, FIG. 23A and 23B are sequence diagrams
schematically illustrating a fourth example of an operation
of a wireless communication system according to a modi-
fication in which a connection is established between two
wireless communication devices by an intermediary third
wireless communication device. According to the present
modification, the wireless communication device 100B has
an external registrar function and functions as an interme-
diary to cause the wireless communication device 100A and
the wireless communication device 100C, which are legacy
devices, to establish a connection with the same access
point.

[0233] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (8931, S933). State information is also
shared together with constraint information. Then, the state
distribution processing is performed (8935, S937), and the
wireless communication device 100B executes the WPS
processing with the wireless communication device 100A
(S939). That is to say, the wireless communication device
100B performs authentication of the wireless communica-
tion device 100A, obtains connection settings information
(credentials) for the access point, and shares the connection
setting information with the wireless communication device
100A. As a result, the wireless communication device 100A
establishes a connection with the access point.

[0234] Afterwards, the wireless communication device
100B and the wireless communication device 100C share
state information via NFC (8941, S941). Then, the state
distribution processing is performed (8945, S947), and the
wireless communication device 100B executes the WPS
processing with the wireless communication device 100C
(S949). As a result, the wireless communication device
100C establishes a connection with the access point. That is
to say, a connection is established between the wireless
communication device 100A and the wireless communica-
tion device 100C through the access point (S951).
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[0235] According to the example in FIG. 23, after a
connection is established between the wireless communica-
tion device 100A and the wireless communication device
100C, the wireless communication device 100B drops from
the AP (8953), but the wireless communication device 100B
may continue to be connected.

<6.2 Establishing Direct Connection through One-Way
Reading via NFC>

[0236] Next, a modification in which a direct connection
is established through one-way reading via NFC will be
described. More specifically, according to the present modi-
fication, one of the wireless communication devices 100 is
capable of performing two-way communication via NFC,
and the other wireless communication device 100 is capable
of performing one-way communication via NFC (that is to
say, transmission). As an example, the other wireless com-
munication device 100 is equipped with tags, which are only
capable of performing transmission.

FIRST EXAMPLE

[0237] FIG. 24 is a sequence diagram schematically illus-
trating a first example of an operation of a wireless com-
munication system according to a modification in which a
direct connection is established by one-way reading via
NFC. According to the present modification, one of the
wireless communication devices 100 (for example, the wire-
less communication device 100B) does not have the NFC
interface 140, and instead is provisioned with an NFC
Forum Tag that is read-only (hereafter, referred to as “tag”™).
As an example, a case in which the wireless communication
device 100 is in the P2P unconfigured state will be
described.

[0238] First, the wireless communication device 100A
receives device information (P2P device address, etc.) for
the wireless communication device 100B from the wireless
communication device 100B tag via the NFC interface 140
(8971). Then, the wireless communication device 100A
sends the state information A and constraint information A
for the wireless communication device 100A to the wireless
communication device 100B via the wireless communica-
tion interface 130 (S973). This transmission is sent through
a probe request, for example.

[0239] Then, after receiving the state information A and
constraint information A for the wireless communication
device 100A via the wireless communication interface 130,
the wireless communication device 100B sends the state
information B and constraint information B for the wireless
communication device 100B to the wireless communication
device 100A (S975). This transmission is sent through a
probe response, for example. Afterwards, the state distribu-
tion processing is performed (8977, S979), the formation
processing is performed (S981), and as a result, the wireless
communication device 100A becomes the group owner
(S983), and the wireless communication device 100B
becomes a P2P client (S985).

[0240] Then, the wireless communication device 100A
and the wireless communication device 100B start direct
communication (operation) (S987).

SECOND EXAMPLE

[0241] FIG. 25 is a sequence diagram schematically illus-
trating a second example of an operation of a wireless
communication system according to a modification in which
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a direct connection is established by one-way reading via
NFC. According to the present modification, one of the
wireless communication devices 100 (for example, the wire-
less communication device 100A) does not have the NFC
interface 140, and instead is provisioned with a tag. As an
example, a case in which the wireless communication device
100 is in the P2P unconfigured state will be described.
[0242] First, the wireless communication device 100B
receives device information for the wireless communication
device 100A from the wireless communication device 100A
tag and the password information usable with WSC
exchange via the NFC interface 140 (S991). The received
device information includes at least the MAC address. In
addition, the device information includes the state informa-
tion for the wireless communication device 100A, for
example. The received device information may also include
other information from information exchanged by device
discovery.

[0243] Next, the device discovery is performed (S992). As
a result, device information is exchanged between the wire-
less communication device 100A and the wireless commu-
nication device 100B. The device information includes the
state information, for example. Then, the wireless commu-
nication device 100B selects the wireless communication
device 100A corresponding to the MAC address previously
received via NFC as the connection from among at least one
wireless communication device 100 corresponding to
received information from at least one device (S993).
[0244] Then, the wireless communication device 100A
selected as the connection and the wireless communication
device 100B execute the state distribution processing (5994,
S995), and then execute the formation processing, the invi-
tation processing, or the provision discovery processing
(S996). The password previously received via NFC is used
during the WSC exchange portion of processing. As a result,
the wireless communication device 100B becomes a P2P
client (S997), and the wireless communication device 100A
becomes the group owner (S998).

[0245] Then, the wireless communication device 100A
and the wireless communication device 100B start direct
communication (operation) (5999).

[0246] Session overlap errors typically occur if three or
more wireless communication devices 100 execute WSC
exchanges by the WSC PBC method at the same timing.
However, by previously sharing the password information
via NFC and using the WSC password method, this problem
may be prevented. This also has a promising advantage for
security improvements in preventing man-in-the-middle
attacks regarding WSC PBC. If a session overlap error
occurs, the WSC exchange typically terminates in error. For
this reason, the wireless communication device 100 is not
able to continue the connection processing until other sur-
rounding wireless communication devices 100 finish the
WSC exchange.

<<7. State Transitions of Wireless Communication
Device>>
[0247] This concludes the description of the communica-

tion control method for establishing connections between
the wireless communication devices 100. According to the
present communication control method, in particular, when
at least one wireless communication device 100 has a
function to connect directly with devices via wireless com-
munication, the state of this wireless communication device
100 is changed. That is to say, the state of the wireless
communication device 100 transitions. Hereafter, these state
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transitions will be further described with reference to FIG.
26 through FIG. 35. Further, for ease of understanding, cases
in which both the wireless communication device 100A and
the wireless communication device 100B have functions to
connect directly via wireless communication will be
described.

<7.1 Overview of State Transitions>

[0248] First, an overview of state transitions of the wire-
less communication device 100A and the wireless commu-
nication device 100B will be described with reference to
FIG. 26 and FIG. 27.

[0249] FIG. 26 is a state transition diagram illustrating a
first example of state transitions of a wireless communica-
tion device 100A and a wireless communication device
100B. Referencing FIG. 26, pairs of the state of the wireless
communication device 100A and the state of the wireless
communication device 100B are illustrated. These pairs
include a target pair (T0-T2), which are the pairs of states
when a connection is established between the wireless
communication device 100A and the wireless communica-
tion device 100B, and initial/intermediate pairs (S0-S8) for
states other than those of the target pairs. The states of the
wireless communication device 100A and the wireless com-
munication device 100B include any one of the group owner
(GO), P2P client (Cl), or P2P unconfigured (Dev).

[0250] More specifically, for the target pair T0, the wire-
less communication device 100A and the wireless commu-
nication device 100B are both P2P clients in the same P2P
group. For the target pair T1, the wireless communication
device 100A is a P2P client in some P2P group, and the
wireless communication device 100B is the group owner for
the same P2P group. For the target pair T2, the wireless
communication device 100A is the group owner for some
P2P group, and the wireless communication device 100B is
a P2P client in the same P2P group. That is to say, if the state
of the wireless communication device 100A and the state of
the wireless communication device 100B correspond to a
target pair, this represents that a connection is established
between the wireless communication device 100A and the
wireless communication device 100B.

[0251] For the initial/intermediate pair S0, the wireless
communication device 100A and the wireless communica-
tion device 100B are in the P2P unconfigured state. For the
initial/intermediate pair S1, the wireless communication
device 100A is in the P2P unconfigured state, and the
wireless communication device 100B is a P2P client in some
P2P group. For the initial/intermediate pair S2, the wireless
communication device 100A is a P2P client in some P2P
group, and the wireless communication device 100B is in the
P2P unconfigured state. For the initial/intermediate pair S3,
the wireless communication device 100A is P2P client in
some P2P group, and the wireless communication device
100B is a P2P client in some other P2P group. Alternatively
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for the initial/intermediate pair S3, the wireless communi-
cation device 100A and the wireless communication device
100B are P2P clients in the same P2P group, but are unable
to communicate with each other through the group owner
(that is to say, Intra-BSS=0). For the initial/intermediate pair
S4, the wireless communication device 100A is in the P2P
unconfigured state, and the wireless communication device
100B is the group owner for some P2P group. For the
initial/intermediate pair S5, the wireless communication
device 100A is the group owner for some P2P group, and the
wireless communication device 100B is in the P2P uncon-
figured state. For the initial/intermediate pair S6, the wire-
less communication device 100A is the group owner for
some P2P group, and the wireless communication device
100B is the group owner for some other P2P group. For the
initial/intermediate pair S7, the wireless communication
device 100A is the group owner for some P2P group, and the
wireless communication device 100B is a P2P client in some
other P2P group. For the initial/intermediate pair S8, the
wireless communication device 100A is a P2P client in some
P2P group, and the wireless communication device 100B is
the group owner for some other P2P group.

[0252] As illustrated in FIG. 26, the arrows positioned
between pairs are candidate state transitions. In addition,
specific processing for the state transition is illustrated in
conjunction with the arrows. For example, a drop by the
wireless communication device 100B is displayed as the
processing to transition states from the initial/intermediate
pair S6 to the initial/intermediate pair S5. An Invitation
Request by the wireless communication device 100A (that is
to say, the invitation processing) is displayed as the pro-
cessing to transition states from the initial/intermediate pair
S5 to the target pair T2.

[0253] A connection is established between the wireless
communication device 100A and the wireless communica-
tion device 100B by such state transitions of the wireless
communication device 100A and the wireless communica-
tion device 100B. In addition, FIG. 26 corresponds to Table
1 previously described.

[0254] FIG. 27 is a state transition diagram illustrating a
second example of state transitions of the wireless commu-
nication device 100A and the wireless communication
device 100B. The examples of state transitions illustrated in
FIG. 27 do not include the target pair TO from the target pairs
in FIG. 26. That is to say, according to these examples, either
the wireless communication device 100A or the wireless
communication device 100B becomes the group owner for
some existing P2P group and the other becomes a P2P client
in the same P2P group. As a result, a direct connection is
established between the wireless communication device
100A and the wireless communication device 100B.
[0255] The processing for each state transition in FIG. 27
is summarized as follows. The following table is a repre-
sentation of when the wireless communication device 100A
is controlled.

TABLE 2
Wireless Wireless
communication communication Target pair
device 100A device 100B GO:Cl CL:GO
Dev Dev 1. Formation processing 1. Formation processing
GO 1. Device A drops device B 1. Device A sends Provision

2. Formation processing Discovery Request to device B
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TABLE 2-continued
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Wireless Wireless
communication communication Target pair
device 100A device 100B GO:Cl CLl:GO
Cl 1. Device A drops device B . Device A drops device B

2. Formation processing

1. Device A sends Invitation

Request to device B

GO 1. Device A drops device B
2. Device A sends Invitation
Request to device B
However, only the Invitation
Request if Concurrent
Operation is possible

GO Dev

Cl 1. Device A drops device B
2. Device A sends Invitation
Request to device B
However, no processing if in
the same group

Cl Dev 1. Device A drops device A
2. Formation processing
GO 1. Device A drops device A and
device B
2. Formation processing
Cl 1. Device A drops device A and

device B
2. Formation processing

1
2. Formation processing

1. Device A drops device A

2. Formation processing

1. Device A drops device A

2. Device A sends Provision
Discovery Request to device B
However, only Provision
Discovery Request if
Concurrent Operation is
possible

1. Device A drops device A and
device B

2. Formation processing

1. Device A drops device A

2. Formation processing

1. Device A drops device A

2. Device A sends Provision
Discovery Request to device B
However, no processing if in
the same group

1. Device A drops device A and
device B

2. Formation processing

<7.2 Flow of Processing with Focus on State Transitions>
[0256] Next, the flow of processing to change the states of
the wireless communication device 100A and the wireless
communication device 100B to the target pair as illustrated
in the previously described state transition diagrams will be
described with reference to FIG. 28 through FIG. 32.

(General Processing Flow)

[0257] First, an example of processing to change the states
of'the wireless communication device 100A and the wireless
communication device 100B to the target pair will be
described with reference to FIGS. 28 and 29. FIG. 28 is a
first flowchart illustrating an example of a processing flow to
change the states of the wireless communication device
100A and the wireless communication device 100B to the
target pait.

[0258] First, at step S1001, a determination is made on
whether the target pair of the state of the wireless commu-
nication device 100A and the state of the wireless commu-
nication device 100B is such that the wireless communica-
tion device 100A is in the group owner state, and the
wireless communication device 100B is in the P2P client
state. If the determination result is true (Yes), then the
processing proceeds to step S1003. If it is not, then the
processing proceeds to step S1030. Step S1030 will be
described later with reference to FIG. 29.

[0259] At step S1003, a determination is made on whether
the state of the wireless communication device 100A is the
group owner state. If the state of the wireless communication
device 100A is the group owner state, then the processing
proceeds to step S1005. If it is not, then the processing
proceeds to step S1013.

[0260] At step S1005, a determination is made on whether
the state of the wireless communication device 100B is the
group owner state, and that the wireless communication

device 100B is capable of concurrent operation. If the
determination result is true (Yes), then the processing pro-
ceeds to step S1007. If it is not, then the processing proceeds
to step S1009.

[0261] At step S1007, the wireless communication device
100A sends an Invitation Request to the wireless commu-
nication device 100B. The invitation processing is executed
by this Invitation Request. As a result, the wireless commu-
nication device 100B becomes a P2P client of the P2P group
for which the wireless communication device 100A is the
group owner. Then, the processing finishes.

[0262] At step S1009, a determination is made on whether
the state of the wireless communication device 100B is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100A is the P2P unconfigured state, then the
processing proceeds to step S1007. If it is not, then the
processing proceeds to step S1011.

[0263] At step S1011, the wireless communication device
100A drops the wireless communication device 100B, and
then sends an Invitation Request to the wireless communi-
cation device 100B. The invitation processing is executed by
this Invitation Request. As a result, as a result, the wireless
communication device 100B becomes a P2P client of the
P2P group for which the wireless communication device
100A is the group owner. Then, the processing finishes.
[0264] At step S1013, a determination is made on whether
the state of the line communication device 100A is the P2P
client state. If the state of the wireless communication device
100A is the P2P client state, then the processing proceeds to
step S1015. If it is not, then the processing proceeds to step
S1021.

[0265] At step S1015, a determination is made on whether
the state of the wireless communication device 100B is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100A is the P2P unconfigured state, then the
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processing proceeds to step S1017. If it is not, then the
processing proceeds to step S1019.

[0266] At step S1017, the wireless communication device
100A drops, and then executes the formation processing
with the wireless communication device 100B. As a result,
the wireless communication device 100 A becomes the group
owner for the newly formed P2P group, and the wireless
communication device 100B becomes a P2P client in this
P2P group. Then, the processing finishes.

[0267] At step S1019, the wireless communication device
100A drops, then drops the wireless communication device
100B, and then executes the formation processing with the
wireless communication device 100B. As a result, the wire-
less communication device 100A becomes the group owner
for the newly formed P2P group, and the wireless commu-
nication device 100B becomes a P2P client in this P2P
group. Then, the processing finishes.

[0268] At step S1021, a determination is made on whether
the state of the wireless communication device 100B is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100B is the P2P unconfigured state, then the
processing proceeds to step S1023. If it is not, then the
processing proceeds to step S1025.

[0269] At step S1023, the wireless communication device
100A executes the formation processing with the wireless
communication device 100B. As a result, the wireless com-
munication device 100A becomes the group owner for the
newly formed P2P group, and the wireless communication
device 100B becomes a P2P client in this P2P group. Then,
the processing finishes.

[0270] At step S1025, the wireless communication device
drops the wireless communication device 100B, and then
executes the formation processing with the wireless com-
munication device 100B. As a result, the wireless commu-
nication device 100A becomes the group owner for the
newly formed P2P group, and the wireless communication
device 100B becomes a P2P client in this P2P group. Then,
the processing finishes.

[0271] Next, the processing of step S1030 in FIG. 28 will
be described with reference to FIG. 29. FIG. 29 is a second
flowchart illustrating an example of a processing flow to
change the states of the wireless communication device
100A and the wireless communication device 100B to the
target pair will be described.

[0272] First, at step S1031, a determination is made on
whether the state of the wireless communication device
100B is the group owner state. If the state of the wireless
communication device 100B is the group owner state, then
the processing proceeds to step S1033. If it is not, then the
processing proceeds to step S1014.

[0273] At step S1033, a determination is made on whether
the state of the wireless communication device 100A is the
group owner state, and that the wireless communication
device 100A is capable of concurrent operation. If the
determination result is true (Yes), then the processing pro-
ceeds to step S1035. If it is not, then the processing proceeds
to step S1037.

[0274] At step S1035, the wireless communication device
100A sends the Provision Discovery Request to the wireless
communication device 100B. The provision discovery pro-
cessing is executed by this Provision Discovery Request. As
a result, the wireless communication device 100A becomes
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a P2P client of the P2P group for which the wireless
communication device 100B is the group owner. Then, the
processing finishes.

[0275] Atstep S1037, a determination is made on whether
the state of the wireless communication device 100A is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100A is the P2P unconfigured state, then the
processing proceeds to step S1035. If it is not, then the
processing proceeds to step S1039.

[0276] At step S1039, the wireless communication device
100A drops, and further sends the Provision Discovery
Request to the wireless communication device 100B. The
provision discovery processing is executed by this Provision
Discovery Request. As a result, the wireless communication
device 100A becomes a P2P client of the P2P group for
which the wireless communication device 100B is the group
owner. Then, the processing finishes.

[0277] At step S1041, a determination is made on whether
the state of the wireless communication device 100B is the
P2P client state. If the state of the wireless communication
device 100B is the P2P client state, then the processing
proceeds to step S1043. If it is not, then the processing
proceeds to step S1049.

[0278] At step S1043, a determination is made on whether
the state of the wireless communication device 100A is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100A is the P2P unconfigured state, then the
processing proceeds to step S1045. If it is not, then the
processing proceeds to step S1047.

[0279] At step S1045, the wireless communication device
drops the wireless communication device 100B, and then
executes the formation processing with the wireless com-
munication device 100B. As a result, the wireless commu-
nication device 100B becomes the group owner for the
newly formed P2P group, and the wireless communication
device 100A becomes a P2P client in this P2P group. Then,
the processing finishes.

[0280] At step S1047, the wireless communication device
100A drops, then drops the wireless communication device
100B, and then executes the formation processing with the
wireless communication device 100B. As a result, the wire-
less communication device 100B becomes the group owner
for the newly formed P2P group, and the wireless commu-
nication device 100A becomes a P2P client in this P2P
group. Then, the processing finishes.

[0281] At step S1049, a determination is made on whether
the state of the wireless communication device 100A is the
P2P unconfigured state. If the state of the wireless commu-
nication device 100A is the P2P unconfigured state, then the
processing proceeds to step S1051. If it is not, then the
processing proceeds to step S1053.

[0282] At step S1051, the wireless communication device
100A executes the formation processing with the wireless
communication device 100B. As a result, the wireless com-
munication device 100B becomes the group owner for the
newly formed P2P group, and the wireless communication
device 100A becomes a P2P client in this P2P group. Then,
the processing finishes.

[0283] At step S1053, the wireless communication device
drops the wireless communication device 100B, and then
executes the formation processing with the wireless com-
munication device 100B. As a result, the wireless commu-
nication device 100B becomes the group owner for the
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newly formed P2P group, and the wireless communication
device 100A becomes a P2P client in this P2P group. Then,
the processing finishes.

(Specific Example of Processing)

[0284] Next, a specific example of processing to change
the states of the wireless communication device 100A and
the wireless communication device 100B to the target pair
will be described with reference to FIG. 30 and FIG. 31.
[0285] FIG. 30 is a sequence diagram illustrating a first
specific example of a processing to change the states of the
wireless communication device 100A and the wireless com-
munication device 100B to the target pair. According to the
first specific example, the wireless communication device
100A is the group owner for some P2P group, and the
wireless communication device 100B is a P2P client in some
other group. After the state transition, the wireless commu-
nication device 100A becomes the group owner for some
P2P group, and the wireless communication device 100B
becomes a P2P client in the same group.

[0286] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (81201, S1203). State information is also
shared together with constraint information. Then, the wire-
less communication device 100A performs the state distri-
bution processing (S1205). For the state distribution pro-
cessing, a determination is made on whether the wireless
communication device 100A may be designated as the group
owner of some P2P group, and whether the wireless com-
munication device 100B may be designated as a P2P client
in the same group. Afterwards, the wireless communication
device 100A requests itself to be dropped (S1207), and then
changes to the P2P unconfigured state (S1209).

[0287] In addition, the wireless communication device
100A drops the wireless communication device 100B by
requesting the wireless communication device 100B to be
dropped (S1211). Afterwards, the wireless communication
device 100B notifies the wireless communication device
100A if the drop was successful or not (S1213). If the drop
was successful, the wireless communication device 100B
changes to the P2P unconfigured state (S1215). Further, the
wireless communication device 100A may separately con-
firm that the state of the wireless communication device
100B changed properly.

[0288] The wireless communication device 100A then
sends a GO Negotiation Request to the wireless terminal
device 100B (S1217) to execute the formation processing
with the wireless terminal device 100B (S1219). A high GO
Intent Value is set for the wireless communication device
100A in the GO Negotiation Request. As a result, the
wireless communication device 100A becomes the group
owner (S1221), and the wireless communication device
100B becomes a P2P client (S1223).

[0289] The GO Intent Value may also be set high for the
wireless communication device 100B, and so a request may
be made to lower the GO Intent Value in a Disconnect
Request sent to the wireless communication device 100B.
As a result, this enables group owner conflicts to be pre-
vented.

[0290] FIG. 31 is a sequence diagram illustrating a second
specific example of a processing to change the states of the
wireless communication device 100A and the wireless com-
munication device 100B to the target pair. For the second
specific example, the states of the wireless communication
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device 100A and the wireless communication device 100B
are changed to the target pair by multiple repetitions of the
state distribution processing.

[0291] First, the wireless communication device 100A and
the wireless communication device 100B share state infor-
mation via NFC (81231, S1233). State information is also
shared together with constraint information. Then, the wire-
less communication device 100A performs the first state
distribution processing (S1235). For this state distribution
processing, a determination is made on whether the wireless
communication device 100A and the wireless communica-
tion device 100B may be designated to the P2P unconfigured
state.

[0292] Afterwards, the wireless communication device
100A requests itself to be dropped and so drops (S1237), and
then changes to the P2P unconfigured state (S1239). In
addition, the wireless communication device 100A drops the
wireless communication device 100B by requesting the
wireless communication device 100B to drop (S1241).
Afterwards, the wireless communication device 100B noti-
fies the wireless communication device 100A if the drop was
successful or not (S1243). If the drop was successful, the
wireless communication device 100B changes to the P2P
unconfigured state (S1245).

[0293] Then, the wireless communication device 100A
performs the second state distribution processing (S1247).
After one state transition is complete, the state distribution
processing is performed again in this way, for example. For
the state distribution processing, a determination is made on
whether the wireless communication device 100A may be
designated as the group owner of some group, and whether
the wireless communication device 100B may be designated
as a P2P client in the same group.

[0294] Then, the wireless communication device 100A
then sends a GO Negotiation Request to the wireless termi-
nal device 100B (81249) to execute the formation process-
ing with the wireless terminal device 100B (S1251). A high
GO Intent Value is set for the wireless communication
device 100A in the GO Negotiation Request. As a result, the
wireless communication device 100A becomes the group
owner (S1253), and the wireless communication device
100B becomes a P2P client (S1255).

<7.3 Flow of More Generic Processing>

[0295] The flow processing illustrated in FIG. 28 and FIG.
29 and the processing illustrated in FIG. 4 (excluding the
portion regarding legacy devices) will be described more
generally with reference to FIG. 32 through FIG. 34.

(Processing Flow)

[0296] FIG. 32 is a flowchart illustrating an example of a
more general processing flow to change the states of the
wireless communication device 100A and the wireless com-
munication device 100B to the target pair.

[0297] First, at step S1301, the wireless communication
device 100A enters the proximity to the wireless commu-
nication device 100B.

[0298] At step S1303, state information is shared between
the wireless communication device 100A and the wireless
communication device 100B. State information together
with constraint information is also shared. Then, at step
S1305, the state distribution processing is performed by
either or both of the wireless communication device 100A
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and the wireless communication device 100B. As a result,
for example, several candidate paths of state transitions to
reach the target pair are identified. Then, at step S1307, a
determination is made on whether the state of the wireless
communication device 100A and the state of the wireless
communication device 100B is capable of changing to the
target pair with one occurrence of a state transition. If the
state of the wireless communication device 100A and the
state of the wireless communication device 100B is capable
of changing to the target pair with one occurrence of a state
transition, then the processing proceeds to step S1309. If it
is not, then the processing proceeds to step S1319.

[0299] At step S1309, an index i is set to a value of one.
This index i is a number corresponding to the procedure that
enables the state of the wireless communication device
100A and the state of the wireless communication device
100B to change to any of the target pairs. That is to say, this
procedure is the processing of one occurrence of a state
transition to any of the target pairs.

[0300] At step S1311, a determination is made on whether
i>N. N is a number of procedures present to enable the state
of the wireless communication device 100A and the state of
the wireless communication device 100B to change to any of
the target pairs. That is to say, at step S1311, a determination
is made on whether all procedures have already been
attempted. If i>N, then the processing proceeds to step
S1319. If it is not, then the processing proceeds to step
S1313.

[0301] At step S1313, the i-numbered procedure is
attempted. Then, at step S1315, a determination is made on
whether the state of the wireless communication device
100A and the state of the wireless communication device
100B are the target pair. If the state of the wireless com-
munication device 100A and the state of the wireless com-
munication device 100B are the target pair, then the pro-
cessing ends normally. If they are not, then the processing
proceeds to step S1317.

[0302] At step S1317, i is incremented.

[0303] Atstep S1319, a determination is made on whether
either the state of the wireless communication device 100A
of'the state of the wireless communication device 100B may
be transitioned to the intermediate pair. If either the state of
the wireless communication device 100A or the state of the
wireless communication device 100B may be transitioned to
the intermediate pair, then the processing proceeds to step
S1321. If it may not, processing terminates abnormally, or
an exception occurs.

[0304] At step S1321, the state of the wireless communi-
cation device 100A and the state of the wireless communi-
cation device 100B change to the intermediate pair.

(State Transition Table)

[0305] Next, the state transitions for one occurrence as
described in FIG. 32 will be described in detail with refer-
ence to FIG. 33A, FIG. 33B, and FIG. 33C. FIG. 33A
through 33C are state transitions tables including the con-
ditions and processing of each state transition to change the
state of the wireless communication device 100A and the
state of the wireless communication device 100B to the
target pait.

[0306] Referencing FIG. 33 A through FIG. 33C, the hori-
zontal axis represents the pair of states of the state of the
wireless communication device 100A and the state of the
wireless communication device 100B before a state transi-

Aug. 6, 2020

tion (source pair), and the vertical axis represents the pair of
state of the state of the wireless communication device 100A
and the state of the wireless communication device 100B
before a state transition (destination pair). That is to say, the
target pairs T0 through T2 and the initial/intermediate pairs
S0 through S8 are illustrated.

[0307] Referencing FIG. 33A, for example, when the pair
of states before a transition is the initial/intermediate pair S0,
the possible pair of states before a transition in one occur-
rence are the target pairs T1 and T2. In addition, there are
two procedures (group formation procedure and re-invoke)
present for the state transition from the initial/intermediate
pair SO to the target pair T1, and there are two procedures
(group formation procedure and re-invoke) for the state
transition from the initial/intermediate pair SO to the target
pair T2. Thus, in this case, N as illustrated in FIG. 32 is 4.
In addition, the state transition charts illustrated in FIG. 33
include transition conditions that could not be represented in
the state transitions diagrams illustrated in FIGS. 26 and 27.
[0308] The wireless communication device 100C as rep-
resented by “C” on the horizontal axis is the group owner of
the P2P group when the wireless communication device
100A and the wireless communication device 100B are both
P2P clients in the P2P group.

[0309] Note the following regarding FIG. 33A through
FIG. 33C.

Wireless Communication Device States (P2P Device States)

[0310] This is the pair of states of the wireless communi-
cation device 100A and the wireless communication device
100B. The state of the wireless communication devices is
identified as either the group owner or P2P client of some
active P2P group, or as neither of these. This means that
there are a total of 9 (3x3) pairs, but considering that the
wireless communication device 100A and the wireless com-
munication device 100B could also belong to different P2P
groups, the actual total is 12 pairs.

Target Pairs

[0311] The state in which the wireless communication
device 100A and the wireless communication device 100B
belong to the same P2P group and direct communication
may be performed. The state in which both devices are P2P
clients (TO) is a target pair only when Intra-BSS=1. If it is
not, then this is not a target pair.

Conditions

[0312] The wireless communication device that deter-
mines capability to transition state, or the P2P group attri-
butes.
[0313] P2P Group Capability Bitmap
[0314] Capability of communication between P2P cli-
ents: Intra-BSS Distribution
[0315] Capability to add P2P clients: P2P Group Limit
[0316] Whether or not device is a group owner of
(current) P2P group: P2P Group Owner

[0317] P2P Device Capability Bitmap
[0318] Capability to join P2P group: P2P Device Limit
[0319] Whether or not device is group owner of a

persistent P2P group: Persistent P2P Group
[0320] Capability to execute invitation processing: P2P
Invitation Procedure
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[0321] Other Conditions
[0322] Information identifying whether or not the wire-
less communication device is a P2P client in a persis-
tent P2P group

[0323] Flag identifying whether or not a drop is possible
Other
[0324] Re-invoke for a persistent P2P group may be

executed by either the group owner or the P2P client.
Re-invoke details are also summarized and described in the
state transition table for all cases.

[0325] In addition, regarding the existing P2P group, the
wireless communication device which is in the P2P uncon-
figured state may trigger a join to the group by sending a
Provision Discovery Request to the wireless communication
device which is the group owner. These cases are described
in the state transition table as Invitation Requests from the
group owner.

[0326] Regarding the initial state, it is presumed that
concurrent operation (simultaneous operation of WLAN and
P2P groups) and simultaneous operation between P2P
groups are not enabled. Possible simultaneous operation of
P2P groups by only one wireless communication device may
also include cases in which connections between wireless
communication devices are possible in the state transition
diagrams.

(Specific Example of Processing)

[0327] A specific example of processing to change the
state of the wireless communication device 100A and the
state of the wireless communication device 100B to the
target pair will be described with reference to FIG. 34. FIG.
34 is a sequence diagram illustrating a third specific example
of a processing to change the states of the wireless commu-
nication device 100A and the wireless communication
device 100B to the target pair. This specific example illus-
trates a specific example of the processing in FIG. 32.
[0328] The wireless communication device 100A and the
wireless communication device 100B share information
representing state information, constraint information, and
GO intent via NFC (51401, S1403). Then, state distribution
processing is performed (S1405, S1407). Thus, the wireless
communication device 100A and the wireless communica-
tion device 100B execute processing in accordance with the
state transition tables illustrated in FIG. 33A through FIG.
33C. As a result, the wireless communication device 100A
and the wireless communication device 100B, for example,
change to the P2P unconfigured state (S1411, 1413).
[0329] Afterwards, the formation processing, invitation
processing, and provision discovery processing, etc. are
performed (S1415). As a result, the wireless communication
device 100A becomes the group owner for some P2P group
(S1417), and the wireless communication device 100B
becomes a P2P client in the same group (S1419). Then, the
wireless communication device 100A and the wireless com-
munication device 100B start direct communication (opera-
tion) (S1421).

[0330] As in steps S1401 and S1403, the time for prox-
imity communication may be reduced due to the removal of
processing related to constraints and GO intent by previ-
ously sharing information representing the constraint infor-
mation and GO intent. In addition, the actual device may
refuse undesirable requests from other devices.
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<7.4 Transitions to Given Target Pair>

[0331] Next, the state transition for cases when the target
pair is given beforehand will be described with reference to
FIG. 35.

[0332] FIG. 35 is a sequence diagram illustrating an
example of the overall flow of a processing to efficiently
change the states of the wireless communication device
100A and the wireless communication device 100B to a
given target pair. According to this processing example, a
given target pair is shared along with the state information,
and the state of either or both the wireless communication
device 100A and the wireless communication device 100B
change so that the states of the wireless communication
device 100A and the wireless communication device 100B
become the target pair.

[0333] Processing starts when the wireless communication
device 100A is in proximity to the wireless communication
device 100B. In this processing, the wireless communication
device 100A has acquired the given target pair.

[0334] At step S1501, the wireless communication device
100A sends the state information A for the wireless com-
munication device 100A and the acquired target pair to the
wireless communication device 100B via the NFC interface
140. In addition, in addition, the wireless communication
device 100A sends the constraint information A (not illus-
trated) for the wireless communication device 100A to the
wireless communication device 100B through the NFC
interface 140.

[0335] Then, at step S1503, the wireless communication
device 100B executes the state distribution processing for
the wireless communication device 100A and the wireless
communication device 100B on the basis of the state infor-
mation A for the wireless communication device 100A, the
state information B for the wireless communication device
100B, and the target pair. That is to say, the wireless
communication device 100B determines the manner in
which the states of the wireless communication device 100A
and the wireless communication device 100B will be
changed so that the state of the wireless communication
device 100A and the state of the wireless communication
device 100B becomes the target pair.

[0336] If the wireless communication device 100B is
capable of executing an independent state change at the
stage of the process in which the state distribution process-
ing result is generated and the state of the wireless commu-
nication device 100A and the state of the wireless commu-
nication device 100B are changing to the target pair, then the
wireless communication device 100B changes its state
before sending the state information B for itself. For
example, if the wireless communication device 100B should
first drop at the stage of processing when the state of the
wireless communication device 100A and the state of the
wireless communication device 100B is changing to the
target pair, the wireless communication device 100B drops.
[0337] Next, at step S1505, the wireless communication
device 100B sends the state information B for the wireless
communication device 100B to the wireless communication
device 100A through the NFC interface 140. After the state
distribution processing at the previously described step
S1503 and the state of the wireless communication device
100B has changed, this information represents the state of
the wireless communication device 100B after the change.
As previously described, for example, if the wireless com-
munication device 100B drops, then the state information B
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represents that the wireless communication device 100B is
in the P2P unconfigured state. In addition, the wireless
communication device 100B sends the constraint informa-
tion B (not illustrated) for the wireless communication
device 100B to the wireless communication device 100A.

[0338] Then, at step S1507, the wireless communication
device 100A executes the state distribution processing for
the wireless communication device 100A and the wireless
communication device 100B on the basis of the state infor-
mation A for the wireless communication device 100A, the
state information B for the wireless communication device
100B, and the target pair. That is to say, the wireless
communication device 100B determines the manner in
which the states of the wireless communication device 100A
and the wireless communication device 100A will be
changed so that the state of the wireless communication
device 100A and the state of the wireless communication
device 100B becomes the target pair.
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[0339] Afterwards, at step S1509, the wireless communi-
cation device 100A and the wireless communication device
100B perform processing in accordance with the distribution
result, and at step S1511, perform the formation processing,
the invitation processing, the provision discovery process-
ing, and other processing.

[0340] Then, at step S1513, the wireless communication
device 100A and the wireless communication device 100B
start direct communication (operation).

[0341] According to such a processing, if a predetermined
state is given beforehand, the state of the wireless commu-
nication device 100A and the state of the wireless commu-
nication device 100B may be changed to predetermined
states. In addition, the state for one of the wireless commu-
nication devices may be changed in advance before sharing
state information, which reduces a number of processing

steps after the state information is shared.

[0342]

The processing corresponding to step S1509 and

step S1511 is summarized in the following table.

TABLE 3

Wireless
communication

Wireless
communication

device 100A device 100B

Target pair

GO:Cl/Legacy

Cl/Legacy:GO

Dev Dev

GO

Cl

Legacy

GO Dev

GO

1. Sends state
information for
device A + target pair
3. Formation
processing with
maximum GO intent

1. Sends state
information for
device A + target pair
3. Formation
processing with
maximum GO intent
1. Sends state
information for
device A + target pair
3. Formation
processing with
maximum GO intent

1. Sends state
information for
device A + target pair
3. Forms group and
performs WPS
processing with
device B

1. Sends state
information for
device A + target pair
3. Invitation Request
to device B

1. Sends state
information for
device A + target pair
3. Invitation Request
to device B

2. Sends state
information
for device B

2. Becomes
Dev after
dropping, and
sends state
information
for device B
2. Becomes
Dev after
dropping, and
sends state
information
for device B

2. Sends state
information
for device B

2. Sends state
information
for device B

2. Becomes
Dev after
dropping, and
sends state
information
for device B

1. Sends state
information for
device A + target
pair

3. Formation
processing with
minimum GO
intent

1. Sends state
information for
device A + target
pair

3. Provision
Discovery Request
1. Sends state
information for
device A + target
pair

3. Formation
processing with
minimum GO
intent

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
minimum GO
intent

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
sends Provision
Discovery Request
to device B

2. Sends state
information
for device B

2. Sends state
information
for device B

2. Becomes
Dev after
dropping,
and sends
state
information
for device B

2. Sends state
information
for device B

2. Sends state
information
for device B
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TABLE 3-continued

25

Wireless Wireless
communication communication Target pair
device 100A device 100B GO:Cl/Legacy Cl/Legacy:GO
Cl 1. Sends state 2. Becomes 1. Sends state 2. Becomes
information for Dev after information for Dev after
device A + target pair dropping, device A + target dropping,
3. Invitation Request  sends state pair and sends
to device B information 3. Becomes Dev state
for device B,  after dropping, and information
and stops if performs formation for device B
in same processing with
group as minimum GO
device A intent
Legacy 1. Sends state 2. Sends state
information for information
device A + target pair for device B
3. WPS processing (ends if
with device B already
connected to
device A)
TABLE 4
Wireless Wireless
communication communication Target pair

device 100A

device 100B

GO:Cl/Legacy

Cl/Legacy:GO

Cl

Dev

GO

Cl

Legacy

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
maximum GO
intent

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
maximum GO
intent

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
device B with
maximum GO
intent

1. Sends state
information for
device A + target
pair

3. Forms group
after dropping, and
performs WPS
processing with
device B

2. Sends state
information
for device B

2. Becomes
Dev after
dropping, and
sends state
information
for device B

2. Becomes
Dev after
dropping, and
sends state
information
for device B

2. Sends state
information
for device B

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
minimum GO
intent

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
sends Provision
Discovery Request
to device B

1. Sends state
information for
device A + target
pair

3. Becomes Dev
after dropping, and
performs formation
processing with
minimum GO
intent

2. Sends state
information
for device B

2. Sends state
information
for device B,
and ends if in
same group

2. Becomes
Dev after
dropping,
and sends
state
information
for device B
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TABLE 4-continued

26
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Wireless
communication

Wireless
communication

Target pair

device 100A device 100B GO:Cl/Legacy Cl/Legacy:GO
Legacy Dev 1. Sends state 2. Forms
information for group, and
device A + target sends state
pair information
3. WPS processing for device B
with device B
GO 1. Sends state 2. Sends state
information for information
device A + target for device B,
pair and ends if in
3. WPS processing same group
with device B
Cl 1. Sends state 2. Forms
information for group after
device A + target dropping,
pair and sends
3. WPS processing  state
with device B information

for device B

[0343] As an example for the target pair, the state of the
wireless communication device 100A is the group owner
(GO), and the state of the wireless communication device
100B is a P2P client (Cl). Alternatively, the state of the
wireless communication device 100A and the state of the
wireless communication device 100B are both the group
owner. In this case, first the wireless communication device
100A sends the state information A for itself and the target
pair to the wireless communication device 100B. Next, the
wireless communication device 100B drops itself on the
basis of the state information A, the state information B, and
the target pair, and then sends the state information B for
itself (that is to say, information representing that the wire-
less communication device 100B is in the P2P unconfigured
state (Dev)) to the wireless communication device 100A.
Then, the wireless communication device 100A starts the
invitation processing by sending an Invitation Request to the
wireless communication device 100B.

[0344] According to FIG. 35, the target pair is sent from
the wireless communication device 100A to the wireless
communication device 100B, but a target channel may also
be sent together with or in place of the target pair. This target
channel is the channel that should be used for wireless
communication between the wireless communication device
100A and the wireless communication device 100B.
[0345] Referencing FIG. 35 again, at step S1501, the
target channel is sent from the wireless communication
device 100A to the wireless communication device 100B,
for example. In addition, at step S1511, the formation/
invitation/provision discovery/other processing are executed
using the target channel. When the target pair is not sent (that
is to say, when the target channel is sent in place of the target
pair regarding the flow in FIG. 35), the state distribution
processing for the wireless communication device 100B
(S1503) may be performed after sending the state informa-
tion B (S1505).

[0346] By sending the target channel, processing to iden-
tify channel information for peripheral devices by device
discovery, channel specification for formation/invitation/
provision discovery processing, and other processing may
be reduced. As a result, the time until a direct connection is

established between the wireless communication device
100A and the wireless communication device 100B may be
reduced. This is particularly effective in reducing time for
environments in which many wireless communication
devices 100 are present in the surrounding area.

<<8. Processing for Starting Services>>

[0347] Next, processing to start services between wireless
communication devices will be described with reference to
FIG. 36 through FIG. 43. After establishing a connection
between wireless communication devices via wireless com-
munication, processing to start services between the wireless
communication devices is executed. As a specific example
of services in this case, the Digital Living Network Alliance
(DLNA) service and a mirroring service for video and/or
audio will be described.

<8.1 DLNA Service>

[0348] Processing for starting the DLNA service between
wireless communication devices 100 will be described with
reference to FIG. 36. FIG. 36 is a sequence diagram illus-
trating an example of an overall flow of a processing for
starting a DLNA service between the wireless communica-
tion devices 100. According to this example, the wireless
communication device 100A includes a Digital Media
Server (DMS) function, for example.

[0349] First, a connection is established between the wire-
less communication device 100A and the wireless commu-
nication device 100B by connection processing for wireless
connections using NFC (S1601). Afterwards, when the
DLNA service application is started on the wireless com-
munication device 100A by user operation, the Simple
Service Discovery Protocol (SSDP) Discover processing is
executed (S1611). As a result, the wireless communication
device 100B, which supports DLNA, is detected. Then, the
wireless communication device 100A and the detected wire-
less communication device 100B send device/service
descriptions (that is to say, service information regarding the
DLAN service) (S1613). In other words, information used to
start the DLNA service is obtained. More specifically, device



US 2020/0252757 Al

information for the wireless communication devices 100 and
service information regarding the DLNA service is obtained
via an HTTP-GET or similar Then, the DLNA service is
started (S1615). As a result, a predetermined service such as
the streaming of moving video becomes usable by the user.
In addition, the previously described SSDP Discover pro-
cessing and the exchange of device/service descriptions is
included in the Service Discovery. The service information
obtained by Service Discovery (that is to say, service infor-
mation including device descriptions and/or service descrip-
tions) also includes the device class, device capabilities,
media class, and other information. The device class, device
capabilities, and media class are each described in formats
such as dlna-dev-class=“"DMS”, dlna-dev-capability="+
UP+”, and media-class=“Audio”.

[0350] Regarding the connection processing at step
S1601, device information (UUID, etc.) obtained by SSDP
Discover may be previously obtained when state informa-
tion is exchanged via NFC. As a result, the user operation to
start a DLNA service application and the SSDP Discover
processing may be eliminated.

<8.2 Mirroring Service>

[0351] Next, processing to start, stop, interrupt, and con-
tinue a mirroring service between the wireless communica-
tion devices 100 will be described with reference to FIG. 37
through FIG. 43. According to each of the following illus-
trated examples, the wireless communication device 100A is
a source, and the wireless communication device 100B is a
sink, for example.

(First Example of Processing to Start a Mirroring Service)

[0352] FIG. 37 is a sequence diagram illustrating a first
example of an overall flow of a processing for starting a
mirroring service between the wireless communication
devices 100.

[0353] First, a connection is established between the wire-
less communication device 100A and the wireless commu-
nication device 100B by the connection processing for
wireless connections using NFC (S1701). Afterwards, once
the application for the mirroring service on the wireless
communication device 100A is started by user operation,
disconnection processing for the connection between the
wireless communication device 100A and the wireless com-
munication device 100B is performed (S1711). As a result of
the disconnection processing, for example, the wireless
communication device 100A and the wireless communica-
tion device 100B are the group owner and a P2P client in the
same group, either or both of the wireless communication
device 100A and the wireless communication device 100B
change to the P2P unconfigured state. When either the
wireless communication device 100A or the wireless com-
munication device 100B continues to be the group owner as
a Persistent GO, the other device changes to the P2P
unconfigured state.

[0354] Next, the mirroring service Device Discovery is
performed (S1713). That is to say, the wireless communi-
cation device 100A receives a beacon sent by the wireless
communication device 100B, and obtains device informa-
tion for the wireless communication device 100B. More
specifically, the wireless communication device 100A
obtains an information element (IE) for the mirroring service
and a P2P IE. The mirroring service IE, for example,
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includes device type (source/sink), capability to support
Service Discovery, capability to support content protection
technologies (High-bandwidth Digital Content Protection
(HDCP)), Basic Service Set Identifier (BSSID) for con-
nected networks (Wi-Fi P2P or infrastructure), receiving
terminal information (composite signals of video and audio
or an independent signal), and other information.

[0355] In addition, when more detailed information is
desired, Service Discovery is performed to obtain more
detailed information (S1715). That is to say, the wireless
communication device 100A receives a beacon sent by the
wireless communication device 100B, and obtains service
information for the wireless communication device 100B.
The Service Discovery represents processing in accordance
with P2P Service Discovery Procedures in the Wi-Fi P2P
Technical Specification v1.1. Specifically, the Service Dis-
covery represents the exchange (Generic Advertisement
Service (GAS) initial requests/responses) of the GAS pro-
tocol/frames as defined by IEEE P802.11u. As previously
described, the service information obtained by Service Dis-
covery may include, for example, device descriptions and/or
service descriptions.

[0356] When multiple wireless communication devices
are detected by device discovery and service discovery, for
example, the wireless communication device intended by
the user operation (in this case, the wireless communication
device 100B) is selected. Then, the wireless communication
device 100A and the wireless communication device 100B
perform the formation processing, invitation processing, or
provision discovery processing (S1717) to establish a con-
nection between the wireless communication device 100A
and the wireless communication device 100B. As a result,
the wireless communication device 100 A becomes the group
owner, and the wireless communication device 100B
becomes a P2P client, for example.

[0357] Afterwards, a secure link is established (S1721).
More specifically, a secure communication path such as a
Wi-Fi Protected Access (WPA) or a WPA2 connection is
established by a 4-way handshake, for example.

[0358] In addition, IP address assignment is performed
(S1723). More specifically, for example, the group owner,
which is also a Dynamic Host Configuration Protocol
(DHCP) server, assigns an IP address to the P2P client,
which is also a DHCP client.

[0359] Then, the mirroring service between the wireless
communication device 100A and the wireless communica-
tion device 100B is started (S1725). When the mirroring
service is started, Real-Time Streaming Protocol (RTSP)
communication is started between the wireless communica-
tion devices for the mirroring service, and processing for
operation is performed. For example, processing such as
RTSP setup, play, pause, teardown, resolution settings, mov-
ing video encoding settings, and so on are performed. RTSP
is a streaming control protocol standardized by IETF (RFC
2326). When mirroring is performed for a television (TV)
and a personal computer (PC), for example, the display of
the PC screen is displayed exactly the same on the TV
screen. That is to say, when video content is played on the
PC, this content is also played on the TV.

(Second Example of Processing to Start a Mirroring Service)

[0360] An example of efficient processing using NFC will
be described with reference to FIG. 38 as the next example.
FIG. 38 is a sequence diagram illustrating a second example
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of an overall flow of a processing for starting a mirroring
service between the wireless communication devices 200.

[0361] Further, there are no differences in steps S1701,
S1721, S1723, and S1725 between the first example in FIG.
37 and the second example in FIG. 38. Thus, steps S1731
and S1733 will be described here.

[0362] A connection is established between the wireless
communication device 100A and the wireless communica-
tion device 100B (S1701), the wireless communication
device 100A becomes the group owner, and the wireless
communication device 100B becomes a P2P client. After-
wards, the user brings the wireless communication device
100A in proximity to the wireless communication device
100B. Then, the wireless communication device 100A and
the wireless communication device 100B obtain information
for starting the mirroring service (for example, device infor-
mation and service information) via the NFC interface 140
(81731, S1733). The device information sent by the wireless
communication device 100A and the device information sent
by the wireless communication device 100B may be the
same type of information, or may be different types of
information. In addition, the service information sent by the
wireless communication device 100A and the service infor-
mation sent by the wireless communication device 100B
may be the same type of information, or may be different
types of information. The same applies to the device infor-
mation and service information regarding FIG. 39 through
FIG. 43 described later.

[0363] By such a use of NFC, information obtained by
device discovery and service discovery according to the
related art is obtained by NFC. Thus, processing for obtain-
ing information (disconnection processing, device discov-
ery, service discovery, and connection re-establishment)
becomes undesirable when starting the mirroring service.
That is to say, this may reduce user operation, simplify
processing, and shorten processing time. As a result, the time
until the service is usable may be reduced.

(Third Example of Processing to Start a Mirroring Service)

[0364] An efficient processing using NFC during connec-
tion processing will be described with reference to FIG. 39
and FIG. 40 as the next example. FIG. 39 is a sequence
diagram illustrating a third example of an overall flow of a
processing for starting a mirroring service between the
wireless communication devices 100.

[0365] Further, there are no differences in steps S1721,
S1723, and S1725 between the first example in FIG. 37 (or
the second example in FIG. 38) and the third example in
FIG. 39. Thus, steps S1741 through S1751 will be described.

[0366] At steps S1741 through S1751, a wireless commu-
nication connection processing using NFC such as that
previously described is performed. When exchanging state
information for the wireless communication devices 100
during this processing, information used to start services
(device information and service information) is also shared
via NFC (S1741, S1745).

[0367] By obtaining information through NFC regarding
such a connection processing, the user may only have to
perform one near-field operation of the wireless communi-
cation device, which reduces user operation load. In addi-
tion, this may reduce the time from the first near-field
operation to the starting of services.
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[0368] Further, the processing example illustrated in FIG.
39 is processing regarding the mirroring service, and an
example of processing regarding more general services is
illustrated in FIG. 40.

[0369] FIG. 40 is a sequence diagram illustrating an
example of an overall flow of a processing for starting a
service between the wireless communication devices 100.
Referencing FIG. 40, a wireless communication connection
processing using NFC is performed at steps S1741 through
S1751 similar to the processing example illustrated in FIG.
39. When exchanging state information for the wireless
communication devices 100 during this processing, infor-
mation used to start services (device information and service
information) is also shared via NFC (S1741, S1745). Then,
after the connection processing finishes, the service starts
after all processing for starting services is performed
(S1761).

(Processing to Disconnect Mirroring Service)

[0370] FIG. 41 is a sequence diagram illustrating an
example of an overall flow of a processing for stopping a
mirroring service.

[0371] First, the mirroring service between the wireless
communication device 100A and the wireless communica-
tion device 100B is provided (S1801). Then, the user brings
the wireless communication device 100A in proximity to the
wireless communication device 100B. In this case, the
wireless communication device 100B sends the device infor-
mation service capability information for the wireless com-
munication device 100B to the wireless communication
device 100A via NFC (S1803). As an example, the wireless
communication device 100B sends the aforementioned
device information and the aforementioned capability infor-
mation, and the wireless communication device 100A,
which is in proximity to the wireless communication device
100B, receives this information. The capability information,
for example, includes information representing the services
that the wireless communication is capable of providing (for
example, mirroring, DLNA, etc.), and information repre-
senting capability to end (that is to say, disconnect the
service) currently provided services (for example, stopping
(capability to stop), continuing (capability to continue),
etc.). Further, when the device information and/or capability
information for the wireless communication device 100B is
already shared with the wireless communication device
100A, this information does not have to be sent by the
wireless communication device 100B, and does not have to
be received by the wireless communication device 100A.
[0372] Then, the wireless communication device 100A
requests disconnection of the service if it is understood from
the capability information that the service is capable of
being ended (S1805). In this case, for example, the device
information for the wireless communication device 100A is
also sent to the wireless communication device 100B. Then,
the wireless communication device 100A and the wireless
communication device 100B execute the service disconnec-
tion processing (S1807, S1809). Then, the wireless commu-
nication device 100A and the wireless communication
device 100B, for example, change to the P2P unconfigured
state (S1811, 1813). Further, processing is not limited thusly
when the wireless communication device 100B is a Persis-
tent GO.

[0373] According to such a processing to disconnect the
mirroring service, services may be disconnected simply by
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the user brining one wireless communication device 100 in
proximity to another wireless communication device 100.
That is to say, services may be disconnected by a simple
operation.

(Processing to Interrupt Mirroring Service)

[0374] FIG. 42 is a sequence diagram illustrating an
example of an overall flow of a processing for interrupting
a mirroring service.

[0375] First, the mirroring service between the wireless
communication device 100A and the wireless communica-
tion device 100B is provided (S1821). Then, the user brings
the wireless communication device 100C in proximity to the
wireless communication device 100B. Then, processing to
start the mirroring service is performed between the wireless
communication device 100A and the wireless communica-
tion device 100C similar to the service start processing in
FIGS. 39 (S1823, S1825, S1841, S1843, S1845, and S1847).
In this example, the wireless communication device 100B is
a Persistent GO. For this reason, invitation processing and
provision discovery processing is performed (S1841). As a
result, the wireless communication device 100C is in the
P2P client state.

[0376] Conversely, when processing to start services is
executed between the wireless communication device 100A
and the wireless communication device 100C, the wireless
communication device 100B requests the wireless commu-
nication device 100A to disconnect services (RTSP tear-
down/P2P disconnect) (S1827). Then, the wireless commu-
nication device 100A executes the disconnection processing
(S1829), and changes to the P2P unconfigured state (S1831).
In addition, the wireless communication device 100B also
executes the disconnection processing (S1833).

[0377] According to such a processing to interrupt the
mirroring service, provided services are automatically
stopped when a third wireless communication device 100 is
in proximity, and services are started anew with the third
wireless communication device 100. That is to say, services
may be automatically interrupted by a simple operation.

(Processing to Continue Mirroring Service)

[0378] FIG. 43 is a sequence diagram illustrating an
example of an overall flow of a processing for continuing a
mirroring service.

[0379] First, the mirroring service between the wireless
communication device 100A and the wireless communica-
tion device 100B is provided (S1861). Then, the user brings
the wireless communication device 100C in proximity to the
wireless communication device 100B. In this case, the
wireless communication device 100B sends the device infor-
mation service capability information for the wireless com-
munication device 100B to the wireless communication
device 100C via NFC (S1863). At this point, the wireless
communication device 100B is temporarily busy, and so
“continue (not capable of ending)” is included in the capa-
bility information as the information representing the capa-
bility to end services. In addition, information representing
providable services is not included in the capability infor-
mation, for example.

[0380] As services are not capable of being ended, the
wireless communication device 100C sends a service con-
tinue request to the wireless communication device 100B
(S1865). The continue request functions as a so-called
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acknowledgment. In this case, for example, the device
information for the wireless communication device 100C is
also sent to the wireless communication device 100B. Then,
the mirroring service between the wireless communication
device 100A and the wireless communication device 100B
is continued (S1867).

[0381] When the wireless communication device 100B is
in a busy state in this way, the starting of new services may
be avoided.

[0382] Further, when the wireless communication device
100C is in a busy state, the wireless communication device
100C may send a service disconnect request to the wireless
communication device 100B regardless off the content of the
capability information for the wireless communication
device 100B. According to such a processing, the starting of
services may be avoided even when the wireless communi-
cation device 100C is in a busy state.

<<9. Hardware Configuration>>

[0383] This concludes the description of the embodiments
of the present disclosure. The processing by the previously
described wireless communication device 100 is imple-
mented by a combined operation of software and the wire-
less communication device 100 hardware, which will be
described next.

[0384] FIG. 44 is an explanatory diagram illustrating an
example of a hardware configuration of the wireless com-
munication device 100. Referencing FIG. 44, the wireless
communication device 100 is provisioned with a Central
Processing Unit (CPU) 11, Read-Only Memory (ROM) 13,
Random Access Memory (RAM) 15, input device 17, output
device 19, storage device 21, drive 23, imaging device 25,
and communication device 27.

[0385] The CPU 11 functions as a calculation processing
device and control device, and controls the overall operation
within the wireless communication device 100 in accor-
dance with various programs. In addition, the CPU 11 may
be a microprocessor. The ROM 13 stores programs used by
the CPU 11, calculation parameters, and other information.
The RAM 13 temporarily stores programs used during
execution of the CPU 11, parameters that vary during this
execution, and other information. These units are intercon-
nected by a host bus configured from a CPU bus or similar.
[0386] The input device 17 is configured from input
methods for input of information by the user such as a
mouse, keyboard, touch panel, button, microphone, switch,
and lever, and from input control circuits to generate input
signals on the basis of user input, and output these to the
CPU 11. The user of the wireless communication device 100
may input various data into the wireless communication
device 100 and specify processing operations by operating
the input device 17.

[0387] The output device 19 includes display devices such
as a liquid crystal display (LCD) device, an organic light
emitting diode (OLED) device, and a lamp, for example.
The output device 19 also includes audio output devices
such as a speaker and headphone. The display device
displays captured images or generated images, for example.
Conversely, the audio output device converts audio data and
so on into audio, and outputs this audio.

[0388] The storage device 21 stores data and is configured
as an example of a storage unit of the wireless communi-
cation device 100 according to the present embodiment. The
storage device 21 may include a storage medium, a record-
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ing device to record data to the storage medium, a reading
device to read data from the storage medium, and a deleting
device to delete data stored in the storage medium. This
storage device 21 stores programs executed by the CPU 11
and various data.

[0389] The drive 23 is a storage medium reader-writer, and
is installed internally or externally to the wireless commu-
nication device 100. The drive 23 reads information
recorded to a removable storage medium 30 such as a
mounted magnetic disk, optical disk, magneto-optical disk,
or semiconductor memory, and outputs this to the RAM 15.
In addition, the drive 23 may write information to the
removable storage medium 30.

[0390] An imaging device 213 is provisioned with an
imaging optical system such as an imaging lens and zoom
lens to collect light, and signal converting elements such as
Charge Coupled Devices (CCD) or Complementary Metal
Oxide Semiconductors (CMOS). The imaging optical sys-
tem collects light emitted from a subject, forms an image of
the subject on a signal converting unit, and the signal
converting elements convert the formed subject into elec-
trical image signals.

[0391] The communication device 27 is, for example, a
communication interface configured by a communication
device or similar to connect to a network 40. In addition, the
communication device 27 may be a communication device
supporting wireless local area network (LAN), a communi-
cation device supporting Long Term Evolution (LTE), or a
wired communication device that performs communication
over a wired connection.

[0392] The network 40 is a wired or wireless transmission
path for information sent from devices connected to the
network 40. The network 40 may include, for example, the
Internet, telephone line networks, public networks such as
satellite communication network, various types of local area
network (LAN) including Ethernet (registered trademark),
wide area network (WAN), and so on. In addition, a network
12 may include private networks such as an Internet Proto-
col-Virtual Private Network (IP-VPN).

[0393] This concludes the detailed description of the pret-
erable embodiments of the present disclosure with reference
to the attached drawings, but the technical scope of the
present disclosure is not limited to these examples. It is easy
for a person having ordinary knowledge in the technical field
of the present disclosure to conceive various modifications
that are within the scope of the technical idea described in
the claims, and so it is naturally understood that these
modifications also fall within the technical scope of the
present disclosure.

[0394] For example, examples of using NFC, which is an
OOB mode, and examples using wireless communication
(for example, wireless LAN communication), which is an
in-band mode) for the communication for formation pro-
cessing, invitation processing, provision discovery process-
ing, and processing to drop one of the wireless communi-
cation devices were described, but the present disclosure is
not limited to these examples. For example, according to the
example using NFC, which is an OOB mode, for commu-
nication regarding this processing, wireless communication,
which is an in-band mode, may be used in place of NFC.
More specifically, both NFC and wireless communication
may be used for the communication regarding this process-
ing, or only wireless communication may be used, for
example. In addition, according to the example using wire-
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less communication, which is an in-band mode, for com-
munication regarding this processing, NFC, which is an
OOB mode, may be used in place of wireless communica-
tion, for example. More specifically, both NFC and wireless
communication may be used for the communication regard-
ing this processing, or only NFC may be used, for example.
[0395] In addition, examples were described in which one
wireless communication device is brought into proximity to
another wireless communication device by user operation,
and this wireless communication device first sends informa-
tion (state information, device information, service informa-
tion, etc.), and then the other wireless communication device
sends information. Conversely, examples were described in
which the other wireless communication device sent infor-
mation, and then the first wireless communication device
sent information. However, the present technology is not
limited to these examples. The order in which information is
sent may be reversed regarding these examples.

[0396] Examples were described in which the wireless
communication device is provisioned with an NFC interface
or a read-only tag, but the present technology is not limited
to these examples. The wireless communication device may
be provisioned with a readable-writable tag. In this case, the
readable-writable tag may send information corresponding
to other wireless communication devices, and information
from other wireless communication devices may be written.
In addition, the NFC interface of the wireless communica-
tion device may also operate in card emulation mode. That
is to say, the NFC interface of the wireless communication
device may operate similar to the readable-writable tag.
[0397] The processing steps regarding the communication
control processing according to the present disclosure does
not necessarily have to be executed temporally in sequence
as described in the flowcharts. For example, the processing
steps regarding the communication control processing may
be executed in a sequence different from that described in
the flowcharts, or may be executed in parallel.

[0398] Further, the hardware such as the CPU, ROM, and
RAM installed in the communication control device, base
station, and terminal device may be created by a computer
program for providing functions equivalent to each configu-
ration of the communication control device, base station,
and terminal device. In addition, a storage medium storing
this computer program may be provided.

[0399] Additionally, the present technology may also be
configured as below.

[0400] (1) A communication device including:

[0401] an obtaining unit configured to obtain first state
information representing a state of a first wireless commu-
nication device regarding a direct connection between
devices via wireless communication and second state infor-
mation representing a state of a second wireless communi-
cation device regarding the direct connection; and

[0402] a control unit configured to establish a connection
between the first wireless communication device and the
second wireless communication device via the wireless
communication on the basis of the first state information and
the second state information,

[0403] wherein at least one of the first state information
and the second state information is obtained via near-field
communication.

[0404] (2) The communication device according to (1),
[0405] wherein the first wireless communication device
has a function of the direct connection, and
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[0406] wherein the control unit changes the state of the
first wireless communication device.

[0407] (3) The communication device according to (2),
[0408] wherein the state of the first wireless communica-
tion device is one of a first state in which the direct
connection is established with other wireless communica-
tion devices in a group of wireless communication devices
formed by the direct connection, a second state in which the
direct connection is established with a wireless communi-
cation device in the first state in the group of wireless
communication devices formed by the direct connection,
and a third state in which the direct connection is not
established, and

[0409] wherein the control unit changes the state of the
first wireless communication device from one of the first
state, the second state, and the third state to the other state
of the first state, the second state, and the third state.
[0410] (4) The communication device according to (3),
[0411] wherein the control unit changes the state of the
first wireless communication device from the first state or
the second state to the third state when the state of the first
wireless communication device is the first state or the
second state, and the first wireless communication device
and the second wireless communication device are not
capable of communicating with each other in the group of
wireless communication devices formed by the direct con-
nection.

[0412] (5) The communication device according to (3) or
4,
[0413] wherein the state of the first wireless communica-

tion device is capable of being the first state in the group of
wireless communication devices formed by the direct con-
nection, and the second state in a different group of wireless
communication devices formed by the direct connection.

[0414] (6) The communication device according to (5),

[0415] wherein the control unit changes the state of the
first wireless communication device in a manner that the
state of the first wireless communication device is the first
state in a first group of wireless communication devices
formed by the direct connection and the second state in a
second group of wireless communication devices formed by
the direct connection when the state of the first wireless
communication device is the first state in the first group.

[0416] (7) The communication device according to (5) or
(6),
[0417] wherein the control unit changes the state of the

first wireless communication device in a manner that the
state of the first wireless communication device is the
second state in a first group of wireless communication
devices formed by the direct connection and the first state in
a second group of wireless communication devices formed
by the direct connection when the state of the first wireless
communication device is the second state in the first group.

[0418] (8) The communication device according to (3) to
2
[0419] wherein the control unit selects a target pair of the

state of the first wireless communication device and the state
of the second wireless communication device that enable a
connection between the first wireless communication device
and the second wireless communication device, and changes
the state of the first wireless communication device in a
manner that the state of the first wireless communication
device and the state of the second wireless communication
device transition to the target pair.
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[0420] (9) The communication device according to (8),
[0421] wherein the control unit selects the target pair with
higher priority from a plurality of the target pairs.

[0422] (10) The communication device according to (3) to
(D,
[0423] wherein the obtaining unit obtains a target pair of

the state of the first wireless communication device and the
state of the second wireless communication device that
enable a connection between the first wireless communica-
tion device and the second wireless communication device,
and
[0424] wherein the control unit changes the state of the
first wireless communication device in a manner that the
state of the first wireless communication device and the state
of the second wireless communication device transition to
the target pair.
[0425] (11) The communication device according to (10),
[0426] wherein the first wireless communication device is
the communication device, wherein the obtaining unit
obtains the second state information and the target pair via
near-field communication, and
[0427] wherein the control unit changes the state of the
first wireless communication device on the basis of the target
pair before sending the first state information to the second
wireless communication device.
[0428] (12) The communication device according to any
one of (3) to (11),
[0429] wherein the second wireless communication device
does not have the function of the direct connection,
[0430] wherein the state of the second wireless commu-
nication device is a fourth state representing lack of the
function to the direct connection, and
[0431] wherein the control unit changes the state of the
first wireless communication device from the second state or
the third state to the first state when the state of the first
wireless communication device is the second state or the
third state.
[0432] (13) The communication device according to (1),
[0433] wherein the first wireless communication device
and the second wireless communication device do not have
a function to the direct connection,
[0434] wherein the state of the first wireless communica-
tion device and the state of the second wireless communi-
cation device are the fourth state representing lack of a
function of the direct connection, and
[0435] wherein the control unit causes the first wireless
communication device and the second wireless communi-
cation device to establish a connection with the same access

point.

[0436] (14) The communication device according to (1) to
(13),

[0437] wherein the control unit controls processing for

starting a service between the first wireless communication
device and the second wireless communication device after
a connection is established between the first wireless com-
munication device and the second wireless communication
device via the wireless communication.

[0438] (15) The communication device according to (14),
[0439] wherein the obtaining unit obtains information
used for starting the service via near-field communication,
and

[0440] wherein the control unit controls the processing for
starting the service on the basis of the information used for
starting the service.
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[0441] (16) The communication device according to (15),
[0442] wherein the information used for starting the ser-
vice is obtained via near-field communication when the at
least one of the first state information and the second state
information is obtained via near-field communication.
[0443] (17) The communication device according to any
one of (3) to (12),
[0444] wherein the obtaining unit further obtains first
constraint information representing a constraint on the first
wireless communication device regarding the direct connec-
tion, and second constraint information representing a con-
straint on the second wireless communication device regard-
ing the direct connection, and
[0445] wherein at least one of a combination of the first
state information and the first constraint information and a
combination of the second state information and the second
constraint information is obtained via near-field communi-
cation.
[0446] (18) The communication device according to (17),
[0447] wherein the first constraint information includes at
least one of information representing that the first wireless
communication device is capable of being in the first state in
the group of wireless communication devices formed by the
direct connection, and in the second state in a different group
of wireless communication devices formed by the direct
connection, information representing that a further wireless
communication device is capable of being added to the
group of wireless communication devices formed by the
direct connection when the state of the first wireless com-
munication device is the first state in the group, information
representing whether or not the first wireless communication
device is capable of operating as a terminal equivalent to an
access point, and information representing whether or not
the first wireless communication device is capable of estab-
lishing a connection between another wireless communica-
tion device and an access point.
[0448] (19) The communication device according to any
one of (1) to (18),
[0449] wherein one of the first wireless communication
device and the second wireless communication device is the
communication device, and
[0450] wherein the second state information is obtained
via near-field communication when the first wireless com-
munication device is the communication device, and the first
state information is obtained via near-field communication
when the second wireless communication device is the
communication device.
[0451] (20) The communication device according to any
one of (1) to (10) and (12) to (18),
[0452] wherein the first state information and the second
state information are both obtained via near-field commu-
nication.
[0453] (21) The communication device according to (20),
[0454] wherein the first wireless communication device
and the second wireless communication device do not have
a function to the direction connection,
[0455] wherein the communication device further includes
a wireless communication unit for performing wireless
communication, and
[0456] wherein the control unit establishes a connection
between the first wireless communication device and the
communication device, and a connection between the sec-
ond wireless communication device and the communication
device, and causes the wireless communication unit to
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transfer data from one of the first wireless communication
device and the second wireless communication device to the
other wireless communication device.
[0457] (22) The communication device according to any
one of (1) to (21),
[0458] wherein the wireless communication is wireless
local area network (LAN) communication, and
[0459] wherein the direct connection is compliant with a
Wi-Fi Direct standard.
[0460] (23) A communication control method including:
[0461] obtaining first state information representing a state
of a first wireless communication device regarding a direct
connection between devices via wireless communication
and second state information representing a state of a second
wireless communication device regarding the direct connec-
tion; and establishing a connection between the first wireless
communication device and the second wireless communi-
cation device via the wireless communication on the basis of
the first state information and the second state information,
[0462] wherein at least one of the first state information
and the second state information is obtained via near-field
communication.
[0463] (24) A program for causing a computer to function
as:
[0464] an obtaining unit configured to obtain first state
information representing a state of a first wireless commu-
nication device regarding a direct connection between
devices via wireless communication and second state infor-
mation representing a state of a second wireless communi-
cation device regarding the direct connection; and
[0465] a control unit configured to establish a connection
between the first wireless communication device and the
second wireless communication device via the wireless
communication on the basis of the first state information and
the second state information,
[0466] wherein at least one of the first state information
and the second state information is obtained via near-field
communication.
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[0467] 100 wireless communication device
[0468] 110 wireless antenna

[0469] 120 NFC antenna

[0470] 130 wireless LAN interface

[0471] 140 NFC interface

[0472] 150 memory

[0473] 160 control unit

1. (canceled)

2. A first communication apparatus, comprising:

a first wireless communication device configured to share
at least a communication channel for wireless commu-
nication with a second communication apparatus; and

a second wireless communication device configured to
communicate by wireless communication through the
communication channel with the second communica-
tion apparatus to form a group between the first com-
munication apparatus and the second communication
apparatus.

3. The first communication apparatus according to claim
2, wherein said first wireless communication device is
further configured to send a first role indication of the first
communication apparatus to the second communication
apparatus.
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4. The first communication apparatus according to claim
3, further comprising a memory unit, wherein the first role
indication is obtained from said memory unit.

5. The first communication apparatus according to claim
4, wherein said first wireless communication device is
further configured to receive a second role indication of the
second communication apparatus from the second commu-
nication apparatus.

6. The first communication apparatus according to claim
5, wherein said first wireless communication device is
further configured to receive address information of the
second communication apparatus from the second commu-
nication apparatus.

7. The first communication apparatus according to claim
6, wherein when the first role indication indicates P2P device
and the second role indication indicates P2P device, said first
communication apparatus is configured to send a negotiation
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request to the second communication apparatus, using the
address information, for negotiation about which apparatus
operates as GO in the group.

8. The first communication apparatus according to claim
6, wherein when the first role indication indicates P2P device
and the second role indication indicates GO, said first
communication apparatus is further configured to send an
invitation request to the second communication apparatus,
using the address information, for joining a group of the
second communication apparatus.

9. The first communication apparatus according to claim
5, wherein said first wireless communication device is
further configured to share password information for authen-
tication between the first communication apparatus and the
second communication apparatus.
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