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SYNCHRONIZATION AND RESERVATION
BASED ON SUB TIMESLOTS FOR
UNALIGNED WIRELESS
COMMUNICATIONS

TECHNICAL FIELD

[0001] The present disclosure relates generally to com-
puter networks, and, more particularly, to synchronization
and reservation based on sub timeslots for unaligned wire-
less communications.

BACKGROUND

[0002] Low power and Lossy Networks (LLNs), for
example, sensor networks, have a myriad of applications,
such as Smart Grid and Smart Cities. Various challenges are
presented with LLNs, such as lossy links, low bandwidth,
battery operation, low memory and/or processing capability
of a device, etc. Changing environmental conditions may
also affect device communications. For example, physical
obstructions (e.g., changes in the foliage density of nearby
trees, the opening and closing of doors, etc.), changes in
interference (e.g., from other wireless networks or devices),
propagation characteristics of the media (e.g., temperature
or humidity changes, etc.), and the like, also present unique
challenges to LLNs.

[0003] In contrast to many traditional computer networks,
LLN devices typically communicate via shared-media links.
For example, LLN devices that communicate wirelessly
may communicate using overlapping wireless channels
(e.g., frequencies). In other cases, LLN devices may com-
municate with one another using shared power line com-
munication (PLC) links. For example, in a Smart Grid
deployment, an electric utility may distribute power to
various physical locations. At each location, there may be a
smart meter that communicates wirelessly and/or uses the
electrical power distribution line itself as a communication
medium.

[0004] Smart Grid networks typically support random
communication traffic on the communication medium. To
prevent the communication medium from becoming over-
loaded by too many nodes using the medium at once,
communication schedules may be put into place in the
network, thereby allowing each node to know when its
neighbors will be communicating on the medium and for
how long. However, the timeslots of such schedules are also
typically unsynchronized across the entire network, still
leading to the potential for collisions and other conditions
that could impinge on the traffic in the network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The embodiments herein may be better understood
by referring to the following description in conjunction with
the accompanying drawings in which like reference numer-
als indicate identically or functionally similar elements, of
which:

[0006] FIG. 1 illustrates an example communication net-
work;

[0007] FIG. 2 illustrates an example network device/node;
[0008] FIG. 3 illustrates an example of a simplified net-

work configured for synchronization and reservation based
on sub timeslots for unaligned wireless communications;

[0009] FIG. 4 illustrates an example superframe;
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[0010] FIG. 5 illustrates an example message transmitted
by a child node; and

[0011] FIGS. 6-7 illustrate example simplified procedures
for synchronization and reservation based on sub timeslots
for unaligned wireless communications.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0012] According to one or more embodiments of the
disclosure, a parent device in an unaligned wireless network
may determine a superframe comprising a header timeslot
followed by a plurality of sub timeslots. The parent device
may transmit, to a plurality of child devices in the unaligned
wireless network, a beacon during the header timeslot,
wherein the beacon comprises 1) synchronization informa-
tion used by the plurality of child devices to synchronize to
the header timeslot and ii) reservation information that
indicates one or more reserved sub timeslots of the plurality
of sub timeslots. The parent device may receive, from a
particular child device of the plurality of child devices, a
message during a particular sub timeslot of the plurality of
sub timeslots that is different than the one or more reserved
sub timeslots.

[0013] According to one or more embodiments of the
disclosure, a child device in an unaligned wireless network
may synchronize to a header timeslot of a superframe using
synchronization information provided in a beacon that is
transmitted by a parent device. The child device may select
aparticular sub timeslot from a plurality of sub timeslots that
follow the header timeslot using reservation information
provided in the beacon, wherein the particular sub timeslot
is different than one or more reserved sub timeslots that are
indicated by the reservation information. The child device
may send, to the parent device a message during the par-
ticular sub timeslot of the plurality of sub timeslots.

DESCRIPTION

[0014] A computer network is a geographically distributed
collection of nodes interconnected by communication links
and segments for transporting data between end nodes, such
as personal computers and workstations, or other devices,
such as sensors, actuators, etc. Many types of networks are
available, ranging from local area networks (LANs) to wide
area networks (WANSs). LANs typically connect the nodes
over dedicated private communications links located in the
same general physical location, such as a building or cam-
pus. WANSs, on the other hand, typically connect geographi-
cally dispersed nodes over long-distance communications
links, such as common carrier telephone lines, optical light-
paths, synchronous optical networks (SONET), synchronous
digital hierarchy (SDH) links, or Powerline Communica-
tions (PLC), long distance wireless links, and others. Other
types of networks, such as field area networks (FANSs),
neighborhood area networks (NANS), personal area net-
works (PANs), etc. may also make up the components of any
given computer network.

[0015] The nodes typically communicate over the network
by exchanging discrete frames or packets of data according
to predefined protocols, such as the Transmission Control
Protocol/Internet Protocol (TCP/IP). In this context, a pro-
tocol consists of a set of rules defining how the nodes
interact with each other. Computer networks may be further
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interconnected by an intermediate network node, such as a
router, to extend the effective “size” of each network.
[0016] In various embodiments, computer networks may
include an Internet of Things network. Loosely, the term
“Internet of Things” or “IoT” (or “Internet of Everything” or
“loE”) refers to uniquely identifiable objects (things) and
their virtual representations in a network-based architecture.
In particular, the IoT provides the ability to connect more
than just computers and communications devices, but rather
the ability to connect “objects” in general, such as lights,
appliances, vehicles, heating, ventilating, and air-condition-
ing (HVAC), windows and window shades and blinds,
doors, locks, etc. The “Internet of Things™ thus generally
refers to the interconnection of objects (e.g., smart objects),
such as sensors and actuators, over a computer network
(e.g., via IP), which may be the public Internet or a private
network. Often, loT networks operate within a shared-media
mesh networks, such as wireless or PLC networks, etc. IoT
networks are comprised of anything from a few dozen to
thousands or even millions of devices, and support point-
to-point traffic (between devices inside the network), point-
to-multipoint traffic (from a central control point such as a
root node to a subset of devices inside the network), and
multipoint-to-point traffic (from devices inside the network
towards a central control point).

[0017] Fog computing is a distributed approach of cloud
implementation that acts as an intermediate layer from local
networks (e.g., loT networks or user networks) to the Cloud
(e.g., centralized and/or shared resources, as will be under-
stood by those skilled in the art). That is, generally, fog
computing entails using layers of devices at or near the
network edge to provide application services to the local
nodes in the network, in contrast to cloud-based approaches
that rely on remote data centers/cloud environments for the
services. To this end, a fog node is a functional node that is
deployed close to IoT endpoints to provide computing,
storage, and networking resources and services. Multiple fog
nodes organized or configured together form a fog system,
to implement a particular solution. Fog nodes and fog
systems can have the same or complementary capabilities, in
various implementations. That is, each individual fog node
does not have to implement the entire spectrum of capabili-
ties. Instead, the fog capabilities may be distributed across
multiple fog nodes and systems, which may collaborate to
help each other to provide the desired services. In other
words, a fog system can include any number of virtualized
services and/or data stores that are spread across the dis-
tributed fog nodes. This may include a master-slave con-
figuration, publish-subscribe configuration, or peer-to-peer
(P2P) configuration.

[0018] FIG. 1 is a schematic block diagram of an example
simplified computer network 100 illustratively comprising
nodes/devices at various levels of the network, intercon-
nected by various methods of communication. For instance,
the links may be wired links or shared media (e.g., wireless
links, PL.C links, etc.) where certain nodes, such as, e.g.,
routers, sensors, computers, etc., may be in communication
with other devices, e.g., based on connectivity, distance,
signal strength, current operational status, energy reserves,
load factors, location, etc.

[0019] Specifically, as shown in the example network 100,
three illustrative layers are shown, namely the cloud net-
work 110 (the Cloud), fog network 120 (the Fog), and IoT
network 130 (with IoT nodes (“things” or “endpoints™) 132).
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Tlustratively, the Cloud 110 may comprise general connec-
tivity via the Internet 112, and may contain one or more
datacenters 114 with one or more centralized servers 116 or
other devices, as will be appreciated by those skilled in the
art. Within the fog layer 120, various fog nodes/devices 122
(e.g., with fog modules, described below) may execute
various fog computing resources on network edge devices,
as opposed to datacenter/cloud-based servers or on the
endpoint nodes 132 themselves of the IoT layer 130. Data
packets (e.g., traffic and/or messages sent between the
devices/nodes) may be exchanged among the nodes/devices
of the computer network 100 using predefined network
communication protocols such as certain known wired pro-
tocols, wireless protocols, PLC protocols, or other shared-
media protocols where appropriate. In this context, a pro-
tocol consists of a set of rules defining how the nodes
interact with each other. Resources in fog nodes 122 and the
links surrounding them may be shared between different
users, applications, organizations, or tenants in loT network
130.

[0020] Those skilled in the art will understand that any
number of nodes, devices, links, etc. may be used in the
computer network, and that the view shown herein is for
simplicity. Also, those skilled in the art will further under-
stand that while the network is shown in a certain orienta-
tion, the network 100 is merely an example illustration that
is not meant to limit the disclosure. For example “real-
world” computer networks may comprise any type of net-
work, including, among others, Fog networks, loT networks,
cloud networks, core networks, backbone networks, data
centers, enterprise networks, provider networks, customer
networks, virtualized networks (e.g., virtual private net-
works or “VPNs”), combinations thereof, and so on. Also
note that while one layer of fog nodes 122 is shown, the fog
layer 120 can comprise a hierarchy of fog layers. Note
further that the network environments and their associated
devices may also be located in different geographic loca-
tions.

[0021] FIG. 2 is a schematic block diagram of an example
computing device 200 that may be used with one or more
embodiments described herein e.g., as any of the devices
shown in FIG. 1 above, and particularly as specific devices
as described further below. The device may comprise one or
more network interfaces 210 (e.g., wired, wireless, etc.), at
least one processor 220, and a memory 240 interconnected
by a system bus 250, as well as a power supply 260 (e.g.,
battery, plug-in, etc.).

[0022] The network interface(s) 210 contain the mechani-
cal, electrical, and signaling circuitry for communicating
data over links coupled to the network 100, e.g., providing
a data connection between device 200 and the data network,
such as the Internet. The network interfaces may be config-
ured to transmit and/or receive data using a variety of
different communication protocols. For example, interfaces
210 may include wired transceivers, WiFi transceivers,
cellular transceivers, or the like, each to allow device 200 to
communicate information to and from a remote computing
device or server over an appropriate network. The same
network interfaces 210 also allow communities of multiple
devices 200 to interconnect among themselves, either P2P,
or up and down a hierarchy. Note, further, that the nodes may
have two different types of network connections 210, e.g.,
wireless and wired/physical connections, and that the view
herein is merely for illustration. Also, while the network
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interface 210 is shown separately from power supply 260,
for devices using powerline communication (PL.C) or Power
over Ethernet (PoE), the network interface 210 may com-
municate through the power supply 260, or may be an
integral component of the power supply.

[0023] The memory 240 comprises a plurality of storage
locations that are addressable by the processor 220 and the
network interfaces 210 for storing software programs and
data structures associated with the embodiments described
herein. The processor 220 may comprise hardware elements
or hardware logic adapted to execute the software programs
and manipulate the data structures 245. An operating system
242, portions of which are typically resident in memory 240
and executed by the processor, functionally organizes the
device by, among other things, invoking operations in sup-
port of software processes and/or services executing on the
device. These software processes and/or services may com-
prise one or more functional processes 246, and on certain
devices, an illustrative “synchronization” process 248, as
described herein. Notably, functional processes 246, when
executed by processor(s) 220, cause each particular device
200 to perform the various functions corresponding to the
particular device’s purpose and general configuration. For
example, a router would be configured to operate as a router,
a server would be configured to operate as a server, an access
point (or gateway) would be configured to operate as an
access point (or gateway), and so on.

[0024] It will be apparent to those skilled in the art that
other processor and memory types, including various com-
puter-readable media, may be used to store and execute
program instructions pertaining to the techniques described
herein. Also, while the description illustrates various pro-
cesses, it is expressly contemplated that various processes
may be embodied as modules configured to operate in
accordance with the techniques herein (e.g., according to the
functionality of a similar process). Further, while the pro-
cesses have been shown separately, those skilled in the art
will appreciate that processes may be routines or modules
within other processes.

[0025] Classical Operational Technology (OT) applica-
tions such as industrial automation and control systems
(IACS) typically rely on wired serial P2P links and buses in
order to ensure a controlled and repeatable experience of the
transmission, every time. In order to converge OT with
Information Technology (IT), IP over wired and wireless
technologies (e.g., utilities and smart grid networks) must
become more deterministic. Example environments that
benefit from deterministic networking (such as deterministic
Ethernet) include industrial engineering or other networks
requiring precision control timing (e.g., controlling actuators
at a precise time). Originally designed for best effort traffic
and relying on statistical multiplexing to optimize the use of
shared links, these technologies are now being upgraded to
provide new levels of guarantees in terms of reliability and
timeliness as well as deterministic traffic.

[0026] Utilities and smart grid networks, contrastingly, are
optimized for stochastic traffic. Consequently, conventional
wireless network protocols for utilities and smart grid lead
to unaligned wireless networks. In an example, an unaligned
wireless network can use timeslots of 128 milliseconds (ms)
that are not globally synchronized (e.g., as in Wi-SUN) to
facilitate communication among nodes. A node in the
unaligned wireless network needs to be aware of and main-
tain, for each neighboring node, when a timeslot of 128 ms
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starts (for communication with each neighboring node).
Since the timeslot is long, there can be more desynchroni-
zation (and, thus, the lack of scheduling) between a sender
node and a listener node. Negative aspects of unaligned
wireless networks include:

[0027] 1) a sender node may start sending to a listener
node anytime while the listener node is already receiving a
transmission from another node, augmenting the chances of
hidden terminal collision, due to the unaligned wireless
network implementing an ALOHA random access protocol
as opposed to a slotted ALOHA random access protocol;
[0028] 2) wasted interframe space due to application of
carrier-sense multiple access with collision avoidance
(CSMA/CA) inside the timeslots to mitigate bandwidth loss
transmission of a frame that may need less time than the
length of a timeslot (e.g., 128 ms);

[0029] 3) inability to use transmission(s) for synchroniza-
tion because the transmission(s) can occur anywhere in a
timeslot of an unaligned wireless network; and

[0030] 4) lack of resource reservation for particular trans-
missions (e.g., for deterministic traffic).

[0031] Accordingly, there is a need for future versions of
unaligned wireless networks, specifically for utilities and
smart grid networks, to provide controlled and repeatable
quality of the transmissions.

[0032] —Synchronization and Reservation Based on Sub
Timeslots for Unaligned Wireless Communications—
[0033] As noted above, conventional utilities and smart
grid networks are typically implemented as unaligned wire-
less networks. Unaligned wireless networks are often cat-
egorized as slow hopping technologies because they com-
prise long timeslots (e.g., 128 ms) during which sending
nodes transmit and listening nodes receive transmissions
(e.g., messages). Due to the long timeslots, there are ample
opportunities for transmissions from a plurality of nodes,
leading to collisions during the transmissions. Convention-
ally, CSMA/CA has been used to address this issue. How-
ever, synchronization and scheduling) among the nodes of
an unaligned wireless network is not possible when CSMA/
CA is used.

[0034] The techniques herein enable synchronization and
reservation in slow hopping technologies (e.g., unaligned
wireless networks) that comprise long timeslots. In particu-
lar, CSMA/CA within the long timeslots is replaced with a
superframe that can be used for synchronizing and sched-
uling among nodes of unaligned wireless networks. The
nodes can be low power (sleeping) devices. The superframe
can comprise a plurality of timeslots preceded by a header
timeslot. The header timeslot is used by a receiver node to
advertise beacon-type information and whether some sub
timeslots are reserved. Sender nodes listen to that transmis-
sion and may use it to synchronize if the receiver is a time
parent. The sender nodes then send at a specific offset within
the superframe. If a sender node is a time parent to the
receiver node, then the receiver node may re-synchronize to
the specific offset within the superframe. Further, the
receiver node can reserve sub timeslots that are not reserved
for future transmissions (e.g., for deterministic traffic).
[0035] Stated in another way, synchronization of timeslots
among nodes in unaligned wireless networks (e.g., utilities
and smart grid networks) is established with the superframe.
The resulting operation is equivalent to slotted ALOHA,
where only the first timeslot in a slot frame is used for
communication and all other timeslots are idle for power
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saving or used for some other activity. In an example, a
directed acyclic graph (DAG) network (e.g., implemented
using Routing Protocol for Low-Power and Lossy Networks
(LLN)) can be used to disseminate synchronization (e.g.,
timing) information.

[0036] Specifically, according to one or more embodi-
ments of the disclosure as described in detail below, a parent
device in an unaligned wireless network may determine a
superframe comprising a header timeslot followed by a
plurality of sub timeslots. The parent device may transmit,
to a plurality of child devices in the unaligned wireless
network, a beacon during the header timeslot, wherein the
beacon comprises 1) synchronization information used by
the plurality of child devices to synchronize to the header
timeslot and ii) reservation information that indicates one or
more reserved sub timeslots of the plurality of sub timeslots.
The parent device may receive, from a particular child
device of the plurality of child devices, a message during a
particular sub timeslot of the plurality of sub timeslots that
is different than the one or more reserved sub timeslots.
Further, according to one or more embodiments of the
disclosure, a child device in an unaligned wireless network
may synchronize to a header timeslot of a superframe using
synchronization information provided in a beacon that is
transmitted by a parent device. The child device may select
aparticular sub timeslot from a plurality of sub timeslots that
follow the header timeslot using reservation information
provided in the beacon, wherein the particular sub timeslot
is different than one or more reserved sub timeslots that are
indicated by the reservation information. The child device
may send, to the parent device a message during the par-
ticular sub timeslot of the plurality of sub timeslots.
[0037] Illustratively, the techniques described herein may
be performed by hardware, software, and/or firmware, such
as in accordance with the synchronization process 248,
which may include computer executable instructions
executed by the processor 220 (or independent processor of
interfaces 210) to perform functions relating to the tech-
niques described herein, e.g., in conjunction with routing
process 244.

[0038] Operationally, consider the example of a simplified
network configured for synchronization and reservation
based on sub timeslots for unaligned wireless communica-
tions in FIG. 3. As shown, the simplified network 300
comprises a parent node 302 and a plurality of child nodes
304-306. The parent node 302 can be configured to deter-
mine and transmit a superframe 308.

[0039] Turning to FIG. 4, an example superframe 308 is
shown. As shown, the superframe 308 comprises multiple
sub timeslots. The first sub timeslot can be considered a
header timeslot 400 used for a transmit (Tx) phase where the
parent node 302 emits a beacon. Following the header
timeslot 400 is a plurality of receive (Rx) sub timeslots 402.
In the example shown in FIG. 4, the header timeslot 400 is
8 milliseconds (ms) and each of the plurality of sub timeslots
is 10 ms (there are 12 sub timeslots shown in FIG. 4).
Further in the example show, there are 10 sub time slots;
thus, the total length of the superframe is 128 ms.

[0040] The parent node 302 can use the beacon during the
header timeslot 400 to pass synchronization information, so
idle child nodes 304-306 may listen to the header timeslot
400 of the superframe 308 to synchronize to the header
timeslot 400. Further, the parent node 302 can use the
beacon to pass reservation information that indicates which
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timeslots (that follow the header timeslots) are reserved and
may not be used by other nodes. The reservation information
can optionally indicate a device that has reserved the
timeslots. The reservation information allows the simplified
wireless network to facilitate deterministic traffic. Generally,
the child nodes 304-306 avoid sending packets or messages
during the header timeslot 400 to resolve packet conflicts
with among the child nodes 304-306.

[0041] The child nodes 304-306 may use any of the
plurality of sub timeslots 402 unless a sub timeslot is
reserved by another device, as indicated by the parent node
302 in the header timeslot 400. The child nodes 304-306
may reserve a sub timeslot in advance with the parent node
302 according to reservation protocols known in the art.
Further, the child nodes 304-306 indicate, in a message
transmitted by each child node to the parent node 302, which
sub timeslots are used by the child nodes 304-306. The child
nodes 304-306 may also indicate a range or length of the
message (e.g., in time or duration) if the message is longer
than one sub timeslot, thereby allowing the child nodes
304-306 to couple multiple sub timeslots to enable lower
physical layer (PHY) rates.

[0042] The child nodes 304-306 may use sender may use
IPv6 over Low-Power Wireless Personal Area Networks
(6LoWPAN) fragmentation to fit transmissions in the sub
timeslots 402. Further, the child nodes 304-306 may use
media access control (MAC) randomization to select sub
timeslots to limit chances of collisions of transmissions by
the child node 304-306.

[0043] With reference to FIG. 5, an example message
transmitted by a child node is shown. In particular, a child
node in the plurality of child nodes 304-306 starts transmit-
ting the message 500 at a precise offset (TsTxOffset) 502
from the beginning of a sub timeslot. Further, an acknowl-
edgment 504 comes with a fixed offset in the last time slot
and also be used for synchronization (in situations where the
message is longer than one sub timeslot).

[0044] In an embodiment, backward compatibility with
parent nodes that do not support the superframe 308 (e.g., a
parent node does not send the beacon during the header
timeslot 400) can be ensured. In particular, non-supporting
parent nodes are still aware of a global time and will still
emit transmissions based on time slot boundaries within a
virtual superframe.

[0045] In an embodiment, backward compatibility with
child nodes that do not support the superframe 308 is
ensured because the non-supporting child nodes can detect
when the parent node 302 emits a transmission during the
header timeslot 400 (e.g., a collision) and refrain from
transmitting messages. Further, the non-supporting child
nodes will transmit messages at random times and can
conduct clear channel assessment (CCA).

[0046] FIGS. 6-7 illustrate example simplified procedures
for synchronization and reservation based on sub timeslots
for unaligned wireless communications in a network in
accordance with one or more embodiments described herein.
For example, a non-generic, specifically configured device
(e.g., device 200) may perform procedures 600-700 by
executing stored instructions (e.g., process 248).

[0047] With reference to FIG. 6, a procedure 600 may start
at step 605, and continues to step 610, where, as described
in greater detail above, the device, configured as a parent
device in an unaligned wireless network, may determine a
superframe. The superframe can comprise a header timeslot
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followed by a plurality of sub timeslots. The header timeslot
can be 120 ms, and each sub timeslot of the plurality of sub
timeslots can be 12 ms.

[0048] At step 615, as described in greater detail above,
the device may transmit, to a plurality of child devices in the
unaligned wireless network, a beacon during the header
timeslot. The beacon can comprise 1) synchronization infor-
mation used by the plurality of child devices to synchronize
to the header timeslot and ii) reservation information that
indicates one or more reserved sub timeslots of the plurality
of sub timeslots.

[0049] At step 620, the device may receive, from a par-
ticular child device of the plurality of child devices, a
message during a particular sub timeslot of the plurality of
sub timeslots that is different than the one or more reserved
sub timeslots. The particular sub timeslot can be unreserved.
The message received from the particular child device can
comprise a reservation for one or more particular sub
timeslots of the plurality of sub timeslots that are different
than the one or more reserved sub timeslots and/or an
indication that a transmission time of the message is longer
than one sub timeslot. Further, the particular child device
can selects the particular sub timeslot using MAC random-
ization and/or generate the message based on 6LoWPAN
fragmentation. Procedure 600 then ends at step 625.

[0050] With reference to FIG. 7, a procedure 700 may start
at step 705, and continues to step 710, where, as described
in greater detail above, the device, configured as a child
device in an unaligned wireless network, may synchronize
to a header timeslot of a superframe. For the synchroniza-
tion, the device can use synchronization information pro-
vided in a beacon that is transmitted by a parent device
during the header timeslot of the superframe. The super-
frame can be 128 ms, and the header timeslot can be 8 ms.

[0051] At step 715, as described in greater detail above,
the device may select a particular sub timeslot from a
plurality of sub timeslots that follow the header timeslot. For
the selection, the device can use reservation information
provided in the beacon that is transmitted by the parent
device during the header timeslot of the superframe. The
particular sub timeslot is different than one or more reserved
sub timeslots that are indicated by the reservation informa-
tion. Each sub timeslot in the plurality of sub timeslots can
be 12 ms. The particular sub timeslot can be unreserved.

[0052] At step 720, the device may send a message during
the particular sub timeslot of the plurality of sub timeslots.
The message can comprise a reservation for one or more
particular sub timeslots of the plurality of sub timeslots that
are different than the one or more reserved sub timeslots
and/or an indication that a transmission time of the message
is longer than one sub timeslot. Further, the device device
can select the particular sub timeslot using MAC random-
ization and/or generate the message based on 6LoWPAN
fragmentation. Procedure 700 then ends at step 725.

[0053] It should be noted that while certain steps within
procedures 600-700 may be optional as described above, the
steps shown in FIGS. 6-7 are merely examples for illustra-
tion, and certain other steps may be included or excluded as
desired. Further, while a particular order of the steps is
shown, this ordering is merely illustrative, and any suitable
arrangement of the steps may be utilized without departing
from the scope of the embodiments herein. Moreover, while
procedures 600-700 are described separately, certain steps
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from each procedure may be incorporated into each other
procedure, and the procedures are not meant to be mutually
exclusive.

[0054] The techniques described herein, therefore, allow
for synchronization and reservation in slow hopping tech-
nologies (e.g., unaligned wireless networks) that comprise
long timeslots. In particular, CSMA/CA within the long
timeslots is replaced with a superframe that can be used for
synchronizing and scheduling among nodes of unaligned
wireless networks. If a sender node is a time parent to a
receiver node, then the receiver node may re-synchronize to
the specific offset within the superframe. Further, the
receiver node can reserve sub timeslots that are not reserved
for future transmissions (e.g., for deterministic traffic).
[0055] While there have been shown and described illus-
trative embodiments that provide for synchronization and
reservation based on sub timeslots for unaligned wireless
communications, it is to be understood that various other
adaptations and modifications may be made within the spirit
and scope of the embodiments herein. For example, while
certain embodiments are described herein with respect to
using certain protocols, such as MAC randomization or
6LoWPAN, other suitable protocols may be used, accord-
ingly.

[0056] The foregoing description has been directed to
specific embodiments. It will be apparent, however, that
other variations and modifications may be made to the
described embodiments, with the attainment of some or all
of their advantages. For instance, it is expressly contem-
plated that the components and/or elements described herein
can be implemented as software being stored on a tangible
(non-transitory) computer-readable medium (e.g., disks/
CDs/RAM/EEPROM/etc.) having program instructions
executing on a computer, hardware, firmware, or a combi-
nation thereof. Accordingly this description is to be taken
only by way of example and not to otherwise limit the scope
of the embodiments herein. Therefore, it is the object of the
appended claims to cover all such variations and modifica-
tions as come within the true spirit and scope of the
embodiments herein.

What is claimed is:

1. A method, comprising:

determining, by a parent device in an unaligned wireless

network, a superframe comprising a header timeslot
followed by a plurality of sub timeslots;

transmitting, by the parent device to a plurality of child

devices in the unaligned wireless network, a beacon
during the header timeslot, wherein the beacon com-
prises 1) synchronization information used by the plu-
rality of child devices to synchronize to the header
timeslot and ii) reservation information that indicates
one or more reserved sub timeslots of the plurality of
sub timeslots; and

receiving, by the parent device from a particular child

device of the plurality of child devices, a message
during a particular sub timeslot of the plurality of sub
timeslots that is different than the one or more reserved
sub timeslots.

2. The method of claim 1, wherein the message received
from the particular child device comprises a reservation for
one or more particular sub timeslots of the plurality of sub
timeslots that are different than the one or more reserved sub
timeslots.
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3. The method of claim 1, where in the particular sub
timeslot is unreserved.

4. The method of claim 1, wherein the message received
from the particular child device comprises an indication that
a transmission time of the message is longer than one sub
timeslot.

5. The method of claim 1, wherein the particular child
device selects the particular sub timeslot using media access
control (MAC) randomization.

6. The method of claim 1, wherein the particular child
device generates the message based on IPv6 over Low-
Power Wireless Personal Area Networks (6LoWPAN) frag-
mentation.

7. The method of claim 1, wherein the superframe is 128
milliseconds (ms).

8. The method of claim 7, wherein the header timeslot is
8 ms and each of the plurality of sub timeslots is 12 ms.

9. A method, comprising:

synchronizing, by a child device in an unaligned wireless

network, to a header timeslot of a superframe using
synchronization information provided in a beacon that
is transmitted by a parent device;

selecting, by the child device, a particular sub timeslot

from a plurality of sub timeslots that follow the header
timeslot using reservation information provided in the
beacon, wherein the particular sub timeslot is different
than one or more reserved sub timeslots that are indi-
cated by the reservation information; and

sending, by the child device to the parent device, a

message during the particular sub timeslot of the plu-
rality of sub timeslots.

10. The method of claim 9, wherein the message com-
prises a reservation for one or more particular sub timeslots
of'the plurality of sub timeslots that are different than the one
or more reserved sub timeslots.

11. The method of claim 9, wherein the particular sub
timeslot is unreserved.

12. The method of claim 9, wherein the message com-
prises an indication that a transmission time of the message
is longer than one sub timeslot.

13. The method of claim 9, wherein selecting, by the child
device, the particular sub timeslot from the plurality of sub
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timeslots that follow the header timeslot using the reserva-
tion information provided in the beacon comprises:
selecting, by the child device, the particular sub timeslot
from the plurality of sub timeslots using media access
control (MAC) randomization.
14. The method of claim 9, further comprising:
generating, by the child device, the message based on
IPv6 over Low-Power Wireless Personal Area Net-
works (6LoWPAN) fragmentation.

15. The method of claim 9, wherein the superframe is 128
milliseconds (ms).

16. The method of claim 15, wherein the header timeslot
is 8 ms and each of the plurality of sub timeslots is 12 ms.

17. A tangible, non-transitory, computer-readable medium
storing program instructions that cause a parent device in an
unaligned wireless network to execute a process comprising:

determining a superframe comprising a header timeslot

followed by a plurality of sub timeslots;

transmitting, to a plurality of child devices in the

unaligned wireless network, a beacon during the header
timeslot, wherein the beacon comprises i) synchroni-
zation information used by the plurality of child
devices to synchronize to the header timeslot and ii)
reservation information that indicates one or more
reserved sub timeslots of the plurality of sub timeslots;
and

receiving, from a particular child device of the plurality of

child devices, a message during a particular sub
timeslot of the plurality of sub timeslots that is different
than the one or more reserved sub timeslots.

18. The computer-readable medium as in claim 17,
wherein the message received from the particular child
device comprises a reservation for one or more particular
sub timeslots of the plurality of sub timeslots that are
different than the one or more reserved sub timeslots.

19. The computer-readable medium as in claim 17, where
in the particular sub timeslot is unreserved.

20. The computer-readable medium as in claim 17,
wherein the message received from the particular child
device comprises an indication that a transmission time of
the message is longer than one sub timeslot.
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