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Media System 108

Generate a Comparison
Fingerprint for Received
Sequence of Media Content

* 1144

1139 Compare Comparison Fingerprint to
Send a Request for Identification Reference Fingerprints

of Additional Content Based on
Comparison Fingerprint

Lt

— — — — — T W— VWA - " —

:

™~ TRequestincluses 1/
Comparison Fingerprint(s)

1140

I” Request Includes Data | 1141
| Indicating a Matching l

| Reference Fingerprint |

Te  — — — — — — —o— — —

1147
Identify Received Sequence of
Media Content from the Matching
Reference Fingerprint

1143

Response
rom Server?

Yes
1142~

. ——— — — — — — — —— —— T—— — S— — — —— —— d—— —— ——, -

ITracking Mode 1152 1151 v 1148
Generate . Begin Sending Reference
Additional Receive Fingerprints for the Received

et . Reference gerp :
Comparison Fi int Sequence of Media Content to
Fingerprints ingerprints Media Systenl’_ﬂ 149
¢ 1153 | Reference Fingerprints Include!

Compare Respective Reference
Fingerprint(s) with Corresponding

Comparison Fingerprint

r—-—-——.—_—.-—_—....——-———__—

Fingerprints for a Predefined |
Number of Sequence of Media
Content

________ _ 21150
IReference Fingerprints Include|

Fingerprints for Multiple |
| Distinct Sequences of Media |
Content ]

S — — — — — — —— — — T w—

Figure 11C
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Media System 108 Cont. Replace. Sys. 110
1156
I Determine a Reference Position |
1161 | within the Received Sequence of |
= : - ’ | Media Content I
Receive Information Enabling | { ———— —— —‘ ——————
Additional Content to be Selected . 1157
1162 for Display Select Additional Content in
62 —— e ————— Accordance with Predefined
T “Information is Additional S
| Criteria
| Content Ll e —— 1158
——————————— r ved AT
1163 _ o o ‘\ Based on the Received
T ™ information is Unique o E_sequence of Media Content_!
| Identifier of Selected \ _____________________ 1159
| Additional Content | [ Based on the Reference 1|
- T 0T T ' Position '
t---------C ~ L1160
—————————— L~
1164 $ I Based on Information about?l’-
Prepare Content for Display | the User of the Media
1165 | Svst |
| T Determine a Position to } — o _>Sysem_ ____
| Begin Presenting the |
| Additional Media Content | 1130-C
| Based on the Reference e TR e 2
Position _: —> Store Usage Data I
mee | T T _ T _ T T_ T T T T 2
L Decode Additional Content _:
1167 — — — e —— —
L Render Additional Content _:
1168 __ *
Present Displayed Sequence of
Media Content Including at least
a Portion of the Received
Sequence of Media Content and
at least a Portion of the Additional _ R’ ,1130-D
1169 _ _ _ _ Content = ] ] Store Usage Data |
T Display Supplemental e —— 7 -
| ]
Content |
"oy ST oo T o T T T T T
1 Display Replacement |
| _ _ _Content |

Figure 11D
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Compare Comparison Fingerprint to Reference Fingerprints (1144 from Fig. 11C)
1200

Get Next Comparison Fingerprint

|

I

|

Y 1206 |

Evaluate Content Unit from which |
Fingerprint was Generated (e.g., |
Determine if Video Frame is too ]
|

|

|

]

Black or too White)
1210
State = B
INCONCLUSIVE
Compare Comparison Fingerprint _1242
with Reference Fingerprints in First State = -
Subset MULTIPLE _—

1
|
|
|
|
|
|
|
i i ; State = -t - '
Compare Comparison Fingerprint |
with Reference Fingerprints in DETECTED |- l
Second Subset /1236 : |
;!
|
/1222 + v
Match Yes State =
? -
Qg 1224 TRACKING
. N Ly
o NO 1238
[ ]
1226
Yesf./
g 6'J1228
1230
State =
NOMATCH
v 1232

Reset Match Count (MC = 0) for all .
Reference Content Figure 12A
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1210

1255

State = INCONCLUSIVE

Compare Comparison Fingerprint with
Reference Fingerprints

1252
NG~

1250

A

Increment Match
Count for any
Respective Matched
Reference Content

(e.g., MC = MC + 1)

Reset Match Count
for all Reference
Content
(MC =0)

_ 1253

1258
ultiple

START

State = State =
DETECTED MULTIPLE
1236~ ™N1242

Figure 12B
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1236

State = DETECTED

Receive Next Comparison Fingerprint

Y

N
< CU >

\Distinct/? -~

‘Yes

Compare Comparison Fingerprint with
Next Reference Fingerprint(s) for
Matched Reference Content

No 1

1266\ 1263

Yes

1267, 1264

1259

1220_ £,1210

State = |
INCONCLUSIVE

|

Increment Match
Count for Matched
Reference Content

(e.g., MC = MC + 1)

Reset Match Count
for Matched
Reference Content
(MC = 0)

START

State =
TRACKING

Figure 12C
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1242
State = MULTIPLE 1270 7
Receive Next Comparison Fingerprint |
1271 1210

“cu> NO/ I—"—-d—_l
g _ C_U ~ State =

“RQistinct?~ 457, | INCONCLUSIVE |
y Yes 1273

For a Next Respective Matched
— Reference Content

Y 1274

Compare Comparison Fingerprint with
Next Reference Fingerprint(s) for
Respective Matched Reference Content

1280 1276

-
Yes

1282 _ 1278
Increment Match Reset Match Count
Count for for Respective

Matched Reference
Content
(MC =0)

Respective Matched
Reference Content
(e.g., MC=MC + 1)

More
Yes Matched
1288

Wlultiple

1289
1236, 1290,__ 1291 1238
State = No State =
DETECTED Thl';j:’{},"'d TRACKING

Figure 12D
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1238

State = TRACKING _/1 292

- Receive Next Comparison Fingerprint

! 1293

Compare Comparison Fingerprint with
Next Reference Fingerprint(s) for
Matched Reference Content

Reset Match Count
for Matched
Reference Content
(MC = 0)

START

Figure 12E
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1300
1302

Receive a comparison fingerprint that was generated at a media system based
on at least a portion of an unknown sequence of media content at the media
system

______________ {___________________?,1304

['Receive a plurality of comparison fingerprints from the client. The fingerprints |
in the plurality of comparison fingerprints correspond to respective units of the |
unknown sequence of media content. |

| as a stream of fingerprints generated in accordance with a chronological
order of the unknown sequence of media content

Compare the comparison fingerprint with a first plurality of reference
fingerprints for a plurality of reference sequences of media content so as to
identify the unknown sequence of media content as an identified reference

sequence of media content
r The reference fingerprints are generated during a pre-run of a video ]
broadcast. The comparison fingerprints are generated during the video
broadcast.

1310

___________________________ 1312

e e e e e e — e —— e —— — — }
————————————— }———'—'-—————'———— 21314

Figure 13A
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Compare the comparison fingerprint with a first plurality of reference 1308
fingerprints for a plurality of reference sequences of media content so as to ]
identify the unknown sequence of media content as an identified reference

sequence of media content

; | 1316

— — —— — —— — o— —— m— — W— W— T——"r S — M— — —— — W—— o— — —— — o— o

Ifingerprin’( in the first set of reference fingerprints, identify a corresponding,
sequence of media content that corresponds to the single respective
reference fingerprint as the identified sequence of media content I

I~ T/\Iﬁ-e;ngng of the reference fmger&i nts in the first ;et—c'nﬁf-;ef—ergnc—:é -0

fingerprints match the comparison fingerprint, identify a second set of 1318
reference fingerprints in accordance with the set of heuristics and |
comparing the comparison fingerprint to reference fingerprints in the l
second set of reference fingerprints so as to identify the unknown l
sequence of media content | 1320
_________________________ »

! The first set of reference fingerprints consists of fingerprints that f J

correspond to portions of sequences of media content that are withinl
a current broadcast window. The second set of reference |
fingerprints includes fingerprints that correspond to portions of |
sequences of media content that are outside of the current |
broadcast window. |

I
|
|
!
|

———— — — — —— — — —— — —— — — — T —— — — — — o — — —

1
l
|
|
|
|
1
|
|
|
|
|
|
I [ 1322
| I The first set of reference fingerprints consists of fingerprints that
|

|

|

|

|

|

1

|

1

|

1

|

|

|

|

I broadcast within a geographic area associated with the media
system. The second set of reference fingerprints includes
fingerprints that correspond to sequences of media content that are
I outside of the geographical area associated with the media system.

—— — — — —— — — — — — —- — T—— — — — — — — — — —— o a—_— o)

. |
correspond to sequences of media content that have been I
|

|

_________________________ | | 1324
r The first set of reference fingerprints consists of fingerprints that T
correspond to sequences of media content are associated with a '
usage history of the media system. The second set of reference ‘
fingerprints includes fingerprints that correspond to sequences of |
media content that are not associated with the usage history the ‘
media system. |

Figure 13B
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1308
—
Compare the comparison fingerprint with a first plurality of reference
fingerprints for a plurality of reference sequences of media content so as to
identify the unknown sequence of media content as an identified reference
sequence of media content
1328

| When the comparison fingerprint matches multiple respective reference |
I fingerprints that correspond to multiple respective sequences of media |
| content, compare subsequent comparison fingerprints received from the |
| media system to subsequent fingerprints for the respective sequences of |
| media content until one of the subsequent comparison fingerprints is |
| identified as matching reference fingerprints from a single reference |
| sequence of media content. Jl
______,______________} ______________ _ | 1330
" When the comparison fingerprint matches multiple respective reference |
|ﬁngerprints that correspond to the identified reference sequence of media |
content and one or more additional respective sequences of media [
content, send, to the media system, a third plurality of reference |
I fingerprints for the one or more additional respective sequences of media |
content. The second plurality of reference fingerprints and the third |
| plurality of reference fingerprints are for use by the media systemto |
identify a single reference sequence of media content that matches the |
unknown sequence of media content. |

_____________ E_______“____Wﬂﬂwz

more of the respective reference fingerprints is inconclusive, compare
subsequent comparison fingerprints received from the media system to
'subsequent reference fingerprints until one of the subsequent comparison

fingerprints is identified as matching reference fingerprints from a singie
' reference sequence of media content

Figure 13C
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; 1334

Send, to the media system, a second plurality of reference fingerprints for the
identified reference sequence of media content

1336

The second plurality of reference fingerprints are sent to the media
system so as to enable the media system to:

|
l
Monitor current media content at the media system by comparing :
fingerprints in the second plurality of fingerprints with one or more |
additional comparison fingerprints generated at the media system based |
on a current sequence of media content at the media system; and |

|

I

|

|

In response to determining that a respective additional comparison
fingerprint does not match any of the reference fingerprints, send the
respective additional comparison fingerprint to the server system so as to

identify the current sequence of media content at the media system I

o — . — — — — — —— — —— — S— — — — —— o— — T — —_—— S— — —— ——

| 1338

- — — — — — — — — _— — — S— O— —— — — — — — — ——— — {— {—

stream of fingerprints generated in accordance with a chronological order |
of the identified reference sequence of media content.
1340

| The second plurality of reference fingerprints includes reference i
I fingerprints for multiple distinct sequences of media content |

1342
-
The second plurality of reference fingerprints consists of reference
fingerprints for a no more than a predefined number of sequences of l
media content |

I 1346
rSend the sequence of reference fingerprints for the sequence of media content,rj
to the media system includes sending a stream of reference fingerprints

Figure 13D
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| resolution the sequence of media content J ]
. e . — — ——— — — — e Ammm ——— —— —— — — — — '

1400
Provide a Plurality of Sample Locations for Sampling an Optical Pr:::operty,-/mg2
1404
_________________________ L
I' “Each sample location is a block of pixels including a plurality of T
' pixels ‘
I [m———— ———— —— ————— —— — —— — — | _|.1406
I ! The number of pixels in a pixel block is determined based on al™ 1
|
|

1408
_________________________ =
r The sample locations are selected so as to be located within a (N
‘ central region of a display area
1410

I The sample locations are selected so as to be staggered |
horizontally in a display area |

Figure 14A
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N

Generate Reference Fingerprints for Respective Units of Reference
Sequences of Media Content

1414
Get Respective Unit of Media Content 1~
ot Respecfive Unit of Media Cort C1416
[ ™.

1412

[ — e = —— = —— — 1418

Y 1420
Determine Sample Value of Optical

Property for Sample Location

1422
—_—_————————— — — -1 1426
I Sample Location Includes a | - — =

r—
I Plurality of Pixels , Store |

Sample F—
Values |

Determine Statistical Measure(s) of
Sample Values ™ Store l
_»)  Statistical ——

L Measure(s) |

— —— — q— —

1440
Generate Reference Fingerprint for Unit of Media Content

1446

Store a Plurality of the Reference Fingerprints ’

@

Figure 14B
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1448

7

Receive a comparison fingerprint of an unknown unit from an unknown
sequence of media content for comparison with the plurality of reference
fingerprints. The comparison fingerprint includes: a sample value for each
of the sample locations in the unknown unit of media content and one or
more statistical measures of the set of sample values (e.g., a fingerprint

generated from a unit of content as shown in block 1412)
| L1450

1452

The unknown sequence of media content is video content and the |
respective units are frames of video content selected from
l substantially evenly distributed times within the video content 1

Figure 14C
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1454

Compare the comparison fingerprint with the reference fingerprints so as
to identify the unknown sequence of media content as one of the
reference sequences of media content 1456
-4

e WM . W— — — — —— ——— — | — —— — — — — o—— —_—— —_ ——_ —_——_o——

Identify a subset of reference fingerprints whose one or more T
statistical measures are substantially equal to the one or more |
statistical measures of the comparison fingerprint |

[C———————— ———— —— = — —— — — — — | | 1458
The one or more statistical measures includes a first statistical + I

1460

I
I
|
|
fingerprints whose first statistical measure is substantially L1
Iequal to a first statistical measure of the comparison fingerprintl [
' and whose second statistical measure is substantially equal to I
' a second statistical measure of the comparison fingerprint :

|

_ 1462

using a hashing function that uses the one or more statistical | |
measures as input

_____________________ 11 L1464

l

|

|

: :_A' hash table for the hashing function is generated after
I the unknown sequence of media content has been

| transmitted from a content provider and before the
L unknown sequence of media content is scheduled to be
| displayed at a media system

: 1466
|

I

|

I

|

L

— o— — — — o—— —— — — - —— W W Smwe e S S e —

A plurality of hash tables are generated, each hash table | | |
corresponding to units of reference sequences of media | | '
content that have been broadcast for display duringa | | l
respective broadcast window | |

by

|

r
|
|
|
|
|
|
|
|
I
|
|
|
|
|
: I Identifying the subset of reference fingerprints is performed T
i
|
|
|
|
|
!
|
|
i
|
1
|
|
|
i
|

Figure 14D
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to identify the unknown sequence of media content as one of the
reference sequences of media content

reference fingerprint

Comparing the set of sample values of the comparison
fingerprint to the sets of sample values associated with the
reference fingerprints includes, for a respective reference
fingerprint: computing a difference metric indicative of a
comparison between the sample values of the comparison
fingerprint and the sample values of the respective reference
fingerprint, and determining whether the difference metric is

I
|
I
|
I
!
l above a predetermined threshold

| At least one of the reference fingerprints is identified as not |
| matching the comparison fingerprint based on a comparison of |
| @ subset of the sample locations of the reference fingerprint |
| with a subset of the sample locations of the comparison |
l fingerprint

Compare the comparison fingerprint with the reference fingerprints so as”]

| the sets of sample values associated with the reference fingerprints |
lin the subset of reference fingerprints so as to determine a matchingI

1454

1468

1470

1472

Figure 14E
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1454

Compare the comparison fingerprint with the reference fingerprints so as
to identify the unknown sequence of media content as one of the
reference sequences of media content

_________________________ 1474
| the sets of sample values associated with the reference fingerprints |
lin the subset of reference fingerprints so as to determine a matching|
reference fingerprint ]

r— Th;s;m-r—)le_ Ic;aﬁo;\-s ha?e.; ;I:edeter;i;e.d_ orGe: :I:h; B :

difference metric includes a plurality of components |
corresponding to respective sample locations. The comparing |
includes computing the difference metric by incrementally |
adding components corresponding to respective sample
locations in accordance with the predetermined order.

L o e e e e e s . —— ————— — — — — — — —
{ - _} _____ i | 1482

1476

—— ————— — o _—— do———
—

478d , _ o ¥ _ r
- - . ‘1
| ll Incrementally addinga | | Incrementally adding the | |
| (respective component to thel jrespective component to thel I
| ! difference metricfora | difference metric for the | |
| I respective reference | respective reference | |
| | fingerprint increases the | ﬁngerpnnt does not_mcreasel |
| ' difference metric above the | the dlfference. metric above | |
| ‘ predetermined threshold | l‘che predetermined thresholdl I
e —— —— | and there are no more | |
1480._ ; o _{_ _____ | components to add to the | |
—F by difference metric l |

l The respective reference |
Iy fingerprint is identified as | |
| |
! |

l not matching the [ = “ 1484
I comparison fingerprint. The respective reference t

| ——————————— I fingerprint is identified as

l | matching the comparison I |

| !_ fingerprint. | :

e e e e e e e e e e  — ——_—— 4
______________J _____________ 1486

reference sequence of media content from which the matching |
reference fingerprint was generated ]

Figure 14F
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METHOD AND SYSTEM FOR PRESENTING
ADDITIONAL CONTENT AT A MEDIA
SYSTEM

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 13/286,138, filed Oct. 31, 2011, which
claims the benefit of priority of U.S. Provisional Patent
Application No. 61/409,018, filed Nov. 1, 2010, which
applications are incorporated by reference herein in their
entirety.

TECHNICAL FIELD

[0002] The disclosed embodiments relate generally to
selecting additional content for display at a media system,
and more particularly to selecting additional content for
display at a media system based on a sequence of media
content received at the media system.

BACKGROUND

[0003] In recent years, the replacement of television
advertisements with targeted television advertisements has
become an increasingly important advertising method. Con-
tent providers such as television networks routinely insert
generic advertisements into streamed network television
content. For example, a content provider (e.g., a national
cable television network such as ESPN) provides a network
feed that contains embedded interstitial advertisements to
content distributors (e.g., a cable affiliates such as Comcast.
Time Warner Cable). Such advertisements routinely include
advertisements for credit cards, national retailers or other
products with broad appeal. A content distributor or a
content provider may, want to be able to substitute a
replacement advertisement for the advertisement inserted in
the broadcast feed. Merely substituting in a replacement
advertisement for local businesses, such as a car dealership
or a real estate agent does not provide sufficient targeting for
the advertisements. While the advertisement is local it still
may have no relevancy to an individual viewer. Thus,
conventional methods of providing replacement content
(e.g., inserting targeted advertisements) fail to provide suf-
ficiently sophisticated and accurate targeting of replacement
media content while maintaining the simplicity of media
systems. Rather, it would be valuable to advertisers and thus
to content providers to be able to insert highly targeted
advertisements based on other specific information about the
likely viewer of the advertisement.

[0004] Additionally, producers and distributors of content
are looking for new ways to add value to provided content
and to monetize the content. End-users will typically find
more added value and be more receptive to supplemental
information that is related to the content being displayed on
a media system. However, conventional methods of identi-
fying content being displayed at a media system are slow,
inaccurate or require excessive processing power. Thus, it
would also be valuable to producers and distributors of
content to have a way to quickly, accurately and efficiently
determine the content that is to be displayed at a media
system and customize the content so as to provide additional
value to end-users and/or provide new ad impressions for
advertisers that are likely to be viewed by the end-users.

Jul. 16, 2020

SUMMARY

[0005] The above deficiencies and other problems associ-
ated with conventional methods of replacing and/or supple-
menting content displayed at a media system are addressed
by the disclosed system and method for presenting addi-
tional content at a media system. In accordance with one
embodiment, the distribution system disclosed herein sup-
ports identifying content that is currently being displayed or
prepared for display at a media system and identifies addi-
tional content to be displayed instead of or in addition to the
content that is currently being displayed or prepared for
display.

[0006] Some embodiments provide, a method for, at a
media system having one or more processors and memory
storing one or more programs for execution by the one or
more processors so as to perform the method: receiving a
received sequence of media content, for presentation at the
media system and generating a comparison fingerprint of the
received sequence of media content. The comparison fin-
gerprint is for comparison with a plurality of reference
fingerprints so as to identify the received sequence of media
content. The method further includes sending a request for
identification of additional content to a server system,
wherein the request is based at least in part on the compari-
son fingerprint and receiving a response to the request,
where the response includes information enabling additional
content to be selected for display at the media system and the
additional content is selected based at least in part on the
identification of the received sequence of media content. The
method also includes presenting a displayed sequence of
media content at the media system, where the displayed
sequence of media content includes at least a portion of the
received sequence of media content and at least a portion of
the additional content.

[0007] Some embodiments provide, a method for, at a
server system having one or more processors and memory
storing one or more programs for execution by the one or
more processors so as to perform the method: receiving, a
comparison fingerprint that was generated at a media system
based on at least a portion of an unknown sequence of media
content at the media system. The method further includes
comparing the comparison fingerprint with a first plurality of
reference fingerprints for a plurality of reference sequences
of media content so as to identify the unknown sequence of
media content as an identified reference sequence of media
content and sending, to the media system, a second plurality
of reference fingerprints for the identified reference
sequence of media content.

[0008] Some embodiments provide, a method for, at a at
a computer system (e.g., a media system or a server system)
having one or more processors and memory storing one or
more programs for execution by the one or more processors
s0 as to perform the method: providing a plurality of sample
locations for sampling an optical property, and for each of a
plurality of respective units of reference sequences of media
content, generating a reference fingerprint. The generating
includes: determining a set of sample values including a
sample value of the optical property at each sample location
of the respective reference unit of media content and deter-
mining one or more statistical measures of the set of sample
values. The method further includes storing a plurality of the
reference fingerprints and receiving a comparison finger-
print of an unknown unit from an unknown sequence of
media content for comparison with the plurality of reference
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fingerprints. The comparison fingerprint includes: a sample
value for each of the sample locations in the unknown unit
of media content, and one or more statistical measures of the
set of sample values. The method also includes comparing
the comparison fingerprint with the reference fingerprints so
as to identify the unknown sequence of media content as one
of the reference sequences of media content.

[0009] Inaccordance with some embodiments, a computer
system (e.g., a media system or a server system) includes
one or more processors, memory, and one or more programs;
the one or more programs are stored in the memory and
configured to be executed by the one or more processors and
the one or more programs include instructions for perform-
ing the operations of the method described above. In accor-
dance with some embodiments, a computer readable storage
medium has stored therein instructions which when
executed by one or more processors, cause a computer
system (e.g., a media system or a server system) to perform
the operations of the methods described above.

[0010] Thus, the systems and methods described herein
provide an improvement over conventional methods of
providing additional content by quickly, accurately and
efficiently determining content being presented or prepared
for presentation at a media system and providing additional
content for display on the media system (e.g., to replace
and/or supplement at least a portion of a received sequence
of media content).

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a block diagram of a distributed system
for providing media content to a media system in accordance
with some embodiments.

[0012] FIG. 2 is a block diagram of a content provider or
a content distributor in accordance with some embodiments.
[0013] FIG. 3 is a block diagram of a media system for
presenting media content in accordance with some embodi-
ments.

[0014] FIG. 4 is a block diagram of a content replacement
system for providing replacement media content in accor-
dance with some embodiments.

[0015] FIG. 5 is a block diagram illustrating the flow of
data through a distributed system for distributing media
content to a media system using embedded control data in
accordance with some embodiments.

[0016] FIG. 6A-6F include a flow diagram of a process for
remotely controlling media systems using embedded control
data in accordance with some embodiments.

[0017] FIG. 7 is a flow diagram of a method of triggering
actions using steganographic data in accordance with some
embodiments.

[0018] FIG. 8 is a block diagram illustrating the flow of
data through a distributed system for distributing media
content to a media system using fingerprint detection in
accordance with some embodiments.

[0019] FIG.9A-9F include a flow diagram of a process for
remotely controlling media systems using detected finger-
prints in accordance with some embodiments.

[0020] FIGS. 10A-10B are block diagrams illustrating the
flow of data through a distributed system for distributing
media content to a media system using fingerprint detection
in accordance with some embodiments.

[0021] FIGS. 11A-11F include a flow diagram of a process
for monitoring media content being presented at a media
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system and presenting a displayed sequence of media con-
tent at a media system in accordance with some embodi-
ments.

[0022] FIGS. 12A-12FE include a flow diagram of a pro-
cess for comparing comparison fingerprints to reference
fingerprints in accordance with some embodiments.

[0023] FIGS. 13A-13D include a flow diagram of a pro-
cess for monitoring media content being presented at a
media system in accordance with some embodiments.
[0024] FIGS. 14A-14F include a flow diagram of a pro-
cess for generating fingerprints for identifying an unknown
sequence of media content in accordance with, some
embodiments.

[0025] Like reference numerals refer to corresponding
parts throughout the drawings.

DESCRIPTION OF EMBODIMENTS

[0026] It will also be understood that, although the terms
“first,” “second,” etc. may be used herein to describe various
elements, these elements should not be limited by these
terms. These terms are only used to distinguish one element
from another. For example, a first contact could be termed a
second contact, and, similarly, a second contact could be
termed a first contact, without changing the meaning of the
description, so long as all occurrences of the “first contact”
are renamed consistently and all occurrences of the second
contact are renamed consistently. The first contact and the
second contact are both contacts, but they are not the same
contact.

[0027] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting of the claims. As used in the description of the
embodiments and the appended claims, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
also be understood that the term “and/or” as used herein
refers to and encompasses any and all possible combinations
of one or more of the associated listed items. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the pres-
ence of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
[0028] As used herein, the term “if” may be construed to
mean “when” or “upon” or “in response to determining” or
“in accordance with a determination” or “in response to
detecting,” that a stated condition precedent is true, depend-
ing on the context. Similarly, the phrase “if it is determined
[that a stated condition precedent is true|” or “if [a stated
condition precedent is true]” or “when [a stated condition
precedent is true|” may be construed to mean “upon deter-
mining” or “in response to determining” or “in accordance
with a determination” or “upon detecting” or “in response to
detecting” that the stated condition precedent is true,
depending on the context.

[0029] The apparatus and methods disclosed herein
supplement the ordinary provision of a sequence of media
content (e.g., one or more television feeds, streams or
channels) to a media system (e.g., a television). As used
herein, a sequence of media content is any media content
(e.g., audio, video, image or text) that is dynamically pre-
sented (e.g., changes with time) by a media system. For
example, a single television (or radio) advertisement is a
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sequence of media content. Likewise, a television show with
embedded interstitial advertisements is a sequence of media
content. In accordance with some embodiments, at least a
portion of the sequence of media content is replaced with
additional content (e.g., supplemental content is displayed
overlaid over a portion of the sequence of media content, or
the sequence of media content is partially or entirely
replaced for a predetermined period of time). In accordance
with some embodiments, the replacement of a sequence of
media content includes replacing an entire sequence of
media content (e.g., replacing an entire television advertise-
ment). In accordance with some embodiments, the replace-
ment of a sequence of media content includes replacing a
portion of a sequence of media content (e.g., replacing a
single embedded interstitial advertisement in a television
show). In accordance with some embodiments, the display
of additional content includes displaying a small image or
advertisement at a predefined location (e.g., a corner) of a
sequence of media content (e.g., a television broadcast or a
displayed movie, etc.). Similarly, “media content” or
“replacement media content” may be used to refer to a single
sequence of media content (e.g., a single advertisement or
segment of a television show that is not interrupted by other
interstitial advertisements).

[0030] The relevant functional components may be imple-
mented using standard and/or custom computer hardware
and/or software (e.g., a cable set-top box) in combination
with software, and may be provided by the content provider
(e.g., television network) the content distributor (e.g., local
network affiliate) or by a contractor or vendor hired to
perform the relevant function. In accordance with some
embodiments a content provider is a computer system which
assembles media content into a sequence of media content
(e.g., a broadcast network feed). In accordance with some
embodiments a content distributor is a computer system
which receives the sequence of media content (optionally
modifying the sequence of media content) and distributes
the sequence of media content to a plurality of media
systems (e.g., a cable box in a cable customer’s home).

[0031] Functional components used to facilitate operation
of a content provider, content distributor, media system or
content replacement system that are not otherwise relevant
to embodiments of this invention are omitted for clarity. As
used herein, video signals include either: 1) both audio and
video signals, 2) video signals alone. In accordance with
some embodiments, media content includes a transmission
that includes only an audio signal (e.g., a radio signal). The
distribution system disclosed herein supports the insertion of
one or more replacement sequences of media content (e.g.,
an advertisement or a series of advertisements) into one or
more original sequences of media content (e.g., a broadcast
television feed), across unmanaged networks (e.g., the Inter-
net) without the need for complex delivery, arbitraging, or
switching systems at the media system.

[0032] Attention is now directed to FIG. 1, which illus-
trates an overview 100 of a distributed system for providing
media content to a media device in accordance with some
embodiments. The Distributed System 100 includes at least:
a Content Provider 102, a Content Distributor 106, a Media
System 108, a Content Replacement System 110 and a
Replacement Content Provider 112. These components are
linked together through one or more communication net-
works 104-A, 104,-B, 104-C (e.g., the Internet, other wide
area networks, local area network, managed content distri-
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bution network, etc.) so that the various components can
communicate with each other.

[0033] The Content Provider 102 (e.g., a television net-
work or radio network) is any party that has access to and
provides source media content (e.g., movies, television
shows, video advertisements, radio shows, music). The
Content Provider 102 creates one or more sequences of
media content (e.g., television streams, feeds or channels)
and provides these sequences of media content through
communication network A 104-A to the Content Distributor
106 (e.g., a network access provider). In some embodiments,
communication network A 104-A is a dedicated communi-
cation channel (e.g., a satellite link or a fiber optic data link).
In some embodiments the Content Provider 102 and the
Content Distributor 106 are combined, under the control of
the same entity or otherwise closely related. In this embodi-
ment, the communication network A 104-A could be any
type of data link connecting a content source such as a
video-on-demand server or locally originated programming,
represented in the Distributed System 100 as the Content
Provider 102, and the Content Distributor 106.

[0034] The Content Distributor 106 is any party that
distributes sequences of media content received from the
Content Provider 102 through communication network B
104-B to a Media System 108. In some embodiments the
Content Distributor 106 modifies the one or more sequences
of media content and provides the modified content to the
Media System 108. In some embodiments, communication
network B is a managed network (e.g., a cable television
network having cable trunks and branch nodes, an internet
protocol television network, a network of satellites and
ground stations, a wide area computer network, a radio
frequency broadcast network with broadcast towers, a sat-
ellite distribution network, or the Internet.) As one example,
the Content Distributor 106 is a cable company and it
receives an ESPN feed from the content provider, substitutes
a replacement advertisement for a local real estate agent for
an original advertisement in the ESPN feed and then dis-
tributes the television channel to a set-top box in the Media
System 108.

[0035] The Media System 108 is connected both to com-
munication network B 104-B and communication network C
104-C. In accordance with some embodiments, communi-
cation network C 104-C is an unmanaged network (e.g., the
Internet). In some embodiments the Media System 108 is
configured to communicate through communication net-
work C 104-C with a Content Replacement System 110. In
response to communications from the Media System 108,
the Content Replacement System 110 provides replacement
sequences of media content to replace at least a portion of
the sequence of media content provided by the Content
Distributor 106.

[0036] Either the Content Provider 102 or the Content
Distributor 106 or both are connected to the Content
Replacement System 110 through communication network
C. The Content Provider 102 and/or the Content Distributor
106 share data with the Content Replacement System 110 to
coordinate media content replacement and, in some embodi-
ments, to share usage data. The Content Provider 102,
Content Distributor 106, and or the Content Replacement
System 110 have relationships 114 with the Replacement
Content Provider 112 (e.g., targeted advertiser). The
Replacement Content Provider 112 provides the Content
Replacement System 110 with replacement content, and in
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some embodiments provides the Content Provider 102 and
the Content Distributor 106 with an original sequence of
media content (e.g., an untargeted advertisement) that is
replaced with the replacement media content (e.g., a
sequence of media content such as a targeted advertisement).
In accordance with some embodiments, Replacement Con-
tent Provider 112 includes a plurality of distinct content
providers (e.g., advertisers or other entities who create
and/or provide replacement media content). In accordance
with some embodiments, the Content Provider 102 and the
Replacement Content Provider 112 are under the control of
the same entity or otherwise closely related (e.g., owned by
the same corporation). In this embodiment, the communi-
cation network C 104-C is used to communicate or other-
wise transfer the Content Replacement System 110 to the
Replacement Content Provider 112.

[0037] For example, a car manufacturer pays for a televi-
sion station to insert an advertisement for a minivan into an
advertisement slot during a television show. In this example,
the car manufacturer also provides a targeted advertisement
for a convertible to an advertisement replacement system to
be substituted for the minivan advertisement only when
displaying the advertisement to television viewers between
the ages of 18 and 25. In this example the Replacement
Content Provider 112 (e.g., the car manufacturer) provides
the original media content (e.g., minivan advertisement) to
the Content Provider 102 and the replacement content (e.g.,
targeted convertible advertisement) to the Content Replace-
ment System 110. When the minivan advertisement is about
to be played on a television owned by a 20 year old, the
Content Replacement System 110 replaces the advertise-
ment for the minivan with the advertisement for the con-
vertible car and reports the replacement to the advertiser. In
some embodiments the Replacement Content Provider 112
also has a relationship with the Content Distributor 106
similar to its relationship with the Content Provider 102.

[0038] It should be understood that the communication
networks have been divided merely for convenience. In one
embodiment, the communication network C 104-C is dis-
tinct from communication network B 104-B, and commu-
nication network C 104-C is the internet and communication
network-B is a managed network (e.g., a cable network). In
an alternate embodiment communication network C 104-C
is the same as communication network B 104-B, and the
Content Replacement System 110 is located at the Content
Distributor 106. Additionally, in some embodiments the
Content Replacement System 110 is combined with the
Content Provider 102 or the Content Distributor 106. In
some embodiments, the Content Distributor 106 is the
Internet. In some embodiments, the communication network
C is the Internet, a local area network (LAN), or a wide area
network (WAN), or a different content distributor. Embodi-
ments of the invention disclosed herein may use various
alternative distribution networks known in the art. In some
embodiments, various ones of the previously described
components are connected to one or more of the communi-
cation networks 104 using cables such as wires, optical
fibers and other transmission mediums. In other embodi-
ments, one or more of these components are connected to
one or more of the communication networks 104 through
one or more wireless networks using radio signals, satellite
links, or the like.

[0039] The Media System 106 (sometimes called the
“client device,” “client computing device,” or “client com-
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puter”) may be any computer, television, radio, set-top box,
decoder, or similar device that is capable of receiving the
sequences of media content, and preparing the sequences of
media content (e.g., audio or video) for display to an
end-user. Examples of suitable Media Systems 106 include,
without limitation, desktop computers, notebook computers,
tablet computers, mobile devices such as mobile phones and
personal digital assistants, direct to home satellite receivers,
radios, set-top boxes, and televisions.

[0040] In some embodiments, the one or more Content
Replacement Systems 110 is a computer server. In other
embodiments the Content Replacement Systems 110 include
a plurality of servers such as a web interface (front end
server) one or more application servers and one or more
database servers which are connected to each other through
a network (e.g., a LAN, WAN or the like), and which
exchange information with other components of the distrib-
uted system described above through a common interface
(e.g., one or more web servers, also called front end servers).
In some other embodiments, the front end server and the
back end server are merged into one software application
and/or hosted on one physical server.

[0041] It should be understood that, in accordance with
some embodiments, the one or more Content Replacement
Systems 110 may include a plurality of distinct content
replacement systems. In some embodiments each of the
distinct content replacement systems provides content
replacement services to a distinct class of media systems
(e.g., one content replacement system provides replacement
content for mobile devices, while a second content replace-
ment system provides replacement content for televisions).
In some embodiments each of the distinct content replace-
ment systems provides content replacement services asso-
ciated with a distinct content provider or content distributor
(e.g., one content replacement system provides content for
ESPN and one content replacement system replaces content
for HBO).

[0042] FIG. 2 is a block diagram illustrating a Content
Provider System 102 or Content Distributor System 106 in
accordance with one embodiment. The Content Provider
102 or Content Distributor 106 typically includes one or
more processing units (e.g., CPUs) 204, one or more power
sources 208, one or more network or other communications
interfaces 210 (e.g., a coaxial cable port, an Ethernet port,
and/or a wireless port), memory 206, one or more commu-
nication buses 216 for interconnecting these components,
and a housing 218. The Content Provider 102 or Content
Distributor 106 optionally may include a user interface
comprising a display device 212 and a keyboard 214. The
memory 206 includes high-speed random access memory,
such as DRAM, SRAM, DDR RAM or other random access
solid state memory devices; and may include non-volatile
memory, such as one or more magnetic disk storage devices,
optical disk storage devices, flash memory devices, or other
non-volatile solid state storage devices. Memory 206 may
optionally include one or more storage devices remotely
located from the CPU(s) 204. The memory 206, or alter-
nately the non-volatile memory device(s) within memory
206, comprises a non-transitory computer readable storage
medium. In some embodiments, memory 206 or the com-
puter readable storage medium of memory 206 stores the
following programs, modules and data structures, or any
subset thereof:
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[0043] An operating system 220 that includes proce-
dures for handling various basic system services and
for performing hardware dependent tasks.

[0044] One or more network communication module(s)
222 that are used for connecting the Content Provider
102 or the Content Distributor 106 to other computers
via the communication network interface(s) 210 (wired
or wireless) to one or more communication networks,
such as the Internet, other wide area networks, local
area networks, metropolitan area networks, satellite
links, cable networks, and so on. For a Content Pro-
vider 102, the network communication module(s) 222
connect the Content Provider 102 to the Content Dis-
tributor 106 through communication network A (104-A
in FIG. 1), and the Content Replacement System 110
through communication network C (104-C in FIG. 1).
For a Content Distributor 106, the network communi-
cation module(s) 222 connect the Content Distributor
106 to communication network A (104-A in FIG. 1),
communication network B (104-B in FIG. 1) and
communication network C (104-C in FIG. 1). It should
be understood that each of the plurality of network
communication modules 222 may have a separate
communication interface (e.g., an Ethernet port, a cell
phone antenna, and a cable port), or two or more of the
network communication modules 222 may share a
communication interface.

[0045] A master control module 224 that creates and/or
modifies a sequence of media content by combining
and/or reordering media content from one or more
sources by controlling a content streaming module 226,
a content switching module 228, and/or a control data
insertion module 230.

[0046] One or more content streaming modules 226 for
retrieving content (e.g., movies, television shows and
advertisements) from one or more sources including
remotely located content providers and local data struc-
tures 234.

[0047] A content switching module 228 (optional) for
switching between a plurality of content streaming
modules 226 (e.g., to switch between a primary content
stream containing a movie and a secondary content
stream containing an advertisement).

[0048] A fingerprint generator module 229 (optional)
for generating fingerprints of the media content for use
by the Content Replacement System 110 and the Media
System 108 to identify media content to replace.

[0049] A control data insertion module 230 (optional)
for inserting control data into the stream of media
content (e.g., by adding steganographic data to the
stream of media content), the control data including
one or more of: an advertiser identifier, an advertise-
ment campaign identifier, advertisement duration,
advertisement pre-roll period or advertisement start
time, current date and time, and/or a unique identifier.

[0050] An encoder module 231 for encoding sequences
of media content transferred from the Content Provider
102 to the Content Distributor 106 and encoding
sequences of media content transferred to the Media
System 108 from the Content Distributor 106 and/or
the Content Provider 102.

[0051] A multiplexer 232 (optional) for multiplexing
and/or demultiplexing a plurality of sequences of media
content.
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[0052] Data structures 233 for storing control data 234
(optional) for use by the control data insertion module
230, media content 236 (e.g., movies, advertisements,
television shows), and fingerprint data 238 (optional)
including the fingerprints generated by the fingerprint
generator module 229.

[0053] Each of the above identified programs, modules
and/or data structures may be stored in one or more of the
previously mentioned memory devices, and corresponds to
a set of instructions for performing the functions described
above. The above identified modules or programs (i.e., sets
of instructions) need not be implemented as separate soft-
ware programs, procedures or modules, and thus various
subsets of these modules may be combined or otherwise
re-arranged in various embodiments. In some embodiments,
the memory 206 may store a subset of the modules and data
structures identified above. Furthermore, the memory 206
may store additional modules and data structures not
described above. Similarly, while the above identified
memory devices are shown in a single computing device in
a single housing, it should be understood that each of the
modules could be implemented on a separate hardware
device (e.g., the master control module could be a separate
master control server and the content streamer module could
be a separate content streaming server).

[0054] Additionally, discussion of the Content Provider
102 and the Content Distributor 106 has been consolidated
into a single section for the sake of clarity. However, one
having ordinary skill in the art would readily understand
that, in some embodiments, the Content Distributor 106 is
distinct from the Content Provider 102 in that the Content
Provider 102 creates an initial sequence of media content,
which is then provided directly to the Content Distributor
106. The Content Distributor 106 receives the sequence of
media content from the Content Provider 102 and, in some
embodiments modifies the sequence of media content by
adding or replacing advertisements and then distributes the
content to the Media System 108 (e.g., a consumer elec-
tronic device) for presentation to an end-user of the Media
System 108. Alternatively, in some embodiments, the Con-
tent Provider 102 and the Content Distributor 106 are
combined into a single content provider/distributor which
acquires source media content and delivers it directly to the
Media System 108.

[0055] FIG. 3 is a block diagram illustrating a Media
System 108 (also referred to as a “client device” or “client
computing device,” or “consumer electronic device”) in
accordance with one embodiment. The Media System 108
typically includes one or more processing units (CPUs) 304,
one or more power sources 308, one or more network or
other communications interfaces 310 (e.g., a coaxial cable
port, an Ethernet port, and/or a wireless port), memory 306
and one or more communication buses 316 for intercon-
necting these components. The Media System 108 option-
ally may include user interface devices including a display
device 312-A (for providing visual output), a speaker device
312-B (for providing audio output), a wireless or wired
keyboard 314, and a remote 315 for detecting user inputs
various components of the Media System 108 including the
display (e.g., television) and other optional hardware com-
ponents 316 such as content players 317 (e.g., DVD, VHS,
Blu-Ray, Digital Video Recorder) and signal receivers 318
(e.g., cable box, satellite dish, etc.). Memory 306 includes
high-speed random access memory, such as DRAM, SRAM,
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DDR RAM or other random access solid state memory
devices; and may include non-volatile memory, such as one
or more magnetic disk storage devices, optical disk storage
devices, flash memory devices, or other non-volatile solid
state storage devices. Memory 306 may optionally include
one or more storage devices remotely located from the
CPU(s) 304. Memory 306, or alternately the non-volatile
memory device(s) within the memory 306, comprises a
non-transitory computer readable storage medium. In some
embodiments, memory 306 or the computer readable storage
medium of the memory 306 stores one or more of the
following programs, modules and data structures, or a subset
thereof:

[0056] An operating system 320 that includes proce-
dures for handling various basic system services and
for performing hardware dependent tasks.

[0057] One or more network communication module(s)
322 that are used for connecting the Media System 108
to other computers via the communication network
interface(s) 310 (wired or wireless) to one or more
communication networks, such as the Internet, other
wide area networks, local area networks, metropolitan
area networks, satellite links, cable networks, and so
on. In particular, the network communication module
(s) 322 connect the Media System 108 to the Content
Distributor 106 through communication network B
(104-B in FIG. 1), and the Content Replacement Sys-
tem 110 through communication network C (104-C in
FIG. 1). It should be understood that each of the
plurality of network communication modules 322 may
have a separate communication interface (e.g., an Eth-
ernet port, a cell phone antenna, and a cable port), or
two or more of the network communication modules
322 may share a communication interface.

[0058] One or more demultiplexer module(s) 324 for
demultiplexing a sequence of media content from a
plurality of multiplexed sequences of media content
(e.g., selecting a single television channel from a plu-
rality of multiplexed television channels).

[0059] One or more content decoder modules 326 for
decoding content, including video decoders 328 (e.g.,
MPEG2, H.264, HDMI, DVI, composite and analog)
and audio decoders 330. In some embodiments, the
decoders act primarily as interfaces to process compo-
nent signals or serial digital uncompressed content. It
should be understood that in some embodiments, one or
more of the content decoders is implemented as a
separate memory device with a firmware decoder. In
some embodiments, the Media System 108 continues to
monitor the decoded content (e.g., from the Content
Provider 102 or the Content Distributor 106), for
changes that represent a change of some aspect of the
decoded content (e.g., channel, volume, signal source,
or other state) as it comes from one of the optional
hardware components 316 that are feeding the signal to
the Media System 108 that is otherwise not in com-
munication with the CPU 304 that controls the control
data detector module 332.

[0060] A fingerprint generator module 331 (optional)
for generating fingerprints of the media content for use
in coordination with the Content Replacement System
110 to identify media content to replace.

[0061] A fingerprint matching module 333 (optional)
for comparing fingerprints received from the Content

Jul. 16, 2020

Replacement System 110 to content fingerprints gen-
erated by the fingerprint generator module 331.

[0062] A control data detector module 332 (optional)
for detecting control data inserted into the sequence of
media content by the Content Provider 102 and/or the
Content Distributor 106.

[0063] A content selector module 334 for automatically
switching between sequences of media content from a
plurality of distinct sources (e.g., an original sequence
of media content from the Content Distributor 106 and
replacement media content from the Content Replace-
ment System 110). In some embodiments this switch-
ing is performed in accordance with timing information
included in the control data (e.g., by counting presen-
tation frames such as NTSC video presented at 30
frames/60 fields per second). In some embodiments the
timing information is based on information about the
uncompressed media content (e.g., relative video flame
distance from the first bits of a field in one of the data
headers of the sequence of media content) rather than
on information about the compressed media content
(e.g., the rate of the compressed bits delivered to the
Media System 108).

[0064] A display formatting module 335 (optional)
which converts the sequence of media content into a
standardized content presentation format (e.g., for
video media content: NTSC, ATSC, SECAM, PAL,
RGN, etc.).

[0065] A channel selector module (optional) 336 for
selecting a sequence of media content from a plurality
of sequences of media content provided by the Content
Distributor 106 to present (e.g., the selection of a
television channel by the end-user). In some embodi-
ments, this module is located at the media device, while
in other embodiments (as shown in FIG. 5) this module
is located remotely from the media device and is
accessed by the media device through one of the
network communication module(s).

[0066] A unique identifier 337, (e.g., a MAC address),
that is used to uniquely identify the Media System 108
to the Content Replacement System 110.

[0067] An authentication module 338 for establishing a
secure connection with the Content Replacement Sys-
tem 110, including a private key or some other authen-
tication code.

[0068] Local storage 339 including recorded media
content 340 (e.g., Digital Video Recorder data and/or
temporarily cached replacement media content), user
preference information 342 (e.g., the preferences of the
end-user), and fingerprint data 344 (optional) including
at least a subset of the fingerprints generated by the
fingerprint generator module 331 and any fingerprints
received from the Content Replacement System 110.

[0069] Additional content 346 such as replacement con-
tent received from the Replacement Content Provider
112. In accordance with some embodiments, the addi-
tional content includes content components (e.g.,
images, text, video, audio, etc.) and the additional
content is assembled from the content components by
the Media System 108 as needed.

[0070] Each of the above identified programs, modules
and/or data structures may be stored in one or more of the
previously mentioned memory devices, and corresponds to
a set of instructions for performing the functions described
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above. The above identified modules or programs (i.e., sets
of instructions) need not be implemented as separate soft-
ware programs, procedures or modules, and thus various
subsets of these modules may be combined or otherwise
re-arranged in various embodiments. In some embodiments,
the memory 306 may store a subset of the modules and data
structures identified above. Furthermore, the memory 306
may store additional modules and data structures not
described above. Similarly, while the above identified
memory devices are shown in a single computing device, it
should be understood that each of the modules could be
implemented on a separate hardware device (e.g., the control
data detector module 332 and/or the fingerprint generator
module 331 could be physically located in the cable set-top
box, an Internet Protocol television set top box, or a con-
sumer electronics device, such as a television or a DVD
player, Blue Ray player, Personal Video Recorder, or a
personal computer used to acquire and decode television
content while the content is presented on a separate televi-
sion) without altering the functional relationship of the
control data detector module 332 and/or the fingerprint
generator module 331 to other components in the Media
System 108).

[0071] FIG. 4 is a block diagram illustrating a Content
Replacement System 110 (also referred to as a “server,” or
“server system”) in accordance with one embodiment. The
Content Replacement System 110 typically includes one or
more processing units (e.g., CPUs) 404, one or more power
sources 408, one or more network or other communications
interfaces 410 (e.g., a coaxial cable port, an Ethernet port,
and/or a wireless port), memory 406, one or more commu-
nication buses 416 for interconnecting these components,
and a housing 418. The Content Replacement System 110
optionally may include a user interface comprising a display
device 412 and a keyboard 414. The memory 406 includes
high-speed random access memory, such as DRAM, SRAM,
DDR RAM or other random access solid state memory
devices; and may include non-volatile memory, such as one
or more magnetic disk storage devices, optical disk storage
devices, flash memory devices, or other non-volatile solid
state storage devices. Memory 406 may optionally include
one or more storage devices remotely located from the
CPU(s) 404. The memory 406, or alternately the non-
volatile memory device(s) within memory 406, comprises a
non-transitory computer readable storage medium. In some
embodiments, memory 406 or the computer readable storage
medium of memory 406 stores the following programs,
modules and data structures, or any subset thereof:

[0072] An operating system 420 that includes proce-
dures for handling various basic system services and
for performing hardware dependent tasks.

[0073] One or more network communication module(s)
422 that are used for connecting the Content Replace-
ment System 110 to other computers via the commu-
nication network interface(s) 410 (wired or wireless) to
one or more communication networks, such as the
Internet, other wide area networks, local area networks,
metropolitan area networks, satellite links, cable net-
works, and so on. In particular, the network commu-
nication module(s) 422 connect the Content Replace-
ment System 110 to the Content Provider 102, Content
Distributor 106, and the Media System 108 through
communication network C (104-C in FIG. 1).
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[0074] A content retrieval module 424 for retrieving
replacement content (e.g., targeted advertisements) and
other additional content from the Replacement Content
Providers 112 (e.g., targeted advertisers).

[0075] A content selector 426 module for determining
what replacement media content (e.g., what targeted
advertisement) and/or other additional content to send
to the Media System 108 to replace and/or supplement
the original sequence of media content. In some
embodiments the content selector uses content selec-
tion parameters 428 received from the Replacement
Content Provider 112 (e.g., the company responsible
for an advertising campaign or the company whose
products are being advertised).

[0076] A fingerprint generator module 429 (optional)
for generating fingerprints from media content, to be
used for identifying media content to replace, in coor-
dination with the Media System 108.

[0077] A fingerprint matching module 431 (optional)
for matching fingerprints received from the Content
Provider 102, Content Distributor 106 and/or generated
by the fingerprint generator module 429 with finger-
prints received from the Media System 108 in order to
identify media content to replace.

[0078] A content manager 430 for managing the process
of providing replacement content and/or providing
supplemental content, including mediating interactions
between the various hardware and software modules
described herein (e.g., for communicating instructions
to the Content Provider 102 and/or the Content Dis-
tributor 106 as to where to insert the control data). In
some embodiments the content manager 430 includes
authentication services 432 (e.g., Kerberos) for authen-
ticating requests for replacement media content, and a
control data generator 434 (optional) for generating the
control data based on the content selection parameters,
as described in greater detail below.

[0079] A usage data collector 436 for collecting usage
data from the media device and storing the usage data
in data structures.

[0080] A signal adjustment module (e.g., a rateshaper,
transcoder, or decoder/encoder pair) for changing the
replacement content bandwidth or other characteristics
to match the transmission parameters (e.g., the maxi-
mum bandwidth) associated with the path in the com-
munication network C 104-C linking the Media System
108 with the Content Replacement System 110.

[0081] Data structures 438 for storing data produced by
and received by the other modules and instructions
described herein, including:

[0082] Additional content 440 (e.g., 441-Al, 441-A2,
441-X1, etc.) such as replacement content received
from the Replacement Content Provider 112. In accor-
dance with some embodiments, multiple versions of the
same additional content (e.g., 441-Al, 441-A2) are
stored in the data structures 438, where each version is
configured (e.g., compressed at a different bit rate) for
transmission across a communication network (e.g.,
104-C) with different network characteristics (e.g.,
lower or higher bandwidth). As one example, Content
A (version 1) 441-A1 is compressed at a low bit rate for
transmission across network connections with a low
bandwidth (e.g., dial-up internet), while Content A
(version 2) is compressed at a high bit rate for trans-
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mission across network connections with a high band-
width (e.g., broadband internet).

[0083] Usage data 442 collected by the usage data
collector.

[0084] Control data 444 (optional) created by the con-
tent manager 430. In accordance with some embodi-
ments, the control data 444 includes timing information
for use by the Media System 108 and/or the Content
Replacement System to determine the timing of com-
munications (e.g., stream switching or other actions). In
some embodiments this switching is performed in
accordance with timing information included in the
control data (e.g., by counting presentation frames such
as NTSC video presented at 30 frames/60 fields per
second).

[0085] Fingerprint data 446 (optional) including finger-
prints received from the Content Provider 102, Content
Distributor 106, Media System 108, and/or generated
by the fingerprint generator module 429.

[0086] Each of the above identified programs, modules
and/or data structures may be stored in one or more of the
previously mentioned memory devices, and corresponds to
a set of instructions for performing the functions described
above. The above identified modules or programs (i.e., sets
of instructions) need not be implemented as separate soft-
ware programs, procedures or modules, and thus various
subsets of these modules may be combined or otherwise
re-arranged in various embodiments. In some embodiments,
the memory 406 may store a subset of the modules and data
structures identified above. Furthermore, the memory 406
may store additional modules and data structures not
described above. Similarly, while the above identified
memory devices are shown in a single computing device, it
should be understood that each of the modules could be
implemented on a separate hardware device (e.g., the con-
tent manager could be implemented as a content manager
server and the usage data collector could be implemented as
a separate usage data collection server).

Content Replacement Using Control Data

[0087] Attention is now directed to FIG. 5, which illus-
trates the flow of data through a distributed system for
distributing media content to a media device in accordance
with some embodiments (e.g., embodiments where media
content is replaced using control data insertion and detec-
tion). Some functional components, such as the network
communication interfaces, have been omitted for clarity.
Media content for presentation on a Media System 108 (e.g.,
television shows for display on a television) begins as source
media content 236-A at the Content Provider 102. The
source media content is retrieved from the media content
database 236-A by one or more content streaming modules
226-A, which are controlled by the master control module
224-A to create a sequence of media content by combining
several sequences of media content into a single sequence of
media content inserting interstitial sequences of media con-
tent into a single sequence of media content. In some
embodiments the sequence of media content is created using
a content switching module 228-A.

[0088] In accordance with some embodiments the media
content from the content streaming module and the content
switching module is uncompressed (e.g., unencoded) media
content. A control data insertion module 230-A retrieves
control data 234-A.. In accordance with instructions from the
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master control module 224-A, the control data insertion
module 230-A inserts control data into the sequence of
media content. In some embodiments the sequence of media
content with the inserted control data is encoded in an
encoding module 231 into a format suitable for delivery to
the Content Distributor 106 (e.g., using an audio and/or
video encoding module to produce a profile of MPEG 2 or
H.264 that is compatible with the transmission requirements
of a given Content Distributor 106).

[0089] Take, for example, a television network creating a
sequence of media content for a television channel. The
sequence of media content includes 45 minutes of a televi-
sion show and thirty half minute advertisements. The adver-
tisements and the television show are stored in the media
content database 236-A and are streamed through the con-
tent streaming module. The master control module 224-A
instructs the content streaming module 226 which media
content to stream and (optionally) uses the content switching
module 228 to switch between advertisements and the
television show. The control data insertion module 230-A
inserts control data into the television channel content
indicating that one of the half minute advertisements can be
replaced by the Content Distributor 106 and that one of the
half minute advertisements can be replaced by the Content
Replacement System 110 with a targeted advertisement.

[0090] The Content Distributor 106 receives the sequence
of media content with the inserted control data, and inte-
grates the sequence of media content into a distribution
medium such as a cable network, satellite network, IPTV
network, web network, local radio frequency broadcast,
mobile network, etc. In some embodiments, the Content
Distributor 106 decodes an encoded sequence of media
content from the Content Provider 102. When the Content
Distributor 106 is configured to insert additional content
(e.g., local advertisements), the Content Distributor 106 has
a content streaming module 226-B for inserting media
content (e.g., replacement geographically specific advertise-
ments) into the sequence of media content, as directed by a
master control module 224-B. In some embodiments, the
Content Distributor 106 has a control data insertion module
230-B for inserting control data 234-B into the sequence of
media content. In some embodiments, the Content Distribu-
tor 106 encodes the sequence of media content using an
encoder 231 into a format suitable for distribution to the
Media System 108. When there are a plurality of sequences
of media content, the Content Distributor 106 multiplexes a
plurality of sequences of media content using multiplexer
module 232 before passing the sequences of media content
off to the Media System 108.

[0091] In accordance with some embodiments, the
sequence(s) of media content are passed off to the Media
System 108 through a communication network associated
with the Content Distributor 106 (e.g., a cable network or a
satellite network). In some embodiments the sequence of
media content is passed to the Media System 108 along with
a plurality of other sequences of media content, and the
plurality of sequences of media content pass through a
channel selector module 336, which selects a single
sequence of media content to deliver to the Media System
108 in accordance with instructions received from the Media
System 108. In some embodiments the channel selector
module 336 is at the Media System 108 (as shown in FIG.
3) and the plurality of sequences of media content are passed
to the channel selector module in the Media System 108.
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[0092] At the Media System 108 the, sequence(s) of media
content are passed to a multi-format demultiplexer 324/
decoder 326, which demultiplexes (if necessary) and
decodes the selected sequence of media content (e.g.,
decodes an encoded video stream from one or more of
MPEG2, H.264, VC1, Quicktime, or other video format).
The demultiplexed and decoded sequence of media content
is passed to a control data detector 332, which analyzes the
content to detect any control data. If no control data is
detected, the sequence of media content is passed to the
content selector 334, which passes the sequence to output
devices 312 (e.g., a display and/or speaker system), where
the sequence of media content is presented to the end-user.
[0093] When control data is detected, the control data
detector 332 sends a request to the content manager 430 in
the Content Replacement System 110, which authenticates
the request and reads the control data. In some embodiments
the request includes a globally unique identifier of the
control data detector (e.g., a globally unique identifier of the
Media System 108). In some embodiments, the replacement
media content has header information uniquely identifying
original sequence of media content where the replacement
media content is to be inserted. The multi-format demulti-
plexer 324/decoder 326 validates the replacement opportu-
nity from state information maintained by the multi-format
demultiplexer 324/decoder 326, by comparing the state
information against the information contained in the header
of the replacement media content received from the Content
Replacement System 110.

[0094] The content manager 430 passes information asso-
ciated with the control data (e.g., an advertiser identifier, an
advertisement campaign identifier, advertisement duration,
advertisement pre-roll period or advertisement start time,
current date and time) to the replacement content selector
426, which selects appropriate replacement content from the
additional content database 440 based on the information
provided by the control data detector 332 about the param-
eters of the sequence of media content (e.g., the length of the
ad to be replaced, the advertising campaign, etc.) and
(optionally) data about the Media System 108 that is sent
from the control data detector 332 or stored on the Content
Replacement System 110. The Content Replacement System
110 sends replacement media content to the decoder 326 in
the Media System 108.

[0095] In some embodiments the replacement media con-
tent arrives at the demultiplexer 324/decoder 326 in MPEG2
transport streams, in MP4 containers, or some other type of
transport. Additionally, said replacement media content may
arrive at the demultiplexer 324/decoder 326 in MPEG2,
H.264, VC1, Quicktime, or other video format. In some
embodiments, the replacement media content is streamed
over a network connection (e.g., the internet) and the multi-
format demultiplexer 324/decoder 326 has attached storage
to buffer the some portion of the beginning of the replace-
ment sequence of media and any related information, miti-
gating the effects of jitter introduced through streaming over
the internet.

[0096] The decoder 326 decodes the replacement media
content and passes the decoded replacement media content
to the content selector 334, which switches over from the
original sequence of media content to the replacement media
content at a time that is, in accordance with some embodi-
ments, determined by the control data (e.g., the switch
synchronizes the timing of the cutover from the chosen
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television channel to the targeted advertisement being deliv-
ered over the Internet from the Content Replacement System
110). The output device 312 then presents the replacement
media content. In some embodiments, while the sequence of
media content is being presented on the output devices 312,
the demultiplexer 324/decoder 326 continues to demultiplex
and decode the original sequence of media content.

[0097] After the replacement media content has ended the
content selector 334 automatically switches back to the
original sequence of media content. In some embodiments
the original sequence of media content continues to advance
while the replacement media content is presented (e.g., it
restarts at a later point in the sequence, such as by replacing
one advertisement in the sequence with a targeted adver-
tisement of the same length). In some embodiments the
original sequence of media content does not continue to
advance (e.g., it restarts at the point that it was when the
replacement media content began to play, such as by insert-
ing an advertisement into the middle of a movie without
replacing any of the content of the movie, essentially paus-
ing the movie while the advertisement is displayed).
[0098] At various points in this process the Media System
108 provides usage data to a usage data collector 436 in the
Content Replacement System 110. For example, the content
selector 334 informs the usage data collector 436 of the state
changes at the content selector 334. Said state changes
including information about the delivery of replacement
media content (e.g., a targeted ads) to an output device 312
(e.g., a television). The usage data is stored in a usage data
database 442 for later use by the Content Replacement
System 110. For targeted advertisement, when the content
selector 334 is located in the output device (e.g., a video
switch in a television) usage data is more valuable than
general “rating” data (e.g., the NIELSEN TV RATINGS of
the Nielsen Company) because it includes information about
whether the television was turned on, and thus substantially
increases the accuracy of determining whether the targeted
advertisement was watched.

[0099] FIGS. 6A-6E include a flowchart representing a
method 600 for remotely controlling a Media System 108
(e.g., a consumer electronic device), according to certain
embodiments. This method may be governed by instructions
that are stored in a non-transitory computer readable storage
medium and that are executed by one or more processors of
one or more computer systems. Each of the operations
shown in FIGS. 6A-6E may correspond to instructions
stored in a computer memory or computer readable storage
medium. The computer readable storage medium may
include a magnetic or optical disk storage device, solid state
storage devices such as Flash memory, or other non-volatile
memory device or devices. The computer readable instruc-
tions stored on the computer readable storage medium are in
source code, assembly language code, object code, or other
instruction format that is interpreted by one or more pro-
Cessors.

[0100] In accordance with one embodiment, the Content
Provider 102 and the Content Replacement System 110
perform a series of operations (602-A) and (602-B), includ-
ing in some embodiments, receiving instructions from a
Replacement Content Provider 112 (e.g., receiving instruc-
tions from an advertiser indicating the circumstances under
which advertisements in a television broadcast stream are to
be replaced with targeted advertisements provided by the
advertiser). As one example, a car manufacturer, purchases
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a half minute advertising placement opportunity with a
Content Provider 102 (e.g., a television network) and pays
a content replacement service to insert a targeted advertise-
ment in the advertisement placement opportunity. The Con-
tent Replacement System 110 obtains (603) replacement
media content (e.g., a targeted advertisement) from the
Replacement Content Provider (112 in FIG. 1) and obtains
(604) content selection parameters from the Replacement
Content Provider 112 that indicate when the replacement
content should be inserted into a sequence of media content.
In some embodiments those parameters include the adver-
tiser identifier, the advertising campaign identifier, a unique
identifier of the device playing the advertisement and/or the
starting time of the advertisement.

[0101] The Content Provider 102 obtains (606) source
media content. In some embodiments, the Content Provider
102 obtains the source media content from a satellite link to
a content source (e.g., a television studio). Typically, this
data is processed at the Content Provider 102 into a form that
lends itself to storage. Additionally, media content can be
received from a content source by accessing the content
source through a proprietary network or a public network
such as the Internet. In some embodiments, a Content
Distributor 106 physically delivers a storage medium con-
taining a digital copy of a programming content to the
Content Provider 102. In some embodiments, media content
is acquired and processed for transmission to viewers in real
time, and not first stored (e.g., a live satellite feed of a
football game). In some embodiments acquiring and pro-
cessing media content for transmission to viewers in real
time includes buffering at least a portion of the content (e.g.,
transmitting the media content with an eight second delay to
compensate for any variations in the rate at which the media
content is being received by the Content Provider 102).
[0102] In accordance with some embodiments the Content
Provider 102 determines (608) one or more transition points
in the content. For example, the Content Provider 102
selects three five-minute blocks for commercial breaks in an
hour-long television program. The Content Replacement
System 110 creates (610) control data that, in some embodi-
ments, includes triggering keys (611) where present (e.g.,
when the triggering keys are a specific type of control data).
The Content Replacement System 110 sends the control data
to the Content Provider 102. The Content Provider 102
receives (612) the control data, including the triggering keys
(613). In some embodiments a triggering key is a sequence
of data that indicates to a computing system reading the
control data that substantive control data is about to be
provided and should be recorded by the computer system.
[0103] The Content Provider 102 creates a sequence of
media content and incorporates (614) at least a subset of the
control data and the triggering keys into the sequence of
media content. In some embodiments, incorporating the
control data into the media content includes using stegano-
graphic techniques (e.g., digital watermarking, etc.) or other
techniques to conceal the control data in the sequence of
media content, as described in greater detail below.

[0104] In some embodiments the Content Distributor 106
receives the sequence of media content and identifies (616)
transition points within the sequence of media content. In
some embodiments, the Content Distributor 106 also
receives (618) control data including (619) triggering keys.
The Content Distributor 106 may incorporate (620) addi-
tional control data into the sequence of media content and
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(optionally) using (621) steganographic techniques, as
described in greater detail below. It should be understood
that, in some embodiments, only the Content Provider 102
incorporates control data into the sequence of media content,
while in other embodiments, only the Content Distributor
106 incorporates control data into the sequence of media
content. Additionally, in some embodiments, both the Con-
tent Distributor 106 and the Content Provider 102 incorpo-
rate control data into the sequence of media content. (For
example, both a television network and a cable company
have a relationship with a targeted advertiser and the tele-
vision network and the cable company each insert control
data into the video feed/stream to replace a different adver-
tisement in the same television feed with a targeted adver-
tisement).

[0105] The Content Distributor 106 prepares (622) the
media content for delivery to a Media System 108. In some
embodiments the Media System 108 sends a request indi-
cating the selection (624) of a first sequence of media
content (e.g., a first television channel). In this embodiment,
the Content Distributor 106 delivers (626) the first sequence
of media content to the Media System 108. The first
sequence of media content is decoded (628) and presented
(638) by the Media System 108. For example, in a switched
digital video system, the end-user requests to view channel
“42” of a plurality of cable channels, the request goes out
over the communications network and a single channel is
returned to the end-user and decoded on the end-user’s home
equipment (e.g., a cable box and a television). In some
embodiments the decoder reports usage data to a Content
Replacement System 110, this reporting may occur over an
alternate communication network (e.g., a second communi-
cation network). The Content Replacement System 110
stores (630-A) the usage data, as described in greater detail
below.

[0106] In some embodiments, the first sequence of media
content is a sequence of video content including video
content requested by the end-user and advertisement video
content. In some embodiments, the replacement media con-
tent is a sequence of video content including one or more
replacement advertisements.

[0107] In some embodiments, the end-user does not send
a network request for a first sequence of media content, but
rather the Content Distributor 106 delivers (632) a plurality
of sequences of media content (e.g., multiplexed television
channels). The Media System 108 receives the plurality of
sequences of media content (e.g., multiple television chan-
nels) and the end-user selects (634) a first sequence of the
media content. In some embodiments, the Media System
108 demultiplexes the plurality of sequences of media
content and decodes (636) the selected first sequence of
media content. In some embodiments usage data is sent by
the Media System 108 to the Content Replacement System
110 and stored (630-B) for later use.

[0108] In some embodiments, the Media System 108
receives the first sequence of media content from a media
Content Distributor 106 over a first communication network
(e.g., amanaged content distribution network such as a cable
network or a satellite network), the first sequence of media
content includes associated control data for facilitating the
replacement of media content in the first sequence of media
content with replacement media content. The Media System
108 presents (638) the first sequence of media content to an
end-user of the Media System 108. While presenting the
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content to the end-user, the Media System 108 detects (640)
the associated control data embedded within the first
sequence of media content. In accordance with some
embodiments, the Media System 108 stores (630-C) usage
data and/or sends the usage data to a Content Replacement
System 110 for later use.

[0109] Inresponse to detecting the control data, the Media
System 108 sends (641) a request to the Content Replace-
ment System 110 over a second communication network
(e.g., an unmanaged network such as the Internet) that is
distinct from the first communication network (e.g., a man-
aged network) including at least a portion of the control data.
In some embodiments the request includes an authentication
message (642). A number of different authentication tech-
niques may be used (e.g., Kerberos, RSA, etc.), some of
which involve multiple communications between the Media
System 108 and the Content Replacement System 110. If the
authentication is not (646) valid, then the process ends
(647), and no replacement media content is sent to the Media
System 108. If the authentication message is valid (648) and
the Content Replacement System 110 is able to authenticate
the request, then the content replacement selects (650)
replacement media content in accordance with predefined
criteria. One having ordinary skill in the art would readily
understand that any authentication process or procedure
known in the art could be used to authenticate communica-
tions between the Media System 108 and the Content
Replacement System 110.

[0110] It should be noted that the media device does not
request particular replacement media content. Rather, the
media device merely reports a particular set of control data
to the Content Replacement System 110, and the Content
Replacement System 110 uses the communication from the
media device (including one or more of a unique identifier
of the media device, and the control data) along with, in
some embodiments, additional data stored at the Content
Replacement System 110 to determine the best replacement
media content. In this way the Content Replacement System
110 can make a sophisticated decision as to what replace-
ment media content is the most suitable for the particular
end-user for the particular content replacement opportunity.
Moreover, the Media System 108 is not required to do any
processing other than extracting the control data and sending
it to the Content Replacement System 110.

[0111] In some embodiments, parameters (e.g., predefined
criteria) are provided by the Replacement Content Provider
112 (e.g., an advertiser). These parameters enable the Con-
tent Replacement System 110 to select replacement media
content. In some embodiments the parameters indicate that
the replacement of an original sequence of media content
with replacement media content is authorized (e.g., by an
advertiser).

[0112] As one example, the control data includes an adver-
tisement identifier and/or an advertisement campaign iden-
tifier for the generic advertisement to be overwritten with a
targeted replacement advertisement delivered by the Content
Replacement System 110. In some embodiments, the param-
eters identify the specific targeted advertisement that may be
inserted as a substitute for the generic advertisement. The
advertisement identifier and the advertisement campaign
identifier are used by the Content Replacement System 110
to select an advertisement that is authorized by the advertiser
to overwrite the broadcast advertisement based on param-
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eters provided by the Replacement Content Provider 112
(e.g., advertiser) and maintained in a database in the Content
Replacement System 110.

[0113] Similarly, a request for replacement media content
may include parameters that enable the Content Replace-
ment System 110 to select advertisements that best match
the technical limitations of the Media System 108. For
example, such parameters may include: the video profile
(e.g., SD, HD and resolution parameters) and the bandwidth
(e.g., data rate) of the network connection. In a complemen-
tary implementation, these parameters inform the content
replacement server to assist in formatting or transcoding the
substitute advertisement video so it is technically compatible
with the Media System 108.

[0114] In some embodiments, a request for replacement
media content includes parameters that enable the Content
Replacement System 110 to select advertisements that target
the viewer based on program context. These parameters
enable the Content Replacement System 110 to select adver-
tisements that best match the interests of the viewer based on
the characteristics of the content being viewed. Content
characteristics can also be referred to as content properties
or content metadata. Content metadata that would help the
Content Replacement System 110 select an advertisement
that targets a typical viewer of said content include the rating
of the content and/or the genre of the content (e.g., Kids,
Sports, Financial News, etc.) Content metadata can be
obtained in many ways. One way to obtain content metadata
is by extracting the metadata from guide listings data.
Another way of obtaining content metadata is where the
control data includes content metadata.

[0115] A request for replacement media content may also
include parameters that enable the Content Replacement
System 110 to select advertisements that target the viewer
based on the viewer demographic, psychographic or behav-
ioral information. These parameters enable the Content
Replacement System 110 to select advertisements that best
match the interests of the viewer based on the viewer’s
demographic information.

[0116] An example of demographic information is the
Media System 108 location, such as a zip code. Media
System 108 location information may be stored on the
Media System 108 directly and can then be sent directly as
a parameter in the request for replacement media content. In
some cases, Media System 108 location information may
not be stored on the Media System 108 directly however it
can be determined at the back-end by mapping the media
system identifier to the location in an account database or
another database within which there is a mapping of the
media system identifier to its owner’s home address. One
example of such a database is a product registration database
populated at the Media System 108 purchase point or
populated by way of a registration mechanism such as in the
case of a warranty registration. In the case where media
system location information is not stored directly on the
Media System 108, a parameter in the request from the
Media System 108 would include the identifier. The iden-
tifier would be used by a Content Replacement System 110
component as a key into a database at the back-end to
resolve the media system location information. This location
information would be used to select an advertisement that
targets the derived location.

[0117] In some embodiments, additional information
about the end-user of the Media System 108 is provided by
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one or more of: a Content Provider 102 (e.g., a Content
Provider 102 knowing what premium stations the end-user
has purchased), a Content Distributor 106 (e.g., a cable
network having data about what channels the end-user
watches); a manufacturer of the Media System 108 (e.g.,
information filled out on a warrantee card); and a service
provider to the end-user of the Media System 108 (e.g., a cell
phone provider having information about what area codes
the end-user calls the most and what kind of cell phone the
end-user owns). In some embodiments this user data (e.g.,
data about the end-user) may be stored in the Content
Replacement System 110 and used by the Content Replace-
ment System 110 to select replacement media content.
[0118] The Media System 108 receives (652) the replace-
ment content and decodes (654) the replacement media
content. In accordance with some embodiments, the Content
Replacement System 110 receives and stores (630-D) usage
data from the decoder/multiplexer when the replacement
media content is decoded. After receiving and decoding the
replacement media content, the Media System 108 presents
(656) the replacement media content to the end-user of the
Media System 108 instead of the first sequence of media
content. In some embodiments, the replacement media con-
tent has an end, and the Media System 108 detects the end
of the replacement media content and ceases to present the
replacement media content and presents the first sequence of
media content.

[0119] As one example, an end-user is watching television
channel “42,” the television detects that a targeted adver-
tisement spot is coming up in eight seconds. In response to
detecting the control data, the television requests targeted
advertisement content from the Content Replacement Sys-
tem 110 over an internet connection. After authenticating the
request, the Content Replacement System 110 sends a tar-
geted advertisement, which is selected based on known
demographic information about the end-user or the televi-
sion of the end-user (e.g., provided when the end-user
purchased the television). The replacement media content is
delivered to the end-user’s television over the internet
connection and is played on the television instead of the
regular advertisement. When the targeted advertisement
ends, the channel that the end-user was watching is redis-
played.

[0120] In accordance with some embodiments, receiving
the first sequence of media content includes receiving it
from a managed television network, such as a satellite
network, radio frequency broadcast network, internet pro-
tocol television system or cable network, while accessing
the replacement media content includes accessing an
unmanaged IP network, such as the Internet, or an IP
network managed by another, such as in a self-contained
hotel network. In a related embodiment, the method may
make use of a virtual second communication network where
the second communication network differs from the first
communication network on one or more of layers one
through six of the Open Systems Interconnection (OSI)
network layer stack. In other words, the second communi-
cation network can be a virtualized separate network.
[0121] In accordance with some embodiments, while pre-
senting the replacement media content to the end-user, the
Media System 108 receives (658) a request to select a
second sequence of media content (e.g., to change from
channel “42” to channel “10”). In some embodiments the
Media System 108 sends a request to the Content Distributor

Jul. 16, 2020

106 for the second sequence of media content, and the
Content Distributor 106 delivers (660) sequence of media
content that is, in accordance with some embodiments, being
provided (661) by the Content Provider 102. The Media
System 108 receives (662) the second sequence of media
content, and presents (664) the second sequence of media
content to the end-user. In some embodiments, the Content
Distributor 106 is sending the Media System 108 a plurality
of sequences of media content, and the Media System 108
merely demultiplexes and decodes the requested second
sequence of media content. In either case, the Media System
108 ceases presenting the replacement media content; and,
instead presents (664) the second sequence of media content
to the end-user.

[0122] Thus, even though the Media System 108 has
replaced the content and is no longer displaying the first
sequence of media content (e.g., the first channel that the
end-user was watching), the Media System 108 is still able
to detect and respond to a request of the end-user to change
the sequence of media content. For example, the end-user is
watching channel “42,” an advertisement is replaced with a
targeted advertisement. Before the targeted advertisement is
finished, the end-user switches to channel “10.” In response,
instead of continuing to display the targeted advertisement,
the television switches to the new channel (e.g., channel
“107).

[0123] Insome embodiments, while presenting the second
sequence of media content to the end-user, the media device
continues to advance the replacement media content (e.g.,
the targeted advertisement continues to advance). In some
embodiments, the end-user selects the first sequence of
media content after having previously selected the second
set of media content. (e.g., the end-user switches back from
channel “10” to channel “42”). The media device receives a
request (668) for the first sequence of media content; and in
response to the request for the first sequence of media
content, if the request was (672) made within a predefined
time (e.g., the length of the replacement media content, so
that the replacement media content is still advancing), the
Media System 108 finishes presenting (674) the replacement
media content. However, if the request was not (670) made
within a predefined time (e.g., the length of the replacement
media content, so that the replacement media content has
ended), the Media System 108 resumes presenting (638) the
first sequence of media content to the end-user.

[0124] Similarly, in another embodiment, while the
replacement subset of media content is being sent to the
viewer display, the Media System 108 continues to monitor
the first sequence of media content for changes in the
characteristics of the sequence, such as changes in volume,
changes in channels, invocation of Emergency Alert System
(EAS), invocation of an on-screen program guide, etc., and
is responsive to such changes by either switching back to the
first sequence of media content (e.g., television stream) from
the replacement media content (e.g., targeted advertisement
stream), or makes changes in characteristics of the replace-
ment media content (e.g., targeted advertisement stream)
received over the alternate distribute network to mirror
changes in the monitored first sequence of media content
(e.g., original television stream) to the replacement media
content.

[0125] In some embodiments, the Content Replacement
System 110 sends (676) the stored usage data to the Content
Provider 102 and/or the Content Distributor 106. The Con-
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tent Provider 102 and the Content Distributor 106 receive
(678A, 678-B) the usage data and may use that data to
improve their advertising strategies. In some embodiments,
the Content Replacement System 110 stores the usage data
and sells (680) the usage data.

Steganographic Triggers

[0126] Attention is now directed toward FIG. 7, which
illustrates a method 700 of triggering actions using stegano-
graphic data in accordance with some embodiments. FIG. 7
includes a flowchart representing a method for triggering
actions using embedded steganographic data. This method
may be governed by instructions that are stored in a non-
transitory computer readable storage medium and that are
executed by one or more processors of one or more com-
puting systems. Each of the operations shown in FIG. 7 may
correspond to instructions stored in memory or a computer
readable storage medium. The computer readable storage
medium may include a magnetic or optical disk storage
device, solid state storage devices such as Flash memory, or
other non-volatile memory device or devices. The computer
readable instructions stored on the computer readable stor-
age medium are in source code, assembly language code,
object code, or other instruction format that is interpreted by
one or more processors.

[0127] Steganography includes inserting a message into a
plurality of data such that the presence of the message within
the data is concealed from detection. In some embodiments
of digital steganography, this means including stegano-
graphic coding inside of a transport layer, such as a docu-
ment file, image file, program or protocol (e.g., by adjusting
the chrominance of one out of every 100,000 pixels to
correspond to a letter in the alphabet, a change so subtle that
someone not specifically knowing where and how to look
for it is unlikely to notice it.) Steganographic data (e.g.,
watermarks) may be inserted into media content using any
method known to those skilled in the art. As one example,
U.S. Pat. No. 6,411,725, hereby incorporated by reference in
its entirety, teaches the application of watermarks in video
signals to mark individual objects within a video frame with
additional data.

[0128] An advantage of using steganographic triggers
instead of control data that is not steganographically
encoded is that steganographically encoded control data is
able to pass intact through most data filters, such as band-
width shaping filters, that strip out-of-band data but leave
intact the in-band video and audio programming data (e.g.,
including the control data that is steganographically incor-
porated into the audio or video signal). In accordance with
some embodiments, using steganography to embed the
splice insert control data and associated content replacement
opportunity (e.g., “ad avail”) information within the content
stream itself, the potential problem of data and control data
stripping by any Content Distributors 106 (cable television
company, internet protocol television provider, satellite net-
work, etc.) is reduced or eliminated.

[0129] Accordingly, a method and system is disclosed for
using steganographic data to trigger events. A Media System
108 receives (702) media content including steganographic
control data embedded into the media content. While pre-
paring to present the media content on the Media System
108, the Media System 108 detects (704) the steganographic
control data. In some embodiments, preparing to present
media content includes demultiplexing and decoding media
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content containing the steganographic control data, as dis-
cussed in greater detail above. In some embodiments pre-
paring to present media content includes decoding a stream
of content.

[0130] In some embodiments the steganographic control
data is encrypted (706). In this embodiment, even if the
steganographic control data is detected, the content of the
steganographic message will be concealed. In some embodi-
ments the steganographic control data is decrypted at the
Media System 108, while in other embodiments, at least a
portion of the steganographic control data is sent to a second
computing system (e.g., a Content Replacement System
110) without decrypting the control data. In some embodi-
ments, the second computing system decrypts the encrypted
control data and sends a response to the Media System 108
(e.g., instructions to perform an action or replacement media
content). In this embodiment, the Media System 108 is never
aware of the contents of the encrypted control data.

[0131] In some embodiments the media content is pre-
sented (708) by the Media System 108, prior to any action
being taken with respect to the steganographic control data.
For example, while an end-user is viewing a stream of video
content, a control data detector in the Media System 108 is
concurrently looking for steganographic control data in the
stream of video content.

[0132] When the Media System 108 detects the stegano-
graphic control data it also extracts (710) the steganographic
control data from the media content. In response to detecting
the steganographic control data, the Media System 108
triggers (712) an action at the Media System 108 based at
least in part on the control data. In some embodiments the
action is based on the presence of the control data (e.g., upon
detecting embedded control data, sending an encrypted
portion of the control data to a second computing device). In
some embodiments, the action is based at least in part on the
content of the control data (e.g., receiving control data in a
television stream indicating that a replacement advertise-
ment should be requested and then sending a request to a
Content Replacement System 110 for a replacement adver-
tisement).

[0133] In some embodiments, triggering an action
includes presenting (714) an interactive element in conjunc-
tion with presenting the media content on the Media System
108. For example a selectable object may appear on the
display of the Media System 108. In some embodiments an
overlay appears on the display of the Media System 108.
[0134] Insome embodiments triggering an action includes
replacing (716) the presented content with replacement
media content. For example, in response to detecting the
steganographic data, the Media System 108 changes chan-
nels or displays a prerecorded video message. In some
embodiments, triggering the action includes invoking (717)
an application on the Media System 108. For example, in
response to detecting steganographic control data, the Media
System 108 begins to record the current program onto a hard
drive on a digital video recorder, thus reducing the amount
of time spent by the end-user trying to set up the digital
video recorder to record the television show. In an alterna-
tive embodiment, the application is an interactive program
that works in a coordinated fashion with television program-
ming being watched on a television.

[0135] In some embodiments, the triggering action at the
Media System 108 includes sending (718) a request to a
Content Replacement System 110, the request including at
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least a subset of the control data (optionally, an encrypted
subset of the control data), as described in greater detail
above with reference to FIGS. 6A-6F. As one example,
steganographic control data is detected in television broad-
cast feed by a Media System 108 indicating a generic
advertisement to replace with a targeted advertisement; the
Media System 108 extracts the steganographic control data;
the Media System 108 sends the steganographic control data
to a Content Replacement System 110; the Content Replace-
ment System 110 selects a targeted replacement advertise-
ment and sends it to the Media System 108; and the Media
System 108 replaces the generic advertisement with the
targeted advertisement. In some embodiments the method
further includes receiving (720) replacement media content
from the Content Replacement System 110; and presenting
(722) the replacement media content on the Media System
108. Such a system and method is discussed above in greater
detail with reference to FIGS. 6 A-6F, where the control data
is steganographic control data.

[0136] In some embodiments, the Media System 108
modifies (724) the presented media content based at least in
part on the control data; and presents (726) the modified
media content on the Media System 108. For example, upon
detecting, extracting and interpreting steganographic control
data, a television may switch inputs from a managed tele-
vision network to an unmanaged network such as the
Internet as described in greater detail above with reference
to FIGS. 6A-6F. For example, the television may switch
inputs in order to, for example, view an advertisement or
obtain access to view a pay-per-view channel by contacting
a web site; display an “unauthorized access” message;
request additional data from the television network such as
a movie for later viewing, program information about the
signal being viewed, or times the current program will be
rebroadcast; download electronic program guide (EPG)
data, news ticker data, or real-time sports statistics; transmit
identifying information such as channel, date, and time to a
viewer statistics reporting service; or display caller identi-
fication information for a voice-over-1P telephone service.

[0137] Insome embodiment, modifying the media content
may include altering the appearance of the programming
presentation, for example by reducing the size of the image
and optionally placing it on the screen with a variety of other
images or other reduced sized programming. Additionally, in
some embodiments, the audio may be altered by augmenting
or replacing the audio with audio generated from the Media
System 108, or other audio available from the Content
Distributor 106.

Content Replacement Using Fingerprints

[0138] Attention is now directed to FIG. 8, which illus-
trates the flow of data through a distributed system for
distributing media content to a media device in accordance
with some embodiments (e.g., embodiments where media
content is replaced using fingerprint detection and match-
ing). Some functional components, such as the network
communication interfaces, have been omitted for clarity.
Media content for presentation on a Media System 108 (e.g.,
television shows for display on a television) begins as source
media content 236-A at the Content Provider 102. The
source media content is retrieved from the media content
database 236-A by one or more content streaming modules
226-A, which are controlled by the master control module
224-A to create a first sequence of media content by com-
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bining several sequences of media content into the first
sequence of media content and/or inserting interstitial
sequences of media content into a single sequence of media
content. In some embodiments the first sequence of media
content is created using a content switching module 228-A.

[0139] In accordance with some embodiments the media
content from the content streaming module and the content
switching module is uncompressed (e.g., unencoded) media
content. The uncompressed media content is passed to a
fingerprint generator module 229-A from the content stream-
ing module 226-A or the content switching module 228-A.
The fingerprint generator module 229-A generates finger-
prints based on the media content and stores fingerprint data
238-A. In some embodiments, at least a subset of the
fingerprint data 238-A is sent to the Content Replacement
System 110.

[0140] Insome embodiments the fingerprints are based on
luminance sampling techniques. In one embodiment, lumi-
nance sampling includes identifying the luminance of one or
more predefined blocks in predefined positions in a video
frame. In some embodiments, a block is a subset of the
pixels in a frame (e.g., an 8x8 grid of contiguous pixels). The
luminance of these predefined blocks are compared to the
luminance of the predefined blocks in a reference video
frame, and if the relative luminance of the blocks in the
video frame is within a predefined threshold of the lumi-
nance of corresponding blocks in the reference video frame,
the video frame fingerprints match. In other embodiments,
the luminance sampling includes determining the change in
the luminance of one or more visual block in predefined
positions over a sequence of video frames. Similarly, for this
form of luminance fingerprinting, when the changes in
luminance of the blocks in the sequence of frames match the
changes in luminance in corresponding blocks in a reference
sequence of frames within a predefined threshold, the video
fingerprints match. While the foregoing embodiments have
been described particularly with respect to luminance sam-
pling fingerprinting, it should be understood that any other
video fingerprinting technique could be used without depart-
ing from the presently claimed invention.

[0141] In some embodiments, after the fingerprints have
been generated, or (optionally) while the fingerprints are
concurrently being generated, the sequence of media content
is encoded in an encoding module 231 into a format suitable
for delivery to the Content Distributor 106 (e.g., using an
audio and/or video encoding module to produce a profile of
MPEG 2 or H.264 that is compatible with the transmission
requirements of a given Content Distributor 106).

[0142] Take, for example, a television network creating a
sequence of media content for a television channel. The
sequence of media content includes 45 minutes of a televi-
sion show and thirty half minute advertisements. The adver-
tisements and the television show are stored in the media
content database 236-A and are streamed through the con-
tent streaming module. The master control module 224-A
instructs the content streaming module 226 which media
content to stream and (optionally) uses the content switching
module 228 to switch between advertisements and the
television show. After the media content has been assembled
into a sequence of media content, but before the content has
been encoded, fingerprints of the unencoded media content
are created (e.g., at predefined intervals such as every 5
seconds).
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[0143] The Content Distributor 106 receives the sequence
of media content from the Content Provider 102 and inte-
grates the sequence of media content into a distribution
medium such as a cable network, satellite network, IPTV
network, web network, local radio frequency broadcast,
mobile network, etc. In some embodiments, the Content
Distributor 106 decodes an encoded sequence of media
content from the Content Provider 102. When the Content
Distributor 106 is configured to insert additional content
(e.g., local advertisements), the Content Distributor 106 has
a content streaming module 226-B for inserting media
content 236-B (e.g., replacement geographically specific
advertisements) into the sequence of media content, as
directed by a master control module 224-B. In some embodi-
ments, the Content Distributor 106 also has a fingerprint
generator module 229-B for generating fingerprints from
sequence of media content and stores fingerprint data 238-A.
In some embodiments, at least a subset of the fingerprint
data 238-B is sent to the Content Replacement System 110.
In some embodiments, after adding any replacement media
content to the sequence of media content the Content
Distributor 106 encodes the sequence of media content using
an encoder 231 into a format suitable for distribution to the
Media System 108. When there are a plurality of sequences
of media content, the Content Distributor 106 multiplexes a
plurality of sequences of media content using multiplexer
module 232 before passing the sequences of media content
off to the Media System 108.

[0144] In accordance with some embodiments, the
sequence(s) of media content is passed off to the Media
System 108 through a communication network associated
with the Content Distributor 106 (e.g., a cable network or a
satellite network). In some embodiments the sequence of
media content is passed to the Media System 108 along with
a plurality of other sequences of media content, and the
plurality of sequences of media content pass through a
channel selector module 336, which seclects a single
sequence of media content to deliver to the Media System
108 in accordance with instructions received from the Media
System 108. In some embodiments the channel selector
module 336 is at the Media System 108 (as shown in FIG.
3) and the plurality of sequences of media content are passed
to the channel selector module in the Media System 108.

[0145] At the Media System 108 the, sequence(s) of media
content are passed to a multi-format demultiplexer 324/
decoder 326, which demultiplexes (if necessary) and
decodes the selected sequence of media content (e.g.,
decodes an encoded video stream from one or more of
MPEG2, H.264, VC1, Quicktime, or other video format).
The demultiplexed and decoded sequence of media content
is passed to a fingerprint generator module 331 in the Media
System 108, which analyzes the content to generate finger-
prints. Once fingerprints have been generated, they are
passed to a fingerprint matching module 333, which com-
pares the generated fingerprints with fingerprint data 334
received from the Content Replacement System 110. The
fingerprint matching module communicates with the content
manager 430 in the Content Replacement System 110 to
request replacement media content based on the generated
fingerprint(s). In some embodiments, the fingerprint match-
ing module 431 in the Content Replacement System 110
performs additional steps to identify the media content
associated with the fingerprint received from the Media
System 108, including comparing the received fingerprint to
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fingerprint data 446 stored in the Content Replacement
System 110. In some embodiments the fingerprint data 446
includes only the fingerprint data received from the Content
Provider 102 and the Content Distributor 106. In some
embodiments the fingerprint data also includes fingerprints
and associated data generated by a fingerprint generator
module 429 at the Content Replacement System 110. The
process for identifying media content associated with a
fingerprint is discussed in greater detail below with refer-
ence to FIGS. 9A-9F.

[0146] Once the content associated with the received
fingerprint has been identified, the content manager 430
passes information associated with the identified media
content (e.g., an advertiser identifier, an advertisement cam-
paign identifier, advertisement duration, advertisement pre-
roll period or advertisement start time) to the content selec-
tor 426, which selects appropriate replacement media
content from the additional content database 440 based on
the information provided by the content manager 430 about
the parameters of the sequence of media content (e.g., the
length of the advertisement to be replaced, the advertising
campaign, etc.) and (optionally) data about the Media Sys-
tem 108 that is sent from the Media System 108 or stored on
the Content Replacement System 110. The Content Replace-
ment System 110 sends replacement media content to the
decoder 326 in the Media System 108.

[0147] In some embodiments the replacement media con-
tent arrives at the demultiplexer 324/decoder 326 in MPEG2
transport streams, in MP4 containers, or some other type of
transport. Additionally, said replacement media content may
arrive at the demultiplexer 324/decoder 326 in MPEG2,
H.264, VC1, Quicktime, or other video format. In some
embodiments, the replacement media content is streamed
over a network connection (e.g., the internet) and the multi-
format demultiplexer 324/decoder 326 has attached storage
to buffer the some portion of the beginning of the replace-
ment sequence of media and any related information, miti-
gating the effects of jitter introduced through streaming over
the internet.

[0148] The decoder 326 decodes the replacement media
content and passes the decoded replacement media content
to the content selector 334, which switches over from the
original sequence of media content to the replacement media
content at a time that is, in accordance with some embodi-
ments, determined in accordance with the identified media
content associated with the fingerprint (e.g., the switch
synchronizes the timing of the cutover from the chosen
television channel to the targeted advertisement being deliv-
ered over the Internet from the Content Replacement System
110). The output device 312 then presents the replacement
media content. In some embodiments, while the sequence of
media content is being presented on the output devices 312,
the demultiplexer 324/decoder 326 continues to demultiplex
and decode the original sequence of media content.

[0149] After the replacement media content has ended the
content selector 334 automatically switches back to the
original sequence of media content. In some embodiments
the original sequence of media content continues to advance
while the replacement media content is presented (e.g., it
restarts at a later point in the sequence, such as by replacing
one advertisement in the sequence with a targeted adver-
tisement of the same length). In some embodiments the
original sequence of media content does not continue to
advance (e.g., it restarts at the point that it was when the
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replacement media content began to play, such as by insert-
ing an advertisement into the middle of a movie without
replacing any of the content of the movie, essentially paus-
ing the movie while the advertisement is displayed).
[0150] At various points in this process the Media System
108 provides usage data to a usage data collector 436 in the
Content Replacement System 110. For example, the content
selector 334 informs the usage data collector 436 of the state
changes at the content selector 334. Said state changes
including information about the delivery of replacement
media content (e.g., a targeted ads) to an output device 312
(e.g., a television). The usage data is stored in a usage data
database 442 for later use by the Content Replacement
System 110. For targeted advertisement, when the content
selector 334 is located in the output device (e.g., a video
switch in a television) usage data is more valuable than
general “rating” data (e.g., “Nielsen Ratings”) because it
includes information about whether the television was
turned on, and thus substantially increases the accuracy of
determining whether the targeted advertisement was
watched.

[0151] Attention is now directed to FIGS. 9A-9F, which
include a flowchart representing a method 900 for remotely
controlling a Media System 108 (e.g., a consumer electronic
device), according to certain embodiments. This method
may be governed by instructions that are stored in a non-
transitory computer readable storage medium and that are
executed by one or more processors of one or more com-
puter systems. Each of the operations shown in FIGS. 9A-9F
may correspond to instructions stored in a computer memory
or computer readable storage medium. The computer read-
able storage medium may include a magnetic or optical disk
storage device, solid state storage devices such as Flash
memory, or other non-volatile memory device or devices.
The computer readable instructions stored on the computer
readable storage medium are in source code, assembly
language code, object code, or other instruction format that
is interpreted by one or more processors.

[0152] In accordance with one embodiment, the Content
Provider 102 and the Content Replacement System 110
perform a series of operations (901-A) and (901-B), includ-
ing in some embodiments, receiving instructions from a
Replacement Content Provider 112 (e.g., receiving instruc-
tions from an advertiser indicating the circumstances under
which advertisements in a television broadcast stream are to
be replaced with targeted advertisements provided by the
advertiser). As one example, a car manufacturer, purchases
a half minute advertising placement opportunity with a
Content Provider 102 (e.g., a television network) and pays
a content replacement service to insert a targeted advertise-
ment in the advertisement placement opportunity. The Con-
tent Replacement System 110 obtains (902) replacement
media content (e.g., a targeted advertisement) from the
Replacement Content Provider (112 in FIG. 1) and obtains
(903) content selection parameters from the Replacement
Content Provider 112 that indicate when the replacement
media content should be inserted into a sequence of media
content. In some embodiments those parameters include the
advertiser identifier, the advertising campaign identifier, a
unique identifier of the device playing the advertisement
and/or the starting time of the advertisement.

[0153] The Content Provider 102 obtains (904) source
media content. In some embodiments, the Content Provider
102 obtains the source media content from a satellite link to
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a content source (e.g., a television studio). Typically, this
data is processed at the Content Provider 102 into a form that
lends itself to storage. Additionally, media content can be
received from a content source by accessing the content
source through a proprietary network or a public network
such as the Internet. In some embodiments, a Content
Distributor 106 physically delivers a storage medium con-
taining a digital copy of a programming content to the
Content Provider 102. In some embodiments, media content
is acquired and processed for transmission to viewers in real
time, and not first stored (e.g., a live satellite feed of a
football game). In some embodiments acquiring and pro-
cessing media content for transmission to viewers in real
time includes buffering at least a portion of the content (e.g.,
transmitting the media content with an eight second delay to
compensate for any variations in the rate at which the media
content is being received by the Content Provider 102).

[0154] In accordance with some embodiments, the Con-
tent Provider 102 uses the source media content to create a
first sequence of media content (906), such as a television
show that includes a plurality of 30-second advertisements.
After creating the first sequence of media content, the
Content Provider 102 generates (908) fingerprint data
including fingerprints of the first sequence of media content,
and stores (909) the fingerprint data including the finger-
prints and, optionally one or more of a time stamp, the
channel, and the time until the next advertisement begins in
the data structures at the Content Provider 102. The process
for generating a fingerprint in accordance with some
embodiments is described in more detail above with refer-
ence to FIG. 8. In some embodiments, the fingerprint data is
sent to the Content Replacement System 110. The Content
Provider 102 sends (910) the stream of media content to a
Content Distributor 106 or, optionally, sends the stream of
media content directly to a Media System 108.

[0155] The Content Distributor 106 receives (911) the first
sequence of media content from the Content Provider 102
and, optionally, adds (912) media content to the first
sequence of media content. For example, the Content Dis-
tributor 106 may be authorized to replace a subset of the
advertisements in a television channel with local advertise-
ments. In some embodiments, after adding any media con-
tent to the first sequence of media content, the Content
Distributor 106 generates (914) fingerprint data including
fingerprints of the first sequence of media content and stores
(915) the fingerprint data including the fingerprints and,
optionally, one or more of a time stamp, the channel, and the
time until the next advertisement begins in the data struc-
tures at the Content Distributor 106. The process for gen-
erating a fingerprint in accordance with some embodiments
is described in more detail above with reference to FIG. 8.

[0156] It should be understood that, in some embodi-
ments, only the Content Provider 102 generates fingerprints
of the first sequence of media content, while in other
embodiments, only the Content Distributor 106 generates
fingerprints of the first sequence of media content. Addi-
tionally, in some embodiments, both the Content Distributor
106 and the Content Provider 102 generate fingerprints of
the first sequence of media content. (For example, both a
television network and a cable company have a relationship
with a targeted advertiser and the television network and the
cable company each generate fingerprints of the video
feed/stream so as to enable particular positions within the
sequence of media content to be identified so that both the
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Content Provider 102 and the content distributor are able to
identify one or more advertisements in the same television
feed for replacement with a targeted advertisement).
[0157] In some embodiments, the fingerprint data gener-
ated by the Content Provider 102 and the Content Distribu-
tor 106 are sent to the Content Replacement System 110,
which stores (916) the fingerprint data. In some embodi-
ments, the Content Replacement System 110 generates (917)
its own fingerprints and stores the fingerprints and, option-
ally, one or more of a time stamp, the channel, and the time
until the next advertisement begins in the data structures at
the Content Distributor 106.

[0158] It should be understood that typically the Content
Provider 102 and the Content Distributor 106 generate the
fingerprint data, because the Content Distributor 106 and the
Content Provider 102 have access to the first sequence of
media content before it is broadcast to the Media System 108
and thus can generate the fingerprint data so that it can be
used by the Media System 108 to identify replaceable media
content in the first sequence of media content and insert the
replacement media content. However, when the Content
Replacement System 110 has access to the content before it
is displayed to the end-user (e.g., if the Content Replacement
System 110 coordinates with the Media System 108 to
introduce a 5 minute delay in the presentation of the first
sequence of media content after it is received by both the
Media System 108 and the Content Replacement System
110), then the Content Replacement System 110 can gener-
ate the fingerprint data that is used by the Media System 108,
as described in greater detail below.

[0159] Insome embodiments, fingerprint data is sent (918)
to a Media System 108 from the Content Replacement
System 110. In some embodiments, the fingerprint data
includes all of the fingerprint data stored at the Content
Replacement System 110. In some embodiments, the Con-
tent Replacement System 110 selects (919) a subset of the
data based on usage history of the Media System 108. For
example, if the Content Replacement System 110 has fin-
gerprint data associated with one hundred television chan-
nels, and usage data for a particular Media System 108
indicates that the particular Media System 108 is only
regularly used to watch ten of those channels, then the
Content Replacement System 110 selects the subset of the
fingerprint data that includes the fingerprint data associated
with those ten channels and only sends the fingerprint data
associated with those ten channels. In this example, by
sending only a subset of the fingerprint data, the amount of
data that is transmitted to the Media System 108 (and
consequently the amount of bandwidth used to transmit that
data) is reduced by approximately ninety percent. Similarly,
sending only a subset of the fingerprint data reduces the use
of storage space at the Media System 108. The Media
System 108 receives (920) the fingerprint data from the
Content Replacement System 110 and stores the fingerprint
data (921) in local data structures for use in identifying
sequences of media content and requesting replacement
media content, as described in greater detail below.

[0160] The Content Distributor 106 prepares (922) the
media content for delivery to a Media System 108. In some
embodiments the Media System 108 sends a request indi-
cating the selection (924) of a first sequence of media
content (e.g., a first television channel). In this embodiment,
the Content Distributor 106 delivers (926) the first sequence
of media content to the Media System 108. The first
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sequence of media content is decoded (928) and presented
(938) by the Media System 108. For example, in a switched
digital video system, the end-user requests to view channel
“42” of a plurality of cable channels, the request goes out
over the communications network and a single channel is
returned to the end-user and decoded on the end-user’s home
equipment (e.g., a cable box and a television). In some
embodiments the decoder reports usage data to a Content
Replacement System 110, this reporting may occur over an
alternate communication network (e.g., a second communi-
cation network). The Content Replacement System 110
stores (930-A) the usage data, as described in greater detail
below.

[0161] In some embodiments, the first sequence of media
content is a sequence of video content including video
content requested by the end-user and advertisement video
content. In some embodiments, the replacement media con-
tent is a sequence of video content including one or more
replacement advertisements.

[0162] In some embodiments, the end-user does not send
a network request for a first sequence of media content, but
rather the Content Distributor 106 delivers (932) a plurality
of sequences of media content (e.g., multiplexed television
channels). The Media System 108 receives the plurality of
sequences of media content (e.g., multiple television chan-
nels) and the end-user selects (934) a first sequence of the
media content. In some embodiments, the Media System
108 demultiplexes the plurality of sequences of media
content and decodes (936) the selected first sequence of
media content. In some embodiments usage data is sent by
the Media System 108 to the Content Replacement System
110 and stored (930-B) for later use.

[0163] In some embodiments, the Media System 108
receives the first sequence of media content from a media
Content Distributor 106 over a first communication network
(e.g., amanaged content distribution network such as a cable
network or a satellite network), where fingerprint data has
been generated from the first sequence of media content in
order to facilitate the replacement of media content in the
first sequence of media content with replacement media
content. The Media System 108 presents (938) the first
sequence of media content to an end-user of the Media
System 108. While presenting the first sequence of media
content to the end-user, the Media System 108 generates
(939) a fingerprint of the first sequence of media content. In
some embodiments, the fingerprint is generated before the
first sequence is actually displayed to the end-user, so that
the first sequence of media content can be replaced with
replacement media content before it is displayed to the
end-user.

[0164] In some embodiments, the Media System 108
sends (940) a request to the Content Replacement System
110 for replacement media content including the fingerprint.
For example, in embodiments where the Content Replace-
ment System 110 does not send any fingerprint data to the
Media System 108, the Media System 108 must send the
fingerprint to the Content Replacement System 110, and
then the fingerprint is compared (942) with reference fin-
gerprints at the Content Replacement System 110. If a
matching fingerprint is not found (944), then the process
ends (945). Ifa matching fingerprint is found (946), and the
first sequence of media content is identified by the Content
Replacement System 110, then the Content Replacement
System 110 proceeds to select replacement media content, as
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described in greater detail below. In accordance with some
embodiments, the Media System 108 stores (930-C) usage
data and/or sends the usage data to a Content Replacement
System 110 for later use.

[0165] In embodiments where the network connection is
asymmetrical so that the Media System 108 has a much
higher download bandwidth than upload bandwidth, it is
beneficial for the Content Replacement System 110 to send
fingerprints to the Media System 108 and have some of the
matching of fingerprints take place at the Media System 108,
instead of having the Media System 108 repeatedly sending
fingerprint data to the Content Replacement System 110 for
matching. This arrangement is beneficial, because sending
the fingerprint data to the Media System 108 uses the
relatively unlimited download bandwidth rather than the
relatively limited upload bandwidth of the Media System
108. Thus, in some embodiments, it is advantageous to store
at least a subset of reference fingerprint data including
reference finger prints at the Media System 108, where the
reference fingerprint data is predetermined fingerprint data
(e.g., data originally generated by the Content Replacement
System 110, the content provider and/or the Content Dis-
tributor 106). The Media System 108 compares (948) the
generated fingerprint to the reference fingerprints in the
subset of reference fingerprint data received from the Con-
tent Replacement System 110. If a match is not found (950),
then the Media System 108 sends (951) a request for
replacement media content, the request including the gen-
erated fingerprint. As an illustrative example, when the
Content Replacement System 110 only sends fingerprint
data to the Media System 108 including fingerprints for the
ten most frequently watched television channels, if' the
Media System 108 is currently displaying a sequence of
media content for a television channel that is not one of the
ten most frequently watched television channels, the Media
System 108 will not have predetermined fingerprint data that
matches the sequence of media content and will have to send
the generated fingerprint to the Content Replacement Sys-
tem 110 for comparison with the entire set of reference
fingerprints stored at the Content Replacement System 110.

[0166] In this embodiment, the fingerprint is received at
the Content Replacement System 110 and is compared (942)
with additional reference fingerprints at the Content
Replacement System 110. If a matching fingerprint is not
found (944), then the process ends (945). If a matching
fingerprint is found (946), thereby identitying the first
sequence of media content, then the Content Replacement
System 110 proceeds to select replacement media content, as
described in greater detail below.

[0167] In contrast, if a match to the generated fingerprint
is found (952), thereby identifying the first sequence of
media content, the Media System 108 sends (953) a request
for replacement media content to the Content Replacement
System 110, the request including data indicating that the
fingerprint matches a reference fingerprint in the subset of
reference fingerprint data. For example, if the first sequence
of' media content that is being received by the Media System
108 is one of the ten most frequently watched television
channels, and the Media System 108 identifies a reference
fingerprint identifying the channel and the current time of
the channel. In this example, the request to the Media
System 108 includes an identifier of the channel and a
timestamp of the channel and sends a request to the Content

Jul. 16, 2020

Replacement System 110 requesting any replacement media
content (e.g., targeted advertisements) for the identified
channel.

[0168] In some embodiments the request includes an
authentication message. A number of different authentica-
tion techniques may be used (e.g., Kerberos, RSA, etc.),
some of which involve multiple communications between
the Media System 108 and the Content Replacement System
110. If the authentication is not valid, then the process ends,
and no replacement media content is sent to the Media
System 108. If the authentication message is valid and the
Content Replacement System 110 is able to authenticate the
request, then the content replacement selects replacement
media content in accordance with predefined criteria. An
exemplary authentication process is described in greater
detail above with reference to FIG. 6C. One having ordinary
skill in the art would readily understand that any authenti-
cation process or procedure known in the art could be used
to authenticate communications between the Media System
108 and the Content Replacement System 110.

[0169] It should be noted that the media device does not
request a particular replacement media content. Rather, the
media device merely reports a particular fingerprint or
fingerprint match (e.g., an identified first sequence of media
content) to the Content Replacement System 110, and the
Content Replacement System 110 uses the request from the
media device (including one or more of a unique identifier
of the media device, and fingerprint or fingerprint match)
along with, in some embodiments, additional data stored at
the Content Replacement System 110. The Content Replace-
ment System 110 identifies (954) the first sequence of media
content from the matched reference fingerprint (e.g., the
Content Replacement System 110 determines that the first
sequence of media content is a particular television channel).
The Content Replacement System 110 also uses the matched
reference fingerprint to determine (956) a reference position
(e.g., a timestamp or number of frames from a content
transition point) within the first sequence of media content.
In this way the Content Replacement System 110 can make
a sophisticated decision as to what replacement media
content is the most suitable for the particular Media System
108 and for the particular content replacement opportunity.
[0170] The Content Replacement System 110 selects
(958) replacement media content in accordance with pre-
defined criteria. In some embodiments the predefined crite-
ria is based (959) at least in part on the first sequence of
media content. In some embodiments the predefined criteria
is based (960) at least in part on the reference position within
the media content. In some embodiments, the predefined
criteria is based (961) at least in part on information about
the end-user of the Media System 108 such, including
replacement parameters provided by the Replacement Con-
tent Provider 112 (e.g., an advertiser). These parameters
enable the Content Replacement System 110 to intelligently
select replacement media content. In some embodiments the
parameters indicate that the replacement of a portion of the
first sequence of media content with replacement media
content is authorized (e.g., that the replacement of a non-
targeted advertisement with a targeted advertisement is
authorized by the advertiser).

[0171] As one example of this method, the reference
fingerprint is used by the Content Replacement System 110
to identify a sequence of media content (e.g., a television
channel and/or a particular advertisement or television show



US 2020/0228876 Al

within the television channel) and a timestamp within the
sequence of media content (e.g., the location of the content
that is to be replaced, such as a non-targeted advertisement).
A particular position (e.g., a position relative to the reference
position) within the identified first sequence of media con-
tent is associated with an advertisement identifier and/or an
advertisement campaign identifier for the generic advertise-
ment to be overwritten with a targeted replacement adver-
tisement delivered by the Content Replacement System 110.
In some embodiments, the parameters identify the specific
targeted advertisement that may be inserted as a substitute
for the generic advertisement. The advertisement identifier
and the advertisement campaign identifier are used by the
Content Replacement System 110 to select an advertisement
that is authorized by the advertiser to overwrite the broad-
cast advertisement based on parameters provided by the
Replacement Content Provider 112 (e.g., advertiser) and
maintained in a database in the Content Replacement Sys-
tem 110.

[0172] Similarly, a request for replacement media content
may include parameters that enable the Content Replace-
ment System 110 to select advertisements that best match
the technical limitations of the Media System 108. For
example, such parameters may include: the video profile
(e.g., SD, HD and resolution parameters) and the bandwidth
(e.g., data rate) of the network connection. In a complemen-
tary implementation, these parameters inform the content
replacement server to assist in formatting or transcoding the
substitute advertisement video so it is technically compatible
with the Media System 108.

[0173] In some embodiments, a request for replacement
media content includes parameters that enable the Content
Replacement System 110 to select advertisements that target
the viewer based on program context. These parameters
enable the Content Replacement System 110 to select adver-
tisements that best match the interests of the viewer based on
the characteristics of the content being viewed. Content
characteristics can also be referred to as content properties
or content metadata. Content metadata that would help the
Content Replacement System 110 select an advertisement
that targets a typical viewer of said content include the rating
of the content and/or the genre of the content (e.g., Kids,
Sports, Financial News, etc.) Content metadata can be
obtained in many ways. One way to obtain content metadata
is by extracting the metadata from guide listings data.
[0174] A request for replacement media content may also
include parameters that enable the Content Replacement
System 110 to select advertisements that target the viewer
based on the viewer demographic, psychographic or behav-
ioral information. These parameters enable the Content
Replacement System 110 to select advertisements that best
match the interests of the viewer based on the viewer’s
demographic information.

[0175] An example of demographic information is the
media system location, such as a zip code. Media System
108 location information may be stored on the Media
System 108 directly and can then be sent directly as a
parameter in the request for replacement media content. In
some cases, media system location information may not be
stored on the Media System 108 directly however it can be
determined at the back-end by mapping the Media System
108 host device identifier to the location in an account
database or another database within which there is a map-
ping of the media system identifier to its owner’s home
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address. One example of such a database is a product
registration database populated at the Media System 108
purchase point or populated by way of a registration mecha-
nism such as in the case of a warranty registration. In the
case where media system location information is not stored
directly on the Media System 108, a parameter in the request
from the Media System 108 would include the identifier. The
identifier would be used by a Content Replacement System
110 component as a key into a database at the back-end to
resolve the media system location information. This location
information would be used to select an advertisement that
targets the derived location.

[0176] In some embodiments, additional information
about the end-user of the Media System 108 is provided by
one or more of: a Content Provider 102 (e.g., a Content
Provider 102 knowing what premium stations the end-user
has purchased), a Content Distributor 106 (e.g., a cable
network having data about what channels the end-user
watches); a manufacturer of the Media System 108 (e.g.,
information filled out on a warrantee card); and a service
provider to the end-user of the Media System 108 (e.g., a cell
phone provider having information about what area codes
the end-user calls the most and what kind of cell phone the
end-user owns). In some embodiments this user data (e.g.,
data about the end-user) may be stored in the Content
Replacement System 110 and used by the Content Replace-
ment System 110 to select replacement media content.

[0177] In some embodiments, before the replacement
media content is used to replace the first sequence of media
content at the Media System 108, the Content Replacement
System 110 verifies that the first sequence of media content
is the identified sequence of media content. In one embodi-
ment, the fingerprints discussed above are weak fingerprints
(i.e., fingerprints that include a relatively small amount of
information, such as a fingerprint that is generated using two
blocks of a single frame of the media content) that is not
sufficient to uniquely identify the sequence of media content,
but is sufficient to identify a likely candidate for the first
sequence of media content when correlated with other
available information (e.g., the approximate time that the
fingerprint was processed). In this embodiment, after the
sequence of media content has been preliminarily identified
the Media System 108 generates a stronger fingerprint (i.e.
a fingerprint that includes a relatively larger amount of
information, such as a fingerprint generated using every
block in a single frame of the media content) that is sufficient
to uniquely identify the media sequence. This strong finger-
print is compared with a corresponding fingerprint for the
identified sequence of media content. If the strong finger-
print matches, then the match is verified, and the replace-
ment media content is sent to the Media System 108.

[0178] As an example of this embodiment, if the first
sequence of media content is a television channel including
a television program and a plurality of advertisements, the
Media System 108 initially generates weak fingerprints,
which are matched (either at the Media System 108 or at the
Content Replacement System 110) with reference finger-
prints to determine the current channel. The Content
Replacement System 110 identifies a targeted advertisement
that is going to be displayed on the channel as a replacement
for a non-targeted advertisement. However, before the non-
targeted advertisement is replaced, the Media System 108
generates a strong fingerprint of the identified advertisement
(e.g., a fingerprint of the first frame of the advertisement)
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which is compared with a strong fingerprint of the first frame
of the advertisement. In some embodiments the strong
fingerprint is globally unique and is generated by sampling
the luminance of every block in the first frame of the
non-targeted advertisement and is compared with a corre-
sponding reference fingerprint for the first frame of the
non-targeted advertisement. In these embodiments, the
advertisement is only replaced if the strong fingerprints
match. Thus, the content is replaced only if the non-targeted
advertisement is verified to be the replaceable advertisement
using a strong fingerprint.

[0179] In some embodiments, weak fingerprints are used
to continuously monitor a first sequence of media content to
determine whether the first sequence of media content has
ceased to be displayed (e.g., because the end-user switched
channels). In this case, a very weak fingerprint may be used
(e.g., the luminance of a single block every 10 video frames)
which requires very little bandwidth to communicate with
the Content Replacement System 110, but is sufficient to
determine whether the sequence of media content has been
changed (e.g., because the end-user has changed the video
input from cable to a DVD player or because the end-user
has changed channels.)

[0180] The Media System 108 receives (962) the replace-
ment media content and decodes (964) the replacement
media content. In accordance with some embodiments, the
Content Replacement System 110 receives and stores (930-
D) usage data from the decoder/multiplexer when the
replacement media content is decoded.

[0181] After receiving and decoding the replacement
media content, the Media System 108 determines (966) a
position to begin presenting the replacement media content
based on the reference position. As one example, the content
to be replaced is an advertisement, and when the Media
System 108 generates the fingerprint, the Media System 108
determines a frame of the fingerprint (e.g., the first frame
that was analyzed to generate the fingerprint) and records
this as part of the fingerprint data. When the sequence of
media content is identified, the Content Replacement Sys-
tem 110 sends the Media System 108 replacement media
content, where the replacement media content starts at a
position relative to the fingerprint used to identify the
sequence of media content (e.g., the position is “239 frames
after the frame associated with the fingerprint). The Media
System 108 uses the stored fingerprint data about the loca-
tion of the fingerprint and the information from the Content
Replacement System 110 about the relative position of the
fingerprint and an insertion point for the replacement media
content to determine when to begin presenting the replace-
ment media content at the Media System 108.

[0182] In accordance with some embodiments, after deter-
mining when to begin presenting the replacement media
content, the Media System 108 begins presenting (968) the
replacement media content instead of the first sequence of
media content. In some embodiments, the replacement
media content has an end, and the Media System 108 detects
the end of the replacement media content and ceases to
present the replacement media content and presents the first
sequence of media content. In accordance with some
embodiments, when the Media System 108 begins present-
ing the replacement media content, the Content Replace-
ment System 110 receives and stores (930-E) usage data
from the decoder/multiplexer.
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[0183] As one example, an end-user is watching television
channel “42,” the television detects that a targeted adver-
tisement spot is coming up in eight seconds. In response to
generating a fingerprint and determining a matching refer-
ence fingerprint, thereby identifying the currently displayed
television channel, the television requests targeted adver-
tisement content from the Content Replacement System 110
over an internet connection (or sends the fingerprint to the
Content Replacement System 110 so that the Content
Replacement System 110 can make this determination).
After verifying that the sequence of media content includes
the replaceable content, the Content Replacement System
110 sends a targeted advertisement, which is selected based
on known demographic information about the end-user or
the television of the end-user (e.g., provided when the
end-user purchased the television). The replacement media
content is delivered to the end-user’s television over the
internet connection and is played on the television instead of
the regular advertisement. When the targeted advertisement
ends, the channel that the end-user was watching is redis-
played.

[0184] In accordance with some embodiments, receiving
the first sequence of media content includes receiving it
from a managed television network, such as a satellite
network, radio frequency broadcast network, internet pro-
tocol television system or cable network, while accessing
the replacement media content includes accessing an
unmanaged IP network, such as the Internet, or an IP
network managed by another, such as in a self-contained
hotel network. In a related embodiment, the method may
make use of a virtual second communication network where
the second communication network differs from the first
communication network on one or more of layers one
through six of the Open Systems Interconnection (OSI)
network layer stack. In other words, the second communi-
cation network can be a virtualized separate network.

[0185] In accordance with some embodiments, while pre-
senting the replacement media content to the end-user, the
Media System 108 receives (969) a request to select a
second sequence of media content (e.g., to change from
channel “42” to channel “10”). In some embodiments the
Media System 108 sends a request to the Content Distributor
106 for the second sequence of media content, and the
Content Distributor 106 delivers (970) sequence of media
content that is, in accordance with some embodiments, being
provided (971) by the Content Provider 102. The Media
System 108 receives (972) the second sequence of media
content, and presents (974) the second sequence of media
content to the end-user. In some embodiments, the Content
Distributor 106 is sending the Media System 108 a plurality
of sequences of media content, and the Media System 108
merely demultiplexes and decodes the requested second
sequence of media content. In either case, the Media System
108 ceases presenting the replacement media content; and,
instead presents (974) the second sequence of media content
to the end-user.

[0186] Thus, even though the Media System 108 has
replaced the content and is no longer displaying the first
sequence of media content (e.g., the first channel that the
end-user was watching), the Media System 108 is still able
to detect and respond to a request of the end-user to change
the sequence of media content. For example, the end-user is
watching channel “42,” an advertisement is replaced with a
targeted advertisement. Before the targeted advertisement is
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finished, the end-user switches to channel “10.” In response,
instead of continuing to display the targeted advertisement,
the television switches to the new channel (e.g., channel
6‘10”).

[0187] Insome embodiments, while presenting the second
sequence of media content to the end-user, the media device
continues to advance the replacement media content (e.g.,
the targeted advertisement continues to advance). In some
embodiments, the end-user selects the first sequence of
media content after having previously selected the second
set of media content. (e.g., the end-user switches back from
channel “10” to channel “42”). The media device receives a
request (978) for the first sequence of media content; and in
response to the request for the first sequence of media
content, if the request was (980) made within a predefined
time (e.g., the length of the replacement media content, so
that the replacement media content is still advancing), the
Media System 108 finishes presenting (982) the replacement
media content. However, if the request was not (984) made
within a predefined time (e.g., the length of the replacement
media content, so that the replacement media content has
ended), the Media System 108 resumes presenting (938) the
first sequence of media content to the end-user. In accor-
dance with some embodiments, when the Media System 108
resumes presenting the replacement media content, the Con-
tent Replacement System 110 receives and stores (930-F)
usage data from the decoder/multiplexer.

[0188] Similarly, in another embodiment, while the
replacement subset of media content is being sent to the
viewer display, the Media System 108 continues to monitor
the first sequence of media content for changes in the
characteristics of the sequence, such as changes in volume,
changes in channels, invocation of Emergency Alert System
(EAS), invocation of an on-screen program guide, etc., and
is responsive to such changes by either switching back to the
first sequence of media content (e.g., television stream) from
the replacement media content (e.g., targeted advertisement
stream), or makes changes in characteristics of the replace-
ment media content (e.g., targeted advertisement stream)
received over the alternate distribute network to mirror
changes in the monitored first sequence of media content
(e.g., original television stream) to the replacement media
content.

[0189] In some embodiments, the Content Replacement
System 110 sends (986) the stored usage data to the Content
Provider 102 and/or the Content Distributor 106. The Con-
tent Provider 102 and the Content Distributor 106 receive
(988-A, 988-B) the usage data and may use that data to
improve their advertising strategies. In some embodiments,
the Content Replacement System 110 stores the usage data
and sells (990) the usage data.

[0190] Note that details of other processes described
herein with respect to methods 1100, 1200, 1300 and 1400
(e.g., FIGS. 11A-11F, 12A-12E, 13A-13D and 14A-14F) are
also applicable in an analogous manner to method 1100
described above. For example, the fingerprints and/or con-
tent described above with reference to method 1100 may
have one or more of the characteristics of the various
fingerprints and/or content described herein with reference
to methods 1100, 1200, 1300 and/or 1400. For brevity, these
details are not repeated here.
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Presenting Additional Content

[0191] Attention is now directed to FIGS. 10A-10B,
which illustrate the flow of data through a distributed system
for distributing media content to a media system in accor-
dance with some embodiments (e.g., embodiments where
media content is replaced using fingerprint detection and
matching). Some functional components, such as the net-
work communication interfaces, have been omitted for clar-
ity. Media content for presentation on a Media System 108
(e.g., television shows for display on a television) begins as
source media content at the Content Provider 102, and is
typically further modified (e.g., by adding in advertisements,
etc.) at a Content Distributor 106 to generate a sequence of
media content (e.g., a television channel). One or more
sequences of media content (e.g., television channels) are
provided to the Media System 108. A user of the Media
System 108 typically selects a sequence of media content for
presentation at the Media System 108 (e.g., switching a
channel). It should be understood that this selection may
result in selecting a received sequence of media content
from a plurality of received sequences of media content, or
it may result in reducing the number of sequences of media
content that are provided to the Media System 108 to a
single sequence of media content.

[0192] The Content Providers 102 and/or Content Dis-
tributors 106 send data on a Content Replacement System
110 enabling the Content Replacement System 110 to deter-
mine the currently presented content at the Media System
108. In some embodiments, this is reference fingerprint data
generated at the Content Providers 102 and/or Content
Distributors 106. In some embodiments, the Content
Replacement System 110 receives the sequence(s) of media
content from the Content Providers 102 and/or Content
Distributors 106 and generates reference fingerprint data
using the sequence(s) of media content.

[0193] Additional content (e.g., replacement content or
supplemental content) is provided to the Content Replace-
ment System 110 and/or the Media System 108 by the
Replacement Content Providers 112. As used herein, addi-
tional content refers to virtually any kind of media content
that can be presented at the Media System 108. This
additional content will typically include content that is in
some way associated with the received sequence of media
content that is currently being displayed or prepared for
display at the Media System 108. The additional content
may: provide information about the received sequence of
media content, include information targeted to viewers of
the received sequence of media content, and/or provide
interactive capabilities related to the received sequence of
media content. As one example, the additional content
includes sequences of replacement content (e.g., targeted
television advertisements) for replacing all or a portion of
the sequence of media content at the Media System 108. As
another example, the additional content includes informa-
tional supplemental content for display in conjunction with
(e.g., next to or overlaying at least a portion of) the received
sequence of media content (e.g., a name of the currently
displayed television show, a name of the current input
source/television channel, an advertisement targeted to
viewers of the current television channel, a programming
guide, content such as status updates from social media
sources, current weather, a stock ticker, etc.). As another
example, the additional content includes interactive supple-
mental content for display in conjunction with (e.g., next to
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or overlaying at least a portion of) the received sequence of
media content (e.g., an interactive advertisement, interactive
programming guide, polling widget, voting widget, game
show widget, game etc.). In some embodiments, the addi-
tional content includes components (e.g., audio, images,
video, text, executable instructions, etc.) which are
assembled at the Content Replacement System 110 or the
Media System 108.

[0194] As an extended example of displaying additional
content in conjunction with a received sequence of media
content, the received sequence of media content is a televi-
sion channel and the additional content is a “channel rec-
ognition bar.” When the user switches television channels,
the Content Replacement System 110 identifies the new
channel using data from the Media System 108, as described
in greater detail below and generates a channel recognition
bar for display at the Media System 108 along with the
content of the television channel. This channel recognition
bar is typically displayed along the edge of the display (e.g.,
the lower right hand corner) and includes an identifier (e.g.,
name, logo, etc.) of the current television show. The channel
recognition bar may also include a small graphical adver-
tisement or logo of a product manufacturer, which is typi-
cally selected so as to target an audience of the current
television show, but may be selected based on any criteria.
In this example, the channel recognition bar is displayed as
soon as possible after the television channel is switched and
is only displayed for a few seconds (e.g., 5-10 seconds) after
the channel has been switched. This channel recognition bar
is useful to the end-user, because it provides helpful infor-
mation as to the show that is currently being displayed, and
may be able to do so even when advertisements are being
displayed on the channel). The channel recognition bar is
also a possible source of revenue, as each channel change
will result in a new channel recognition bar being presented
along with a new advertisement, and each new advertise-
ment can be sold as an advertisement impression. Option-
ally, the channel recognition bar is interactive and enables
the end-user to acquire more information about the televi-
sion show or the advertised product or company by per-
forming a select operation (e.g., selecting a predefined
button on a remote control associated with the Media
System 108).

[0195] FIG. 10A illustrates additional operations that are
performed while the distributed system including a Media
System 108 and a Content Replacement System 110 is in a
discovery mode 1002 (e.g., while the distributed system is in
the process of identifying an unknown sequence of media
content that is being displayed/prepared for display on the
Media System 108). In the discovery mode illustrated in
FIG. 10A, the Media System 108 generates comparison
fingerprints from the received sequence of media content
and sends the comparison fingerprints to the Content
Replacement System 110 for comparison with reference
fingerprints. However, it should be understood that, in some
embodiments, the Content Replacement System 110 sends
reference fingerprints (e.g., fingerprints for multiple differ-
ent sequences of additional content) to the Media System
110 for comparison with the comparison fingerprints.

[0196] FIG. 10B illustrates additional operations that are
performed while the distributed system is in a tracking mode
1004 (e.g., after the distributed system has identified a
sequence of media content that is being displayed/prepared
for display at the Media System 108 and is tracking the
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content to determine if a different unknown sequence of
media content starts to be displayed/prepared for display on
the Media System 108). Once the unknown sequence of
media content has been identified, the Content Replacement
System 110 sends reference fingerprints to the Media Sys-
tem 108. In some embodiments, these reference fingerprints
include only reference fingerprints for the identified
sequence of media content that is being displayed/prepared
for display at the Media System 108 (e.g., so as to conserve
network bandwidth). Additionally, the Content Replacement
System 110 sends the Media System 108 information that
enables additional content (e.g., supplemental content or
replacement content) to be displayed at the Media System.
In some embodiments, this information is the additional
content (e.g., a channel recognition bar, a replacement
advertisement, etc.); while in other embodiments, this infor-
mation includes an identifier that identifies additional con-
tent already stored at the Media System 108 for display at
the Media System 108.

[0197] Thus, as illustrated in FIGS. 10A-10B, in one
embodiment, when the distributed system is in discovery
mode, 1002 comparison fingerprints are sent from the Media
System 108 to the Content Replacement System 110 for
comparison with reference fingerprints at the Content
Replacement System 110, while when the distributed system
is in tracking mode 1004, reference fingerprints are sent
from the Content Replacement System 110 to the Media
System 108 for comparison with comparison fingerprints at
the Media System 108. This particular embodiment is
advantageous in situations where bandwidth of the network
connection between the Content Replacement System 110
and the Media System 108 is constrained, because finger-
prints for a small number of sequences of media content
(e.g., fingerprints for the unknown media content during
discovery mode and fingerprints for the identified media
content during tracking mode) need be transmitted between
the Media System 108 and the Content Replacement System
110. This particular embodiment is also advantageous in
situations where the Media System 108 has relatively less
processing power than the Content Replacement System
110, because the relatively computationally intensive task of
identifying an unknown sequence of media content is per-
formed at the Content Replacement System 110 during the
discovery mode, while the less computationally intensive
task of determining that the sequence of media content that
is currently being displayed/prepared for display at the
Media System 108 is performed at the Media System 108.
This particular embodiment is also advantageous in situa-
tions where the network connection between the Content
Replacement System 110 and the Media System 108 has a
high latency, because the relatively infrequently performed
task of identifying an unknown sequence of media content
is performed at the Content Replacement System 110 (e.g.,
requiring a communication from the Media System 108 and
a response from the Content Replacement System 110),
while the relatively frequently performed task of monitoring
to ensure that the sequence of media content that is currently
being displayed/prepared for display at the Media System
108 has not changed is performed at the Media System 108
(e.g., requiring only a communication from the Content
Replacement System).

[0198] Attention is now directed to FIGS. 11 A-11F, which
include a flowchart representing a method 1100 for distrib-
uting media content to a Media System 108 (e.g., a con-
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sumer electronic device), according to certain embodiments.
This method may be governed by instructions that are stored
in a non-transitory computer readable storage medium and
that are executed by one or more processors of one or more
computer systems. Each of the operations shown in FIGS.
11A-11F may correspond to instructions stored in a com-
puter memory or computer readable storage medium. The
computer readable storage medium may include a magnetic
or optical disk storage device, solid state storage devices
such as Flash memory, or other non-volatile memory device
or devices. The computer readable instructions stored on the
computer readable storage medium are in source code,
assembly language code, object code, or other instruction
format that is interpreted by one or more processors.

[0199] In accordance with one embodiment, the Content
Provider 102 and the Content Replacement System 110
perform a series of operations (1101-A) and (1101-B),
including in some embodiments, receiving instructions from
a Replacement Content Provider 112 (e.g., receiving instruc-
tions from an advertiser indicating the circumstances under
which advertisements in a television broadcast stream are to
be replaced with targeted advertisements provided by the
advertiser or supplemented with additional informational/
interactive content). As one example, a car manufacturer,
purchases a half minute advertising placement opportunity
with a Content Provider 102 (e.g., a television network) and
pays a content replacement service to insert a targeted
advertisement in the advertisement placement opportunity.
As another example, a television station requests that a
channel identifier displayed in a television broadcast be
replaced with an overlay of additional content (e.g., weather,
a news ticker, a local television station logo, advertise-
ments). The Content Replacement System 110 obtains
(1102) additional content (e.g., a targeted advertisement)
from the Replacement Content Provider (112 in FIG. 1) and
obtains (1103) content selection parameters from the
Replacement Content Provider 112 that indicate when and/
or where the replacement media content should be inserted
into a sequence of media content (e.g., the advertisement
that the replacement content is replacing or the portion of the
content that is to be covered by the overlaid additional
content). In some embodiments those parameters include the
advertiser identifier, the advertising campaign identifier, a
unique identifier of the device playing the advertisement
and/or the starting time of the advertisement.

[0200] The Content Provider 102 obtains (1104) source
media content. In some embodiments, the Content Provider
102 obtains the source media content from a satellite link to
a content source (e.g., a television studio). Additionally,
media content can be received from a content source by
accessing the content source through a proprietary network
or a public network such as the Internet. In some embodi-
ments, a Content Distributor 106 physically delivers a
storage medium containing a digital copy of a programming
content to the Content Provider 102. In some embodiments,
media content is acquired and processed for transmission to
viewers in real time, and not first stored (e.g., a live satellite
feed of a football game). In some embodiments acquiring
and processing media content for transmission to viewers in
real time includes buffering at least a portion of the content
(e.g., transmitting the media content with an eight second
delay to compensate for any variations in the rate at which
the media content is being received by the Content Provider
102).
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[0201] In accordance with some embodiments, the Con-
tent Provider 102 uses the source media content to create a
respective sequence of media content (1106), such as a
television show that includes a plurality of 30-second adver-
tisements. After creating the respective sequence of media
content, the Content Provider 102 generates (1108) finger-
print data including reference fingerprints of the respective
sequence of media content, and stores (1109) the fingerprint
data including the reference fingerprints and, optionally one
or more of a time stamp, the channel, and the time until the
next advertisement begins in the data structures at the
Content Provider 102. The process for generating a finger-
print in accordance with some embodiments is described in
more detail below with reference to FIGS. 14A-14F. In some
embodiments, the fingerprint data is sent to the Content
Replacement System 110. The Content Provider 102 sends
(1110) the stream of media content to a Content Distributor
106 or, optionally, sends the stream of media content directly
to a Media System 108. In some embodiments, the media
system is a consumer electronic device with an end-user. In
some embodiments, the media content is video content for
display to the end-user.

[0202] In some embodiments the Content Distributor 106
receives (1111) the respective sequence of media content
from the Content Provider 102 and, optionally, adds (1112)
media content to the respective sequence of media content.
For example, the Content Distributor 106 may be authorized
to replace a subset of the advertisements in a television
channel with local advertisements. In some embodiments,
after adding any media content to the respective sequence of
media content, the Content Distributor 106 generates (1114)
fingerprint data including reference fingerprints of the
respective sequence of media content and stores (1115) the
fingerprint data including the reference fingerprints and,
optionally, one or more of a time stamp, the channel, and the
time until the next advertisement begins in the data struc-
tures at the Content Distributor 106. The process for gen-
erating a fingerprint in accordance with some embodiments
is described in more detail below with reference to FIGS.
13A-13F.

[0203] It should be understood that, in some embodi-
ments, only the Content Provider 102 generates fingerprints
of the respective sequence of media content, while in other
embodiments, only the Content Distributor 106 generates
fingerprints of the respective sequence of media content.
Additionally, in some embodiments, both the Content Dis-
tributor 106 and the Content Provider 102 generate finger-
prints of the respective sequence of media content. For
example, when both a television network and a cable com-
pany have a relationship with a targeted advertiser, both the
television network and the cable company may separately
generate fingerprints of the video feed/stream so as to enable
particular positions within the sequence of media content to
be identified. Thus, in this example, both the Content
Provider 102 and the Content Distributor 106 are able to
independently identify one or more advertisements in the
same television feed for replacement with a targeted adver-
tisement and/or identity additional content to be overlaid on
the television while a particular channel is displayed using
the separately generated fingerprints.

[0204] In some embodiments, the fingerprint data (e.g.,
reference fingerprints) generated by the Content Provider
102 and the Content Distributor 106 are sent to the Content
Replacement System 110, which stores (1116) the finger-
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print data (e.g., reference fingerprints). In some embodi-
ments, the Content Replacement System 110 generates
(1117) its own fingerprints and stores the fingerprints and,
optionally, one or more of a time stamp, the channel, and the
time until the next advertisement begins in the data struc-
tures at the Content Replacement System 110.

[0205] It should be understood that typically the Content
Provider 102 and the Content Distributor 106 generate the
fingerprint data (e.g., reference fingerprints), because the
Content Distributor 106 and the Content Provider 102 have
access to the respective sequence of media content before it
is broadcast to the Media System 108 and thus can generate
the fingerprint data (e.g., reference fingerprints) so that it can
be used by the Media System 108 to identify media content
in the respective sequence of media content that can be
replaced or supplemented with additional content and insert
the additional content. However, when the Content Replace-
ment System 110 has access to the respective sequence of
media content before it is displayed to the end-user (e.g., by
arranging with the Content Distributor 106 to receive access
to the sequence of media content before it is broadcast, by
generating fingerprints during a standard broadcast delay of
approximately seconds, or by generating fingerprints during
a longer delay that is coordinated between the Content
Replacement System 110 and the Media System 108), then
the Content Replacement System 110 can generate the
fingerprint data (e.g., reference fingerprints) that is used by
the Media System 108, as described in greater detail below.

[0206] In some embodiments, fingerprint data (e.g., refer-
ence fingerprints) is sent (1118) to a Media System 108 from
the Content Replacement System 110. In some embodiments
the fingerprint data is sent to the Media System 108 over an
unmanaged communication network (e.g., the Internet). In
some embodiments, the fingerprint data includes all of the
fingerprint data stored at the Content Replacement System
110. In some embodiments, the Content Replacement Sys-
tem 110 selects (1119) a subset of the data based on usage
history of the Media System 108. For example, if the
Content Replacement System 110 has fingerprint data asso-
ciated with one hundred television channels, and usage data
for a particular Media System 108 indicates that the par-
ticular Media System 108 is only regularly used to watch ten
of those channels, then the Content Replacement System
110 selects the subset of the fingerprint data that includes the
reference fingerprints associated with those ten channels and
only sends the reference fingerprints associated with those
ten channels. In this example, by sending only a subset of the
fingerprint data, the amount of data that is transmitted to the
Media System 108 (and consequently the amount of band-
width used to transmit that data) is reduced by approxi-
mately ninety percent. Similarly, sending only a subset of the
fingerprint data reduces the use of storage space at the Media
System 108. The Media System 108 receives (1120) the
fingerprint data from the Content Replacement System 110
and stores the fingerprint data (1121) in local data structures
for use in identifying sequences of media content and
requesting additional content, as described in greater detail
below.

[0207] The Media System 108 receives (1123) a received
sequence of media content (e.g., the respective sequence of
media content) for presentation at the media system. In some
embodiments, the received sequence of media content is
received from the media Content Distributor 106 over a
managed communication network (e.g., a cable network or
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a satellite network). In other words, in some embodiments,
the received sequence of media content is broadcast media
content (e.g., a television station). However, it should be
understood that, for the purposes of the method described
herein, the received sequence of media content received by
the Media System 108 can be virtually any media content
that is provided to the Media System 108. For example, the
received media content could be any of broadcast TV
content, video on demand, previously recorded broadcast
TV, streaming internet video, purchased content (e.g., DVD,
Blu-Ray, digital downloaded video, etc.).

[0208] In embodiments where the received sequence of
media content is broadcast content, typically either: the
media system will select a sequence of media content and
only that sequence of media content will be delivered to the
Media System 108 by the Content Distributor 106 (as
described in greater detail below with reference to opera-
tions 1124-1128); or a plurality of multiplexed sequences of
media content will be delivered to the Media System 108
from a Content Distributor 106 and the Media System 108
will demultiplex and decode the received sequence of media
content (as described in greater detail below with reference
to operations 1132-1134). However, in either case, the
received sequence of media content is prepared to be pre-
sented at the Media System 108.

[0209] In embodiments where the received sequence of
media content is broadcast media content and the Content
Distributor provides a single sequence of media content, the
Content Distributor 106 prepares (1122) the media content
for delivery to a Media System 108. In some embodiments
the Media System 108 sends a request indicating the selec-
tion (1124) of a respective sequence of media content (e.g.,
a first television channel). In this embodiment, the Content
Distributor 106 delivers (1126) the respective sequence of
media content to the Media System 108. For example, in a
switched digital video system, the end-user requests to view
channel “42” of a plurality of cable channels, the request
goes out over the managed communications network and a
single channel is returned to the end-user and decoded on the
end-user’s home equipment (e.g., a cable box and a televi-
sion). In some embodiments the decoder reports usage data
to a Content Replacement System 110, this reporting may
occur over an alternate communication network (e.g., an
unmanaged communication network). The Content Replace-
ment System 110 stores (1130-A) the usage data, as
described in greater detail below.

[0210] In embodiments where the received sequence of
media content is broadcast media content and the Content
Distributor 106 provides a plurality of multiplexed
sequences of media content, the end-user does not send a
network request for a respective sequence of media content,
but rather the Content Distributor 106 delivers (1132) a
plurality of sequences of media content (e.g., multiplexed
television channels) to the Media System 108. The Media
System 108 receives the plurality of sequences of media
content (e.g., multiple television channels) and the end-user
selects (1134) the respective sequence of the media content.
In some embodiments, the Media System 108 demultiplexes
the plurality of sequences of media content and decodes
(1136) the selected respective sequence of media content. In
some embodiments usage data is sent by the Media System
108 to the Content Replacement System 110 and stored
(1130-B) for later use.
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[0211] The Media System 108 prepares to present (1137)
the received sequence of media content to an end-user of the
Media System 108 (e.g., buffering the sequence of media
content, decompressing video, etc). While preparing to
present the unknown received sequence of media content to
the end-user, the distributed system that includes the Media
System 108 and the Content Replacement System 110 is
initially in a discovery mode (e.g., 1002 as shown in FIG.
10A). While in the discovery mode, the Media System 108
generates (1138) a comparison fingerprint for the received
sequence of media content. In some embodiments, the
comparison fingerprint is generated using a single frame. In
some embodiments, the comparison fingerprint is taken
from one or more frames of video content within the
sequence of media content. An exemplary method for gen-
erating a fingerprint is described in greater detail below with
reference to FIGS. 13A-13F. In some embodiments, the
fingerprint is generated before a displayed sequence of
media content corresponding to the received sequence of
media content is actually displayed to the end-user, so that
additional content (e.g., replacement content and/or supple-
mental content) can be added to the received sequence of
media content before the displayed sequence of media
content is viewed by the end-user.

[0212] The comparison fingerprint is for comparison with
a plurality of reference fingerprints so as to identify the
received sequence of media content. It should be understood
that, in accordance with various embodiments, this compari-
son may take place either: at the Media System 108; at the
Content Replacement System 110, or at both the Media
System 108 and the Content Replacement System 110. In
some embodiments, the plurality of reference fingerprints
are generated prior to the broadcast of the received sequence
of media content (e.g., the reference fingerprints are prede-
termined). In some embodiments, the fingerprints are gen-
erated up to twenty four hours in advance by processing a
pre-run of the broadcast. However, it should be understood
that for some broadcast media (e.g., news, sports, etc.) a
pre-run is not available and thus the reference fingerprints
are generated on-the-fly in between the time the broadcast is
generated and when it is displayed to the end-user (e.g.,
during a short delay that is typically added into live broad-
casts, sometimes called a “seven second delay,” although the
delay may be more or less than seven seconds).

[0213] The Media System 108 sends (1139) a request for
identification of additional content to a server system (e.g.,
the Content Replacement System 110), where the request is
based at least in part on the comparison fingerprint. In some
embodiments, the request for identification of additional
content includes (1140) one or more comparison fingerprints
(e.g., the comparison between the comparison fingerprint
and the plurality of reference fingerprints is performed at the
Content Replacement System 110). In some of these
embodiments, sending the request for additional content
includes sending a stream of fingerprints for successive
frames of received media content (e.g. one fingerprint per
frame) until a matching reference fingerprint is detected. In
some embodiments the request for identification of addi-
tional content includes (1141) data indicating a matching
reference fingerprint (e.g., at least a portion of the compari-
son between the comparison fingerprint and the plurality of
reference fingerprints is performed at the Media System 108,
and the request sent to the Content Replacement System 110
based at least in part on a result of that comparison).
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[0214] Insome embodiments, if there is (1142) a response
from the server system (e.g., the Content Replacement
System 110), the distributed system exits discovery mode,
and the Media System 108 stops sending requests for
identification of additional content to the server system (e.g.,
the Content Replacement System 110). However, if there is
(1143) no response from the server, the Media System 108
continues to generate additional comparison fingerprints and
send requests for identification of additional content using
the additional comparison fingerprints. Thus, if a compari-
son fingerprint is not matched with any reference fingerprint,
the discovery mode continues until a match is detected. For
example, the comparison fingerprint may not be matched if
the comparison fingerprint was generated improperly, was
corrupted, the received sequence of media content is uniden-
tifiable (e.g., the received sequence of media content is home
video, for which the Conversation Replacement System 110
will not typically have reference fingerprints), or any of a
number of other possible reasons.

[0215] When the request for identification of additional
content includes (1140) one or more comparison finger-
prints, the Content Replacement System 110 compares
(1144) the comparison fingerprint with a plurality of refer-
ence fingerprints. Exemplary processes for comparing a
comparison fingerprint with a plurality of reference finger-
prints are described in greater detail below with reference to
FIGS. 12A-12E and 14A-14F. If a matching fingerprint is
not found (1145), then the process ends. If a matching
fingerprint is found (1146), the matching reference finger-
print is used to identify (1147) the unknown received
sequence of media content, enabling the Content Replace-
ment System 110 to select additional content for display at
the Media System 108, as described in greater detail below
with reference to operations 1156-1160. Subsequently, the
Media System 108 receives information enabling the addi-
tional content to be displayed (e.g., the additional content or
instructions for selecting the additional content) and displays
the additional content, as described in greater detail below
with reference to operations 1161-1170.

[0216] However, it should be understood that, in embodi-
ments where the network connection between the Media
System 108 and the Content Replacement System 110 is
asymmetrical so that the Media System 108 has a much
higher download bandwidth than upload bandwidth, it is
advantageous for the Content Replacement System 110 to
send reference fingerprints to the Media System 108 and
have some of the matching of fingerprints take place at the
Media System 108, instead of having the Media System 108
repeatedly sending comparison fingerprint data to the Con-
tent Replacement System 110 for matching. This arrange-
ment is advantageous, because sending the reference finger-
print data to the Media System 108 uses the relatively
unlimited download bandwidth to receive the reference
fingerprints from the Content Replacement System 110
rather than the relatively limited upload bandwidth to trans-
mit the comparison fingerprints to the Content Replacement
System 110.

[0217] Thus, in some embodiments, prior to generating the
comparison fingerprint, the Media System 108 receives,
from the server system (e.g., the Content Replacement
System 110), at least a subset of the reference fingerprints
selected from the plurality of reference fingerprints. In some
of these embodiments, after generating the comparison
fingerprint, the Media System 108 compares the comparison
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fingerprint to respective reference fingerprints of the subset
of reference fingerprints; and if a respective reference fin-
gerprint of the subset of reference fingerprints matches the
fingerprint, the request for additional content includes data
indicating that the fingerprint matches the respective refer-
ence fingerprint; and if the comparison fingerprint does not
match any of the respective reference fingerprints of the
subset of reference fingerprints, the request for a additional
content includes the comparison fingerprint, for comparison
with additional reference fingerprints at the server system. In
some embodiments, the subset of reference fingerprints are
selected from the plurality of reference fingerprints based on
usage data. As an illustrative example, when the Content
Replacement System 110 only sends fingerprint data to the
Media System 108 including fingerprints for the ten most
frequently watched television channels, if the Media System
108 is currently displaying a sequence of media content for
a television channel that is not one of the ten most frequently
watched television channels, the Media System 108 will not
have predetermined fingerprint data that matches the
sequence of media content and will typically send the
generated comparison fingerprint to the Content Replace-
ment System 110 for comparison with the entire set of
reference fingerprints stored at the Content Replacement
System 110.

[0218] In contrast, if a match to the generated comparison
fingerprint is found, thereby identifying the received
sequence of media content, the Media System 108 sends
(1141) the request including data indicating a matching
reference fingerprint to the Content Replacement System
110. For example, if the received sequence of media content
that is being received by the Media System 108 is one of the
ten most frequently watched television channels, and the
Media System 108 identifies a reference fingerprint identi-
fying the channel and the current time of the channel. In this
example, the request to the Media System 108 includes an
identifier of the channel and a timestamp of the channel and
sends a request to the Content Replacement System 110
requesting any additional content (e.g., targeted advertise-
ments, channel recognition bars, local information) to be
displayed in addition to or replace the sequence of media
content. The Content Replacement System 110 uses the data
indicating the matching reference fingerprint to identify
(1147) the received sequence of media content, as described
in greater detail above.

[0219] In some embodiments the request includes an
authentication message. A number of different authentica-
tion techniques may be used (e.g., Kerberos, RSA, etc.),
some of which involve multiple communications between
the Media System 108 and the Content Replacement System
110. If the authentication is not valid, then the process ends,
and no additional content is sent to the Media System 108.
If the authentication message is valid and the Content
Replacement System 110 is able to authenticate the request,
then the content replacement selects additional content in
accordance with predefined criteria. An exemplary authen-
tication process is described in greater detail above with
reference to FIG. 6C. One having ordinary skill in the art
would readily understand that any authentication process or
procedure known in the art could be used to authenticate
communications between the Media System 108 and the
Content Replacement System 110.

[0220] It should be noted that in embodiments, where the
request includes data indicating a matching reference fin-
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gerprint, the Media System 108 does not typically request
particular additional content. Rather, the media device
merely reports a particular fingerprint or fingerprint match
(e.g., an identifier for the received sequence of media
content or a matching reference fingerprint) to the Content
Replacement System 110, and the Content Replacement
System 110 uses the request from the Media System 108
along with, in some embodiments, additional data stored at
the Content Replacement System 110 to identify (1147) the
received sequence of media content. The information
included in the request, enables the Content Replacement
System 110 to select additional content for display at the
Media System 108, as described in greater detail below with
reference to Operations 1156-1160. Subsequently, the Media
System 108 receives information enabling the additional
content to be displayed (e.g., the additional content or
instructions for selecting the additional content) and displays
the additional content, as described in greater detail below
with reference to operations 1161-1170.

[0221] In some embodiments, concurrently with transmit-
ting/receiving the information enabling the additional con-
tent to be displayed at the Media System 108 (e.g., after the
unknown received sequence of media content has been
identified), the distributed system including the Media Sys-
tem 108 and the Content Replacement System 110 enters a
tracking mode (e.g., 1004 in FIG. 10B), where the distrib-
uted system periodically determines whether the received
sequence of media content has changed and, if so, returns to
discovery mode. In some embodiments, after identifying the
received sequence of media content, the Content Replace-
ment System 110 begins sending (1148) reference finger-
prints for the received sequence of media content to the
media system. In some embodiments, the reference finger-
prints include (1149) fingerprints for a predefined number of
sequences of media content (e.g., fingerprints for one tele-
vision channel, two television channels or some predeter-
mined number of best matching television channels). In
some embodiments, the reference fingerprints include
(1150) fingerprints for multiple distinct sequences of media
content (e.g., the reference fingerprints may include refer-
ence fingerprints for multiple television channels if the
received comparison fingerprint matched reference finger-
prints generated from multiple television channels).

[0222] In some embodiments (e.g., while in the tracking
mode), the Media System 108 receives (1151) one or more
reference fingerprints for the received sequence of media
content from the server system (e.g., Content Replacement
System 110). In some embodiments, the reference finger-
prints are received as a stream of reference fingerprints (e.g.,
the reference fingerprints are sent sequentially over a period
of time in an order determined in accordance with a pro-
gression of the reference sequence of media content from
which they were generated). For example, when the refer-
ence sequence of media content is a television station, a
reference fingerprint may be generated for each frame of the
content and then sent to Media System 108 for comparison
with a comparison fingerprint. In the tracking mode, the
media system generates (1152) additional comparison fin-
gerprints of units of the received sequence of media content
and compares (1153) a respective reference fingerprint to a
comparison fingerprint of a corresponding unit of the
received sequence of media content to determine whether
the respective reference fingerprint matches the comparison
fingerprint.
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[0223] When the comparison of the respective reference
fingerprint(s) with the corresponding comparison fingerprint
results in a match, the Media System 108 continues in
tracking mode to receive additional reference fingerprints
and compare them against additional comparison finger-
prints. Typically this process will continue until there is a
single reference sequence of media content that matches the
received sequence of media content. In some embodiments
the match is confirmed when a predetermined number of
matches have been detected in a row, as described in greater
detail below with reference to the MULTIPLE state in FIGS.
12A-12E.

[0224] However, when the received sequence of media
content has been changed to a different received sequence of
media content, the reference fingerprints will cease to match
the additional comparison fingerprints (e.g., fingerprints
generated from the different received sequence of media
content). Thus, when the Media System 108 determines
(1155) that the respective reference fingerprint does not
match the comparison fingerprint for the corresponding unit
of'the sequence of media content, the Media System 108 will
return to the discovery mode. In other words, in response to
determining that there is no match, the Media System 108
will return to operation 1139, and send the comparison
fingerprint to the server system (e.g., Content Replacement
System 110) for comparison with a plurality of reference
fingerprints so as to identify the different sequence of media
content and determine a reference position within the dif-
ferent sequence of media content. In some embodiments,
sending the respective reference fingerprint to the server
system includes sending a stream of comparison fingerprints
(e.g., one fingerprint per frame of the received sequence of
media content) to the server system, until the server system
identifies a match and begins sending a stream of reference
fingerprints to the Media System 108.

[0225] In some embodiments, the Content Replacement
System 110 uses the matched reference fingerprint to deter-
mine (1156) a reference position (e.g., a timestamp or
number of frames from a content transition point) within the
sequence of media content received by the Media System
108. In this way the Content Replacement System 110 can
make a sophisticated decision as to what additional content
is the most suitable for the particular Media System 108 and
for the particular content addition opportunity (e.g., channel
change or advertisement substitution opportunity). In some
embodiments, the reference position is a temporal position
within the received sequence of media content (e.g., the
additional content is a sequence of media content that begins
at “frame x,” or the additional content is a channel recog-
nition bar that is displayed in a lower right-hand corner of
the display that begins to be displayed at “frame x”). In some
of these embodiments, the reference position identifies a
specific frame in the received sequence of media content
(e.g., the fingerprint is a frame-accurate fingerprint).

[0226] The Content Replacement System 110 selects
(1157) additional content in accordance with predefined
criteria. In some embodiments the predefined criteria is
based (1158) at least in part on the received sequence of
media content (e.g., the media content received at the Media
System 108). In some-embodiments the predefined criteria
is based (1159) at least in part on the reference position
within the media content. In some embodiments, the pre-
defined criteria is based (1160) at least in part on information
about the end-user of the Media System 108 such, including
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parameters provided by the Replacement Content Provider
112 (e.g., an advertiser). These parameters enable the Con-
tent Replacement System 110 to intelligently select addi-
tional content for display at the Media System 108. In some
embodiments the parameters indicate that the replacement of
a portion of the received sequence of media content with
replacement media content is authorized (e.g., that the
replacement of a non-targeted advertisement with a targeted
advertisement is authorized by the advertiser). In some
embodiments the parameters indicate that the addition of
additional content to a portion of the received sequence of
media content is authorized (e.g., that the display of overlaid
additional content in the received sequence of media content
is authorized by the advertiser, content producer and/or
content distributor).

[0227] As one example of this method, the reference
fingerprint is used by the Content Replacement System 110
to identify a received sequence of media content (e.g., a
television channel and/or a particular advertisement or tele-
vision show within the television channel) and a timestamp
within the sequence of media content (e.g., the location of
the content that is to be replaced, such as a non-targeted
advertisement). A particular position (e.g., a position relative
to the reference position) within the identified received
sequence of media content is associated with an advertise-
ment identifier and/or an advertisement campaign identifier
for the generic advertisement to be overwritten with a
targeted replacement advertisement delivered by the Content
Replacement System 110. In some embodiments, the param-
eters identify the specific targeted advertisement that may be
inserted as a substitute for the generic advertisement. The
advertisement identifier and the advertisement campaign
identifier are used by the Content Replacement System 110
to select an advertisement that is authorized by the advertiser
to overwrite the broadcast advertisement based on param-
eters provided by the Replacement Content Provider 112
(e.g., advertiser) and maintained in a database in the Content
Replacement System 110.

[0228] Similarly, a request for additional content may
include parameters that enable the Content Replacement
System 110 to select advertisements that best match the
technical limitations of the Media System 108. For example,
such parameters may include: the video profile (e.g., SD,
HD and resolution parameters), the bandwidth (e.g., data
rate) of the network connection, and/or the size of the
display of the Media System 108, etc. In a complementary
implementation, these parameters inform the Content
Replacement System 110 to assist in formatting/resizing
and/or transcoding the additional content (e.g., replacement
advertisement, channel recognition bar etc.) so it is techno-
logically compatible with the Media System 108.

[0229] In some embodiments, a request for additional
content includes parameters that enable the Content
Replacement System 110 to select advertisements that target
the viewer based on program context. These parameters
enable the Content Replacement System 110 to select addi-
tional content (e.g., advertisements) that best matches the
interests of the viewer based on the characteristics of the
content being viewed. Content characteristics can also be
referred to as content properties or content metadata. Con-
tent metadata that would help the Content Replacement
System 110 select an advertisement that targets a typical
viewer of said content include the rating of the content
and/or the genre of the content (e.g., Kids, Sports, Financial
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News, etc.) Content metadata can be obtained in many ways.
One way to obtain content metadata is by extracting the
metadata from guide listings data.

[0230] A request for additional content may also include
parameters that enable the Content Replacement System 110
to select advertisements that target the viewer based on the
viewer demographic, psychographic or behavioral informa-
tion. These parameters enable the Content Replacement
System 110 to select advertisements that best match the
interests of the viewer based on the viewer’s demographic
information.

[0231] An example of demographic information is the
media system location, such as a zip code. Media System
108 location information may be stored on the Media
System 108 directly and can then be sent directly as a
parameter in the request for additional content. In some
cases, media system location information may not be stored
on the Media System 108 directly however it can be deter-
mined at the back-end by mapping the Media System 108
host device identifier to the location in an account database
or another database within which there is a mapping of the
media system identifier to its owner’s home address. One
example of such a database is a product registration database
populated at the Media System 108 purchase point or
populated by way of a registration mechanism such as in the
case of a warranty registration. In the case where media
system location information is not stored directly on the
Media System 108, a parameter in the request from the
Media System 108 would include the identifier. The iden-
tifier would be used by a Content Replacement System 110
component as a key into a database at the back-end to
resolve the media system location information. This location
information would be used to select an advertisement that
targets the derived location.

[0232] In some embodiments, additional information
about the end-user of the Media System 108 is provided by
one or more of: a Content Provider 102 (e.g., a Content
Provider 102 knowing what premium stations the end-user
has purchased), a Content Distributor 106 (e.g., a cable
network having data about what channels the end-user
watches); a manufacturer of the Media System 108 (e.g.,
information filled out on a warrantee card); and a service
provider to the end-user of the Media System 108 (e.g., a cell
phone provider having information about what area codes
the end-user calls the most and what kind of cell phone the
end-user owns). In some embodiments this user data (e.g.,
data about the end-user) may be stored in the Content
Replacement System 110 and used by the Content Replace-
ment System 110 to select additional content.

[0233] After or in conjunction with entering the tracking
mode (e.g., as described with reference to operations 1148-
1155 above), the Media System 108 receives (1161) a
response to the request (e.g., the request for identification of
additional content based on the comparison fingerprint as
discussed in greater detail above with reference to operation
1139). The response including information enabling addi-
tional content to be selected for display at the Media System
108. In some embodiments, the information enabling addi-
tional content to be selected for display at the media system
includes (1162) the additional content (e.g., the information
is a replacement advertisement or a channel recognition bar
for display at a predefined location on the display). In some
embodiments, the information enabling additional content to
be selected for display at the media system is (1163)
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information that uniquely identifies the additional content
and enables the media system to retrieve the additional
content from local storage or from a Replacement Content
Provider 112. Thus, in some embodiments, the response
from the Content Replacement System includes unique
time/frame identifier (e.g., an internally consistent identifier
that is shared between the Media System 108 and the
Content Replacement System 110, such as a timecode) and
source identifier that identifies a source of the received
sequence of media content (e.g., a television channel iden-
tifier or a DVD or Blu-Ray disc identifier). The combination
of a source identifier and a time/frame identifier is typically
sufficient to uniquely identify content within the distributed
system that includes the Media System 108 and the Content
Replacement System 110.

[0234] For example, the information may be an identifier
of a replacement advertisement or a channel recognition bar
or other graphic that is already stored on the Media System
108. Thus, in some embodiments, the additional content is
located on a local device that is connected to or a part of the
Media System 108 (e.g., in local storage such as a digital
video recorder), while in other embodiments, the additional
content is sent to the Media System 108 by the Content
Replacement System 110. In other words, the additional
content may either be retrieved in real-time or may have
been received by the media system in advance. Additionally,
in some embodiments, the additional content is a combina-
tion of different content that is rendered in advance or
on-the-fly (e.g., in realtime) from some combination of data,
text, audio and/or graphic elements.

[0235] In some embodiments, the Media System 108
prepares (1164) content for display (e.g., to an end-user).
This preparation may include one or more of: determining
(1165) a position to begin presenting the additional content
based on the references position (e.g., a replacement adver-
tisement will typically be displayed starting at the beginning
of a non-targeted advertisement); decoding (1166) addi-
tional content (e.g., the Media System 108 may decode
additional content received from the Content Replacement
System 110); and/or rendering additional content (e.g., ren-
dering images and/or text that are part of the additional
content).

[0236] Additionally, in some embodiments, the Media
System 108 determines a position to begin presenting the
additional content based on the reference position. When the
sequence of media content is identified, the Content
Replacement System 110 sends the Media System 108
additional content, where the additional content starts at a
position relative to the frame used to generate the compari-
son fingerprint used to identify the replacement sequence of
media content (e.g., the position is ten frames after the frame
associated with the fingerprint). The Media System 108 uses
the stored fingerprint data about the location of the finger-
print and the information from the Content Replacement
System 110 about the relative position of the fingerprint and
an insertion point for the additional content to determine
when to begin presenting the additional content at the Media
System 108. As one example, the received sequence of
media content includes an advertisement, and when the
Media System 108 generates the fingerprint, the Media
System 108 determines a frame of the fingerprint (e.g., the
first frame that was analyzed to generate the fingerprint) and
records this as part of the fingerprint data. As another
example, the received sequence of media content includes a
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reference to product, and the additional conversation is a
small banner that is an advertisement for the product. As
another example, a channel recognition bar is sent for
display as soon as a new television channel is displayed at
the Media System 108 (e.g., starting in the first ten frames
of the new television channel).

[0237] In accordance with some embodiments, when the
additional content is replacement content (e.g., a targeted
advertisement), after determining when to begin presenting
the replacement content, the Media System 108 begins
presenting the replacement content instead of the received
sequence of media content. In some embodiments, the
replacement content has an end, and the Media System 108
detects the end of the replacement media content and ceases
to present the replacement content and presents the received
sequence of media content. In accordance with some
embodiments, when the Media System 108 begins present-
ing the replacement content, the Content Replacement Sys-
tem 110 receives and stores (1130-D) usage data from the
decoder/multiplexer.

[0238] As one example, an end-user is watching television
channel “42,” the television detects that a targeted adver-
tisement spot is coming up in eight seconds. In response to
generating a fingerprint and determining a matching refer-
ence fingerprint, thereby identifying the currently displayed
television channel, the television requests targeted adver-
tisement content from the Content Replacement System 110
over an internet connection (or sends the fingerprint to the
Content Replacement System 110 so that the Content
Replacement System 110 can make this determination).
After verifying that the sequence of media content includes
the replaceable content, the Content Replacement System
110 sends a targeted advertisement, which is selected based
on known demographic information about the end-user or
the television of the end-user (e.g., provided when the
end-user purchased the television). The replacement media
content is delivered to the end-user’s television over the
internet connection and is played on the television instead of
the regular advertisement. When the targeted advertisement
ends, the channel that the end-user was watching is redis-
played.

[0239] In accordance with some embodiments, receiving
the received sequence of media content includes receiving it
from a managed television network, such as a satellite
network, radio frequency broadcast network, internet pro-
tocol television system or cable network, while accessing
the additional content includes accessing an unmanaged IP
network, such as the Internet, or an IP network managed by
another, such as in a self-contained hotel network. In a
related embodiment, the method may make use of a virtual
unmanaged communication network where the unmanaged
communication network differs from the managed commu-
nication network on one or more of layers one through six
of the Open Systems Interconnection (OSI) network layer
stack. In other words, the unmanaged communication net-
work can be a virtualized separate network.

[0240] The Media system presents (1168) a displayed
sequence of media content at the media system. The dis-
played sequence of media content includes at least a portion
of the received sequence of media content (e.g., the televi-
sion channel or DVD movie, etc.) and at least a portion of
the additional content (e.g., a replacement targeted adver-
tisement for replacing a portion of the received sequence of
media content or a graphic for display overlaid over a
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portion of the received sequence of media content). In
accordance with some embodiments, the Content Replace-
ment System 110 receives and stores (1130-C) usage data
from the decoder/multiplexer when the replacement media
content is decoded.

[0241] In some embodiments, the additional content is
(1169) supplemental content; and presenting the displayed
sequence of media content includes displaying supplemental
content (e.g., a channel recognition bar) that overlays or
blends or replaces at least a portion of the received sequence
of' media content. As one example, the supplemental content
includes a channel recognition bar that includes an image
identifying the channel (e.g., including a text name of the
channel or an icon/logo associated with the channel). As
another example, the supplemental content includes an
advertisement. In some embodiments, the supplemental con-
tent is non-interactive (e.g., there is no way for the end-user
to interact with the supplemental content other than looking
at the supplemental content or changing the channel to make
the supplemental content disappear). In some embodiments,
the supplemental content is interactive, and the user can
interact with the supplemental content either by changing
the content and/or how and where the supplemental content
is displayed (e.g., moving a channel recognition bar on the
display), or by performing an operation that is related to the
supplemental content (e.g., selecting the supplemental con-
tent to perform an operation such as receiving an informa-
tional email about a product or placing a vote in a vote
widget).

[0242] In some embodiments, the additional content is
(1170) a replacement sequence of media content (e.g., a
targeted replacement advertisement); and presenting the
displayed sequence of media content includes displaying the
replacement sequence of media content instead of displaying
at least a portion of the sequence of media content. In some
embodiments, the received sequence of media content is a
sequence of video content including video content requested
by the end-user and advertisement video content. In some
embodiments, the additional content is a sequence of video
content including one or more replacement advertisements.

[0243] In some embodiments, the additional content is
identified and displayed in real-time. In other words, in some
embodiments, the received sequence of media content is an
ongoing broadcast of media content, there is a buffer time
period (e.g., a delay that is intentionally introduced or a
delay that is the result of predictable network latency)
between when respective units (e.g., frames) of the received
sequence of media content are received at the media system
and when the respective units (e.g., frames) are scheduled to
be presented to the end-user of the media system. In these
embodiments, for a particular unit of the received sequence
of media content: a fingerprint of the particular unit is
generated by the Media System 108 and sent to the server
system (e.g., the Content Replacement System 110) after the
particular unit has been received at the Media System 108;
and the additional content is received at the Media System
108 before the particular unit (e.g., frame) is scheduled to be
presented to the end-user of the media system. In some
embodiments, the buffer time period is less than thirty
seconds (e.g., a buffer time period that is less than 15
seconds, 10 seconds, 5 seconds, 2 seconds, or any reason-
able buffer time period). A typical buffer time period is seven
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seconds, which is frequently used by Content Distributors
106 to provide time to censor profanity that may occur in
live broadcasts.

[0244] In accordance with some embodiments, while pre-
senting the additional content to the end-user, the Media
System 108 receives (1173) a request to select a different
sequence of media content (e.g., to change from channel
“42” to channel “10”). In some embodiments the Media
System 108 sends a request to the Content Distributor 106
for the different sequence of media content, and the Content
Distributor 106 delivers (1174) sequence of media content
that is, in accordance with some embodiments, being pro-
vided (1175) by the Content Provider 102. The Media
System 108 receives (1176) the different sequence of media
content, and presents (1177) the different sequence of media
content to the end-user. In some embodiments, the Content
Distributor 106 is sending the Media System 108 a plurality
of sequences of media content, and the Media System 108
merely demultiplexes and decodes the requested different
sequence of media content. In either case, the Media System
108 ceases presenting the additional content; and, instead
presents (1177) the different sequence of media content to
the end-user.

[0245] Thus, in embodiments, where even though the
Media System 108 has added additional content and is no
longer displaying the previously received sequence of media
content (e.g., the previous channel that the end-user was
watching), the Media System 108 is still able to detect and
respond to a request of the end-user to change the sequence
of media content. For example, the end-user is watching
channel “42,” an advertisement is replaced with a targeted
advertisement. Before the targeted advertisement is finished,
the end-user switches to channel “10.” In response, instead
of continuing to display the targeted advertisement, the
television switches to the new channel (e.g., channel “107).
[0246] In some embodiments, while presenting the differ-
ent sequence of media content to the end-user that is
dynamic (e.g., is animated or includes video content that
advances in time), the media device continues to advance the
additional content (e.g., the targeted advertisement contin-
ues to advance). In some embodiments, the end-user selects
the previously received sequence of media content after
having previously selected the different set of media content.
(e.g., the end-user switches back from channel “10” to
channel “42”). The media device receives a request (1178)
for the previously received sequence of media content; and
in response to the request for the previously received
sequence of media content, if the request was (1180) made
within a predefined time (e.g., the length of the additional
content, so that the additional content is still advancing), the
Media System 108 finishes presenting (1182) the additional
content. However, if the request was not (1184) made within
a predefined time (e.g., the duration of the additional con-
tent, so that the additional content has reached an end), the
Media System 108 resumes presenting the previously
received sequence of media content to the end-user. In
accordance with some embodiments, when the Media Sys-
tem 108 resumes presenting the additional content, the
Content Replacement System 110 receives and stores (1130-
E) usage data from the decoder/multiplexer.

[0247] Similarly, in another embodiment, when the addi-
tional content is replacement, while the replacement content
is being sent to the viewer display, the Media System 108
continues to monitor the received sequence of media content
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for changes in the characteristics of the sequence, such as
changes in volume, changes in channels, invocation of
Emergency Alert System (EAS), invocation of an on-screen
program guide, etc., and is responsive to such changes by
either switching back to the received sequence of media
content (e.g., television stream) from the replacement media
content (e.g., targeted advertisement stream) or ceasing to
display supplemental content (e.g., a channel recognition bar
or a voting widget), or makes changes in characteristics of
the replacement media content (e.g., targeted advertisement
stream) received over the unmanaged network to mirror
changes in the monitored received sequence of media con-
tent (e.g., original television stream) to the replacement
media content.

[0248] In some embodiments, the Content Replacement
System 110 sends (1186) the stored usage data to the Content
Provider 102 and/or the Content Distributor 106. The Con-
tent Provider 102 and the Content Distributor 106 receive
(1188-A, 1188-B) the usage data and may use that data to
improve their advertising strategies. In some embodiments,
the Content Replacement System 110 stores the usage data
and sells (1190) the usage data.

[0249] Note that details of other processes described
herein with respect to methods 900, 1200, 1300 and 1400
(e.g., FIGS. 9A-9F, 12A-12E, 13A-13D and 14A-14F) are
also applicable in an analogous manner to method 1100
described above. For example, the fingerprints and/or con-
tent described above with reference to method 1100 may
have one or more of the characteristics of the various
fingerprints and/or content described herein with reference
to methods 900, 1200, 1300 and/or 1400. For brevity, these
details are not repeated here.

Comparing Fingerprints

[0250] Attention is now directed to FIGS. 12A-12E which
illustrate a method 1200 for comparing comparison finger-
prints to reference fingerprints in accordance with some
embodiments. This method may be governed by instructions
that are stored in a non-transitory computer readable storage
medium and that are executed by one or more processors of
one or more computer systems (e.g., a Media System 108 or
a Content Replacement System 110). Each of the operations
shown in FIGS. 12A-12E may correspond to instructions
stored in a computer memory or computer readable storage
medium. The computer readable storage medium may
include a magnetic or optical disk storage device, solid state
storage devices such as Flash memory, or other non-volatile
memory device or devices. The computer readable instruc-
tions stored on the computer readable storage medium are in
source code, assembly language code, object code, or other
instruction format that is interpreted by one or more pro-
cessors. It should be understood that this is one embodiment
of the process of comparing comparison fingerprints to
reference fingerprints described above as operation 1144,
however, for the purposes of the method described in FIGS.
11A-1 1F, other methods of comparing fingerprints could be
used in place of the method described below.

[0251] In this method there are a plurality of states (e.g.,
NOMATCH, INCONCLUSIVE, MULTIPLE, DETECTED,
and TRACKING) of the distributed system including the
Media System 108 and the Content Replacement System
110. In some embodiments, a state or mode of the distributed
system is a state or mode that applies to both the Media
System 108 and the Content Replacement System 110,
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although the Content Replacement System 110 may com-
municate with many different media systems and may have
different states or modes with respect to interactions with
each of the different media systems at any given time. In
some embodiments a state is a state of a Media System 108,
while a mode applies to the distributed system (e.g., a
change in the state indicates a change in way that data is
processed at the components of the distributed system, while
a change in the mode indicates a change in the way data is
transferred between components of the distributed system,
as described above with reference to FIGS. 10A-10B).

[0252] The states are determined in accordance with com-
parisons between comparison fingerprints generated based
on a received sequence of media content at a media system
(e.g., Media System 108), and reference fingerprints gener-
ated (e.g., at the Content Replacement System 110) based on
reference sequences of media content. In some embodiments
the comparison is performed at a Media System 108, while
in other embodiments, the comparison is performed at a
server system (e.g., the Content Replacement System 110
described above). In some embodiments multiple compari-
sons are performed and some of the comparisons are per-
formed at the Media System 108 while other comparisons
are performed at the Content Replacement System 110.

[0253] The states of the distributed system determine
actions performed by the Media System 108 and the Content
Replacement System 110. For example, the states may be
used to determine whether the distributed system is in a
discovery mode 1002 (FIG. 10A) or a tracking mode 1004
(FIG. 10B). As described in greater detail above, in some
embodiments, when the distributed system is in a discovery
mode, the Media System 108 is sending comparison finger-
prints to the Content Replacement System 110 for compari-
son with reference fingerprints, as illustrated in FIG. 10A,
while when the distributed system is in a tracking mode, the
Media System is receiving reference fingerprints from the
Content Replacement System 110 for comparison with com-
parison fingerprints, as illustrated in FIG. 10B. In some
embodiments, when the state of the distributed system is
NOMATCH or INCONCLUSIVE the distributed system is
in a discovery mode and when the state of the distributed
system is MULTIPLE or DETECTED or TRACKING, the
distributed system is in a tracking mode. In some embodi-
ments, when the state of the distributed system is anything
other than TRACKING (e.g., NOMATCH, INCONCLU-
SIVE, MULTIPLE, or DETECTED) the distributed system
is in a discovery mode and when the state of the distributed
system is TRACKING, the distributed system is in a track-
ing mode.

[0254] Method 1200 starts in response to detecting a
predetermined condition (e.g., determining that the Media
System 108 is receiving an unknown sequence of media
content). The computer system gets (1204) a comparison
fingerprint (e.g., by generating the comparison fingerprint or
receiving the comparison fingerprint from another computer
system). The comparison fingerprint is evaluated (1206) so
as to determine whether the content unit (e.g., video frame)
from which the comparison fingerprint was generated is
sufficiently distinct (e.g., whether comparing the comparison
fingerprint to a reference fingerprint will produce informa-
tion that can be interpreted with sufficient confidence to
provide useful information). When the fingerprints are fin-
gerprints for video content, frequently there are transitions
where a video frame will be almost 100% black or 100%,
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white. These transitions occur with sufficient frequency that
a substantially black frame or substantially white frame is
relatively likely to occur in virtually any sequence of media
content at some point in time. Thus, in some embodiments,
a fingerprint is evaluated as being distinct when more than
a predetermined amount of the pixels or pixel blocks used to
generate the comparison fingerprint are not black or more
than the predetermined amount of the pixels or pixel blocks
used to generate the comparison fingerprint are not white.
This predetermined amount may be adjusted based on the
desired confidence level, however a typical value would be
between 60% and 80% of the pixels or pixel blocks of the
frame.

[0255] When the content unit is determined (1208) not to
be distinct (e.g., because more than 70% of the pixel blocks
are black), the distributed system enters the INCONCLU-
SIVE state (1210), as described in greater detail below with
reference to operations 1250-1258. In some embodiments,
from the INCONCLUSIVE state, the distributed system can
transition directly to one of the MULTIPLE, DETECTED or
TRACKING states, as described in greater detail below.
[0256] When the content unit is (1212) determined to be
distinct (e.g., because less than 70% of the pixel blocks are
black), the distributed system compares (1214) the compari-
son fingerprint with reference fingerprints in a first subset of
reference fingerprints. In some embodiments, the first subset
is selected based on a set of predefined heuristics used to
select reference fingerprints that are more likely to match the
comparison fingerprint (e.g., reference fingerprints for: con-
tent currently being broadcast in a current broadcast win-
dow, television channels frequently watched by an end-user
of the Media System 108, television channels available in a
geographic area of the Media System 108, etc.). If a match
is (1216) found in the first subset of reference fingerprints,
the distributed system determines whether the match is a
single match, as described in greater detail below. In some
embodiments, if no match is (1218) found, the distributed
system selects a second subset and compares (1220) the
comparison fingerprint with reference fingerprints for the
second subset. If a match is (1222) found in the second
subset of reference fingerprints, the distributed system deter-
mines whether the match is a single match, as described in
greater detail below. In some embodiments, if no match is
(1224) found, the distributed system repeats this process for
one or more additional subsets. If matches are found (1226)
the distributed system determines whether the match is a
single match, however if no matches are (1228) found, and
there are no more subsets to repeat the process for, the
distributed system enters the NOMATCH state (1230).
While in the NOMATCH state, a match count value indi-
cating the number of sequential matches of comparison
fingerprints to reference fingerprints for a particular item of
reference content is reset (1232) to zero for all reference
content, and the distributed system returns to the start of
method 1200 and repeats the process described above.
[0257] If the match is (1234) a single match, the distrib-
uted system enters the DETECTED state (1236), as
described in greater detail below. In contrast, if the match is
(1240) a multiple match (e.g., multiple different reference
fingerprints match the comparison fingerprint), the distrib-
uted system enters the MULTIPLE state, as described in
greater detail below.

[0258] In the INCONCLUSIVE (1210) state, even though
the frame associated with the comparison fingerprint has
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been determined to be indistinct (e.g., too black or too white
to produce a fingerprint that can be used to identify a
matching reference fingerprint with sufficient confidence),
the comparison fingerprint may have sufficient information
to provide some indication as to likely reference content.
Thus, in some embodiments, the distributed system com-
pares (1250) comparison fingerprints with reference finger-
prints to identify one or more matching reference finger-
prints. If no matching reference fingerprints are (1252)
found, the match count value is reset (1253) to zero for all
reference content, the distributed system enters the
NOMATCH state and returns to the start of method 1200. If
one or more matching fingerprints are (1254) found, even if
the confidence level of these matches is low, a match count
value for the respective matched content for each of the one
or more reference fingerprints is incremented. In some
embodiments, the distributed system will only increment
match counts for a predetermined number of sequential
matches when the state is INCONCLUSIVE. In other words,
if the prior state of the distributed system was INCONCLU-
SIVE, the distributed system may, instead of performing
operation 1255, perform an alternative operation in accor-
dance with the prior state of the distributed system, such as
incrementing the match count by a smaller value (e.g.,
MC=MC+1/2), reduce the match count (e.g., MC=MC-1),
or reset the match count to zero (e.g., MC=0) and return to
the start of method 1200.

[0259] After incrementing the match count for any respec-
tive matched reference content, the distributed system deter-
mines whether there is a single matched reference content or
multiple matched reference content. When a single item of
reference content is (1256) matched, the distributed system
enters the DETECTED (1236) state, as described in greater
detail below. When multiple items of reference content are
(1258) matched, the distributed system enters the MUL-
TIPLE (1242) state, as described in greater detail below.

[0260] In the DETECTED (1236) state, the distributed
system continues the process described above, but is able to
restrict the comparison of reference fingerprints and com-
parison fingerprints to reference fingerprints of the reference
content associated with the previously matched reference
fingerprint. In other words, because an item of reference
content has already been identified (based on previous
operations) as matching the unknown content, the search for
matching content can be restricted to the matched reference
content. When the distributed system receives (1259) the
next comparison fingerprint. In some embodiments, if the
content unit from which the comparison fingerprint was
generated is (1260) not distinct, the distributed system enters
the INCONCLUSIVE (1210) state, but if the content unit
from which the comparison fingerprint was generated is
(1261) sufficiently distinct, the distributed system remains in
the DETECTED state. The next comparison fingerprint is
compared (1262) with one or more next reference fingerprint
generated from the matched reference content. If a match is
(1263) not found, the match count is reset (1264) to zero, the
distributed system enters the NOMATCH state and returns
to the start of method 1200. In contrast, if a match is (1266)
found, the distributed system increments (1267) the match
count for the matched reference content.

[0261] After incrementing the match count, the distributed
system determines if a confirm threshold has been met.
Typically the confirm threshold is a number of successive
matches that are determined to be sufficient evidence that the
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identified sequence of media content is the unknown
sequence of media content. Including more matches
increases the probability that the match is correct but results
in a longer time from the start of the process to when the
match is confirmed. Typically confirm threshold that speci-
fies a small number (e.g., 2, 3, 4, 5) of successive matches
is an effective tradeoff between accuracy and speed. How-
ever, it should be understood that the confirm threshold can
be adjusted depending on whether speed or accuracy is more
important (reducing the number of matches required to
increase speed at the cost of some accuracy, or increasing the
number of matches required to increase accuracy at the cost
of' some speed). If the confirm threshold has (1268) not been
met, the distributed system waits for a next comparison
fingerprint to be received. However, if the confirm threshold
has (1269) been met, the distributed system enters the
TRACKING (1238) state.

[0262] In the MULTIPLE (1242) state, the distributed
system continues the process described above, but is able to
restrict the comparison of reference fingerprints and com-
parison fingerprints to reference fingerprints of the multiple
items of reference content associated with the previously
matched reference fingerprints. In other words, because
multiple items of reference content have already been iden-
tified (based on previous operations) as matching the
unknown sequence of media content, the search for match-
ing content can be restricted to those matched items of
reference content. The distributed system receives (1270)
the next comparison fingerprint. In some embodiments, if
the content unit from which the comparison fingerprint was
generated is (1271) not distinct, the distributed system enters
the INCONCLUSIVE (1210) state, but if the content unit
from which the comparison fingerprint was generated is
(1272) sufficiently distinct, the distributed system remains in
the MULTIPLE state. For a respective matched reference
content (e.g., one of the items of referenced content that had
a reference fingerprint matching the previous comparison
fingerprint), the next comparison fingerprint is compared
(1273) with a next reference fingerprint generated from the
respective matched reference content. If a match is (1276)
not found, the match count for the respective matched
reference content is reset (1264) to zero. In contrast, if a
match is (1280) found, the distributed system increments
(1282) the match count for the respective matched reference
content.

[0263] In the MULTIPLE state, after incrementing the
match count or resetting the match count, the distributed
system determines if there is other previously matched
reference content to process. If there is (1284) additional
previously matched reference content to process, the dis-
tributed system continues to compare reference fingerprints
to the next comparison fingerprint for each reference fin-
gerprint. Once there is no (1285) more previously matched
reference content, the distributed system determines if there
is still any matched reference content. If there is no matched
reference content (e.g., the match counts for all of the items
of reference content have been reset to zero), the distributed
system enters the NOMATCH state and returns to the start
of method 1200. However, if there are (1287) one or more
matches the distributed system determines if there is a single
match or multiple matches. If there are (1288) multiple
matches, the distributed system remains in the MULTIPLE
state and waits for the next comparison fingerprint to be
received. However, when a single match (1289) is detected,
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the distributed system determines, for the reference content
associated with the matched reference fingerprint, whether a
confirm threshold has been met. If the confirm threshold has
(1290) not been met, the distributed system enters the
DETECTED (1236) state. However, if the confirm threshold
has (1291) been met, the distributed system enters the
TRACKING (1238) state.

[0264] In the TRACKING (1238) state, the distributed
system is able to restrict the comparison of reference fin-
gerprints and comparison fingerprints to reference finger-
prints of the reference content associated with the previously
matched reference fingerprint. In other words, because an
item of reference content has already been identified (based
on previous operations) as matching the unknown content,
the search for matching content can be restricted to the
matched reference content. When the distributed system
receives (1292) the next comparison fingerprint, the next
comparison fingerprint is compared (1293) with one or more
next reference fingerprint generated from the matched ref-
erence content. In some embodiments, because the matched
reference content has already been confirmed, the distrib-
uted system does not enter the INCONCLUSIVE state even
if the comparison fingerprint is indeterminate. If a match is
(1294) is found, the distributed system remains in the
TRACKING state. In contrast, if match is (1295) not found
(e.g., because the television channel at the media system has
been changed), the match count is reset (1296) to zero, the
distributed system enters the NOMATCH state and returns
to the start of method 1200.

[0265] While the preceding method of comparing com-
parison fingerprints with reference fingerprints to identify
matching reference content has been described with refer-
ence to a method including five distinct states (NOMATCH,
INCONCLUSIVE, MULTIPLE, DETECTING, and
TRACKING), it should be understood that other methods of
determining matching content may be used for analogous
purposes and use all or a subset of the states described
above.

[0266] Note that details of other processes described
herein with respect to methods 900, 1100, 1300 and 1400
(e.g., FIGS. 9A-9F, 11A-11F, 13A-13D and 14A-14F) are
also applicable in an analogous manner to method 1200
described above. For example, the fingerprints and/or con-
tent described above with reference to method 1200 may
have one or more of the characteristics of the various
fingerprints and/or content described herein with reference
to methods 900, 1100, 1300 and/or 1400. For brevity, these
details are not repeated here.

Monitoring Media Content

[0267] Attention is now directed to FIGS. 13A-13D which
illustrate a method 1300 for monitoring media content being
presented at a media system in accordance with some
embodiments. This method may be governed by instructions
that are stored in a non-transitory computer readable storage
medium and that are executed by one or more processors of
one or more computer systems (e.g., a Media System 108 or
a Content Replacement System 110). Each of the operations
shown in FIGS. 13A-13D may correspond to instructions
stored in a computer memory or computer readable storage
medium. The computer readable storage medium may
include a magnetic or optical disk storage device, solid state
storage devices such as Flash memory, or other non-volatile
memory device or devices. The computer readable instruc-
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tions stored on the computer readable storage medium are in
source code, assembly language code, object code, or other
instruction format that is interpreted by one or more pro-
cessors. It should be understood that the method described
below includes some of the same steps and serves some of
the same functions as the method of displaying additional
content described above with reference to operations 1138-
1170 in FIGS. 11A-11F. However, the method described
below includes additional details concerning monitoring
media content and is not subject to all of the limitations of
the method described above in FIGS. 11A-11F.

[0268] A server system (e.g., Content Replacement Sys-
tem 110) receives (1302) a comparison fingerprint that was
generated at a media system (e.g., Media System 108) based
on at least a portion of an unknown sequence of media
content (e.g. media content being presented or being pre-
pared for presentation) at the media system. In other words,
while the distributed system (e.g., including the Content
Replacement System 110 and the Media System 108) is
initially in a discovery mode (e.g., 1002 in FIG. 10A), where
the media system is sending comparison fingerprints to the
server system.

[0269] In some embodiments, the server system receives
(1304) a plurality of comparison fingerprints, including the
particular described above comparison fingerprint, from the
media system, where the fingerprints in the plurality of
comparison fingerprints correspond to respective units of the
unknown sequence of media content (e.g., each fingerprint
corresponds to a video frame of a sequence of video con-
tent). In some embodiments, receiving the comparison fin-
gerprint includes receiving a stream of comparison finger-
prints for successive frames of received media content (e.g.
one fingerprint per frame) until a match is detected at the
server system. In some embodiment, the plurality of com-
parison fingerprints are (1306) received at the server system
as a stream of fingerprints generated in accordance with a
chronological order of the unknown sequence of media
content (e.g., the comparison fingerprints are sent to the
server system sequentially in an order that is determined
based on a chronological order of the units of content from
which the comparison fingerprints were generated). For
example, the media system may generate comparison fin-
gerprints for every frame of a video, and then send the
fingerprints to the server system in the order of the video
frames in the video. It should be understood that sending the
fingerprints in accordance with a chronological order of the
unknown sequence of media content may include either
sending individual fingerprints or sending batches of mul-
tiple fingerprints, where an earlier batch of fingerprints
generated from a first set of content units is sent before a
later batch of fingerprints that was generated from a second
set of content units where the first set of content units are
earlier in the chronological order than the second set of
content units.

[0270] The server system compares (1308) the compari-
son fingerprint with a first plurality of reference fingerprints
for a plurality of reference sequences of media content so as
to identify the unknown sequence of media content as an
identified reference sequence of media content (e.g., using
the fingerprint comparison techniques described in greater
detail below with reference to FIGS. 14A-14F). In some
embodiments, the reference fingerprints are (1310) gener-
ated during a pre-run of a video broadcast (e.g., 24 hours
before the video is broadcast over television), and the



US 2020/0228876 Al

comparison fingerprints are generated during the video
broadcast. In other words, while the comparison fingerprints
will typically be generated at the media system in real-time
(e.g., as content is about to be displayed on the Media
System 108), reference fingerprints can be generated at any
time previous to the presentation of the content at the media
system, and thus it can be advantageous to generate a
substantial amount of the reference fingerprints well before
they are needed, thereby avoiding interruptions in service by
providing greater fault tolerance.

[0271] In some embodiments, identifying the unknown
sequence of media content comprises identifying (1312) a
first set of reference fingerprints in accordance with a set of
heuristics. In some embodiments, the heuristics include:
broadcast window, geographical area, historical usage, con-
nectivity, etc. After identifying the first set of reference
fingerprints in accordance with the set of heuristics, the
server system compares (1314) the comparison fingerprint to
reference fingerprints in the first set of reference fingerprints
(e.g., first look in the broadcast window).

[0272] These heuristics are used to identify content that is
more likely to be the unknown content, and prioritize the
comparison of the comparison fingerprints with the refer-
ence fingerprints of the identified content, so as to improve
the speed of detecting matching reference content by reduc-
ing the number of reference fingerprints with which the
comparison fingerprint is to be compared (at least in an
initial time period). Increasing the speed with which the
unknown content is identified is particularly important for
television broadcast content, because in order to modify the
broadcast content in real-time (e.g., by replacing a portion of
the broadcast content with replacement content or by insert-
ing supplemental content into the broadcast content), the
server system must identify the unknown sequence of media
content and send the additional content to the media system
before the unknown content is displayed at the media
system.

[0273] Additionally, these heuristics may also improve the
accuracy of detecting content. For example, in some cir-
cumstances it is advantageous to generate fingerprints from
individual frames of video content (e.g., so that frame-
accurate substitutions of replacement content and insertion
of additional content can be performed). However, finger-
prints for individual frames are typically less accurate than
fingerprints that are generated using a plurality of sequential
frames. Thus, the fact that the fingerprints are being com-
pared to a limited set of other fingerprints (e.g., fingerprints
within the broadcast window) reduced the likelihood of false
positive matches by reducing the set of reference finger-
prints to reference fingerprints for the most likely reference
content. In other words, while it is very unlikely that any
comparison fingerprint will accidentally matches one of the
reference fingerprints that correspond to reference content in
a two second broadcast window, it is much more likely that
a comparison fingerprint will accidentally match one of the
reference fingerprints that correspond to reference content
including all of the television to be broadcast in the next
twenty four hours and all DVDs released in the last five
years.

[0274] Inresponse to the comparing, when the comparison
fingerprint matches (1316) a single respective reference
fingerprint in the first set of reference fingerprints (e.g.,
corresponding to the DETECTED state described above
with reference to FIGS. 12A-12E), the server system iden-
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tifies a corresponding sequence of media content that cor-
responds to the single respective reference fingerprint as the
identified sequence of media content. However, when none
of the reference fingerprints in the first set of reference
fingerprints match (1318) the comparison fingerprint, the
server system identifies a second set of reference fingerprints
in accordance with the set of heuristics and compares the
comparison fingerprint to reference fingerprints in the sec-
ond set of reference fingerprints so as to identify the
unknown sequence of media content (e.g., if no matching
reference fingerprints are found within the broadcast win-
dow, then the server system will look outside of the broad-
cast window for reference content with matching reference
fingerprints). Thus, even though a subset of the reference
fingerprints are initially selected for comparison with the
comparison fingerprint (e.g., so as to improve the speed of
matching), if no match is found, the server system can
compare the comparison fingerprint against a broader range
of reference fingerprints so as to find a matching reference
fingerprint even for relatively obscure content. For example,
this content may include broadcast television that was
broadcast over a month ago and was recorded in a digital
video recorder.

[0275] In some of these embodiments, the heuristics (e.g.,
the heuristics by which the first set of reference fingerprints
is selected) include a heuristic based on a current broadcast
window, and the first set of reference fingerprints consists of
(1320) fingerprints that correspond to portions of sequences
of media content that are within a current broadcast window
(e.g., the first set of reference fingerprints are fingerprints for
video content that has been broadcast for display in a two
second broadcast window that starts 4 seconds after the
current time), and the second set of reference fingerprints
includes fingerprints that correspond to portions of
sequences of media content that are outside of the current
broadcast window (e.g., sequences of media content in a
broadcast window before/after the current broadcast win-
dow). This heuristic increases the efficiency of the compari-
son process, because a comparison fingerprint is more likely
to come from the current broadcast window than from any
particular broadcast window that is in the past, because most
people watching television are watching current broadcast
television. However, many end-users have started watching
time-delayed or prerecorded content (e.g., television shows
recorded on a digital video recorder, movies or television
shows on DVDs, Blu-Ray discs, video on demand, stream-
ing video, etc.), and thus in order to reliably identify the
unknown sequence of media content, fingerprints from a
much broader range of content (e.g., the second set of
reference fingerprints) may need to be compared with the
comparison fingerprint when a matching reference finger-
print is not found in the first set of reference fingerprints.

[0276] In some of these embodiments, the heuristics (e.g.,
the heuristics by which the first set of reference fingerprints
is selected) include a heuristic based on a geographic area,
and the first set of reference fingerprints consists of (1322)
fingerprints that correspond to sequences of media content
that have been broadcast within a geographic area associated
with the media system, and the second set of reference
fingerprints includes fingerprints that correspond to
sequences of media content that are outside of the geo-
graphical area associated with the media system. It should be
understood that the geographic area associated with the
media system could be determined based on the IP address
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of the media system, GPS coordinates, based on data
received from an end-user of the media system, or based on
channels that were previously identified as being presented
at the media system (e.g., channels for particular geographic
regions may have a distinct set of reference fingerprints or
may have channels arranged in a particular order). As an
example of using this geographic area heuristic, the first set
of reference fingerprints may be reference fingerprints for
content that is broadcast to the city/state/broadcast region in
which the media system is located, while the second set of
reference fingerprints are for content that is broadcast in the
country in which the media system is located. This heuristic
increases the efficiency of the comparison process, because
a comparison fingerprint is more likely to come from content
that is broadcast to the geographic area of the media system
than from other geographic areas, because most people
watching television are watching broadcast television that is
being broadcast to their geographic area (e.g., city, broadcast
region, etc.). However, many media system are now capable
of receiving content from a wide variety of sources that are
outside of the geographical area of the media system, (e.g.,
media content received via DVDs, Blu-Ray discs, video on
demand, streaming video, etc.), and thus in order to reliably
identify the unknown sequence of media content, finger-
prints from a much broader range of content (e.g., the second
set of reference fingerprints) may need to be compared with
the comparison fingerprint when a matching reference fin-
gerprint is not found in the first set of reference fingerprints.

[0277] Insome of these embodiments, the heuristics (e.g.,
the heuristics by which the first set of reference fingerprints
is selected) include a heuristic based on usage history, and
the first set of reference fingerprints consists of (1324)
fingerprints that correspond to sequences of media content
are associated with a usage history of the media system (e.g.,
using previously identified favorite channels or previously
identified content provider/content distributor), and the sec-
ond set of reference fingerprints includes fingerprints that
correspond to sequences of media content that are not
associated with the usage history the media system. For
example, typically a single household watches eighteen or
fewer television channels on a regular basis, thus the first set
of reference fingerprints could include only the reference
fingerprints for the television channels that are most fre-
quently watched at the media system. Additionally or alter-
natively, the first set of reference fingerprints could include
reference fingerprints for favorite movies, episodes of tele-
vision shows that are likely to have been recorded for later
viewing (e.g., on DVR) by the end-user. This heuristic
increases the efficiency of the comparison process, because
a comparison fingerprint is more likely to come from content
that is received from sources that have historically been
preferred by the end-user(s) of the media system. However,
the server system should still be able to recognize unex-
pected content that is presented at the media system, and
thus in order to reliably identify the unknown sequence of
media content, fingerprints from a much broader range of
content (e.g., the second set of reference fingerprints) may
need to be compared with the comparison fingerprint when
a matching reference fingerprint is not found in the first set
of reference fingerprints.

[0278] In some of these embodiments, the heuristics (e.g.,
the heuristics by which the first set of reference fingerprints
is selected) include a heuristic based on the current connec-
tivity of the media system (e.g., which video in port is being
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used), and the first set of reference fingerprints consists of
fingerprints that correspond to sequences of media content
are associated with a current connectivity of the media
system (e.g., the first set of reference fingerprints will be
reference fingerprints that are associated with media typi-
cally provided through the active video port), and the second
set of reference fingerprints includes fingerprints that cor-
respond to sequences of media content that are not associ-
ated with the usage history the media system. For example,
a typical media system will have a plurality of video in ports
(e.g., HDMI, component, composite, coaxial cable, antenna,
1P, VGA, DV, mini-DV], etc.), thus the first set of reference
fingerprints could include only the reference fingerprints
associated with the content source attached to the currently
active video port (e.g., the first set of reference fingerprints
includes only reference fingerprints from Blu-Ray movies).
The media system may report the identity of the content
source (e.g., cable, DVD, Blu-Ray, streaming video), or the
identity of the content source may be identified by the server
system based on historical usage patterns (e.g., the last
unknown content identified from the HDMI port was a
Blu-Ray movie, and thus the HDMI port is associated with
a Blu-Ray player).

[0279] In some situations, while comparing the compari-
son fingerprint to reference fingerprints in the first set of
reference fingerprints, the server system determines that the
comparison fingerprint matches multiple respective refer-
ence fingerprints (e.g., corresponding to the MULTIPLE
state described above with reference to FIGS. 12A-12E),
and further comparison is performed at the server system.
When the comparison fingerprint matches (1328) multiple
respective reference fingerprints that correspond to multiple
respective sequences of media content, the server system
compares subsequent comparison fingerprints received from
the media system to subsequent fingerprints for the respec-
tive sequences of media content until one of the subsequent
comparison fingerprints is identified as matching reference
fingerprints from a single reference sequence of media
content. In other words, the server system continues com-
paring reference fingerprints in order to determine the
matching reference sequence of media content. This
embodiment is particularly advantageous when bandwidth is
limited or processing power at the media system is limited
and thus sending multiple sequences of reference finger-
prints to the media system would require more bandwidth
and/or processing power than is available at the media
system.

[0280] In some situations, while comparing the compari-
son fingerprint to reference fingerprints in the first set of
reference fingerprints, the server system determines that the
comparison fingerprint matches multiple respective refer-
ence fingerprints (e.g., corresponding to the MULTIPLE
state described above with reference to FIGS. 12A-12E),
and further comparison is performed at the client system
(e.g., Media System 108). When the comparison fingerprint
matches(1330) multiple respective reference fingerprints
that correspond to the identified reference sequence of media
content and one or more additional respective sequences of
media content, the server system sends, to the media system,
a third plurality of reference fingerprints for the one or more
additional respective sequences of media content, where the
second plurality of reference fingerprints and the third
plurality of reference fingerprints are for use by the media
system to identify a single reference sequence of media
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content that matches the unknown sequence of media con-
tent. In other words, in some embodiments, the server
system narrows down the possible reference sequences of
media content to a few possible candidate sequences of
media content and sends multiple streams of fingerprints to
the media system for comparison to fingerprints of a cur-
rently playing sequence of media content so as to uniquely
identify the currently playing sequence of media content at
the media system. This embodiment is particularly advan-
tageous when network latency is high, because the final step
of identifying the unknown media content (e.g., by identi-
fying a single reference sequence of media content that
matches the unknown sequence of media content) is per-
formed at the media system, and thus the media system does
not need to wait for information indicating the identified
reference sequence of media content to be delivered from
the server system to the media system via the network.

[0281] In some situations, while comparing the compari-
son fingerprint to reference fingerprints in the first set of
reference fingerprints, the server system determines that the
comparison between the comparison fingerprint and the
reference fingerprint is inconclusive (e.g., corresponding to
the INCONCLUSIVE state described above with reference
to FIGS. 12A-12E). For example, the server system may
determine that the content unit from which the comparison
fingerprint was generated was substantially white or sub-
stantially black (e.g., more than 70% of the pixels were
white or black), in which case the comparison fingerprint
will typically not be sufficiently unique to identify the
unknown content with certainly above a predefined thresh-
old. When the comparison between the comparison finger-
print and one or more of the respective reference fingerprints
is (1332) inconclusive, the server system compares subse-
quent comparison fingerprints received from the media
system to subsequent reference fingerprints until one of the
subsequent comparison fingerprints is identified as matching
a reference fingerprints from a single reference sequence of
media content.

[0282] In some embodiments, there is a confidence thresh-
old that must be met before the distributed system (e.g.,
including the Media System 108 and the Content Replace-
ment System 110) will transition from discovery mode 1002
(FIG. 10A) to a tracking mode 1004 (FIG. 10B). For
example, this threshold may include the requirement that at
least three sequential comparison fingerprints must match
corresponding reference fingerprints. In these embodiments,
if one or more reference fingerprints match a comparison
fingerprint, even if the comparison fingerprint is indistinct
(and thus the comparison is inconclusive), the match may be
used to increment a confidence value (e.g., so that it will take
fewer conclusive matches to transition to the tracking
mode). For example, if three successive fingerprint matches
are required to transition to Tracking Mode, a first compari-
son fingerprint matches a first reference fingerprint incon-
clusively, a second comparison fingerprint matches a second
reference fingerprint conclusively and a third comparison
fingerprint matches a third reference fingerprint conclu-
sively, then the distributed system will transition from the
discovery mode to tracking mode instead of waiting for an
additional match, thereby speeding up the process of iden-
tifying the unknown sequence of media content.

[0283] After comparing the comparison fingerprint with
the first plurality of reference fingerprints so as to identify
the unknown sequence of media content, the server system
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sends (1334), to the media system, a second plurality of
reference fingerprints for the identified reference sequence
of media content. In some embodiments, the second plural-
ity of reference fingerprints are sent to the media system so
as to enable the media system to enter a tracking mode 1004
(FIG. 10B). In this tracking mode, the media system moni-
tors current media content at the media system by comparing
fingerprints in the second plurality of fingerprints with one
or more additional comparison fingerprints generated at the
media system based on a current sequence of media content
(e.g. media content being presented or being prepared for
presentation) at the media system. In this tracking mode, in
response to determining that a respective additional com-
parison fingerprint does not match any of the reference
fingerprints, the media system sends the respective addi-
tional comparison fingerprint to the server system so as to
identify the current sequence of media content (e.g. media
content being presented or being prepared for presentation)
at the media system (e.g., thereby reentering discovery mode
1002 in FIG. 10A).

[0284] In some embodiments, the second plurality of
reference fingerprints are sent (1338) to the media system as
a stream of fingerprints generated in accordance with a
chronological order of the identified reference sequence of
media content (e.g., the reference fingerprints are sent to the
media system sequentially in an order that is determined
based on a chronological order of the units of content from
which the reference fingerprints were generated). In some
embodiments, the second plurality of reference fingerprints
includes (1340) reference fingerprints for multiple distinct
sequences of media content (e.g., when the server system
identifies multiple matches, streams of fingerprints for mul-
tiple different channels are sent to the media system so that
the client can compare fingerprints from multiple channels
with the comparison fingerprints). In some embodiments the
second plurality of reference fingerprints consists of (1342)
reference fingerprints for a no more than a predefined
number of sequences of media content. It should be under-
stood that, in these embodiments, the second plurality of
fingerprints are limited to a predetermined number of fin-
gerprints so as to reduce the bandwidth required to transmit
the second plurality of fingerprints (e.g., fingerprints for
only one sequence of media content are sent to the media
system). In some embodiments, the predefined number is
determined based on bandwidth/cost considerations (up-
stream and/or downstream bandwidth).

[0285] In some embodiments, receiving (1344), at the
server system, the comparison fingerprint includes receiving
a stream of comparison fingerprints, and sending (1346) the
sequence of reference fingerprints for the sequence of media
content to the media system includes sending a stream of
reference fingerprints to the media system. In some of these
embodiments, after sending the stream of reference finger-
prints, the server system ceases (1348) to receive the stream
of comparison fingerprints from the media system. In other
words, in these embodiments, when the distributed system
enters a tracking mode 1004 (FIG. 10B), the distributed
system ends the discovery mode 1002 (FIG. 10A).

[0286] Note that details of other processes described
herein with respect to methods 900, 1100, 1200 and 1400
(e.g., FIGS. 9A-9F, 11A-11F, 12A-12E and 14A-14F) are
also applicable in an analogous manner to method 1300
described above. For example, the fingerprints and/or con-
tent described above with reference to method 1300 may
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have one or more of the characteristics of the various
fingerprints and/or content described herein with reference
to methods 900, 1100, 1200 and/or 1400. For brevity, these
details are not repeated here.

Generating Fingerprints

[0287] Attention is now directed to FIGS. 14 A-14F, which
illustrate a method 1400 of generating fingerprints for iden-
tifying an unknown sequence of media content in accor-
dance with some embodiments. This method may be gov-
erned by instructions that are stored in a non-transitory
computer readable storage medium and that are executed by
one or more processors of one or more computer systems
(e.g., a Media System 108 or a Content Replacement System
110). Each of the operations shown in FIGS. 14A-14F may
correspond to instructions stored in a computer memory or
computer readable storage medium. The computer readable
storage medium may include a magnetic or optical disk
storage device, solid state storage devices such as Flash
memory, or other non-volatile memory device or devices.
The computer readable instructions stored on the computer
readable storage medium are in source code, assembly
language code, object code, or other instruction format that
is interpreted by one or more processors.

[0288] The computer system is provided (1402) with a
plurality of sample locations (e.g., 20, 50, 108, 432 or any
other reasonable number) for sampling an optical property.
In some embodiments, these sample locations are pre-
defined. In some embodiments, these sample locations are
determined by the computer system. However, in order for
the fingerprint comparison to be effective, the sample loca-
tions will typically have to remain in the same relative
position in each respective unit of content.

[0289] In some embodiments, each sample location is
(1404) a block of pixels including a plurality of pixels. In
some of these embodiments, the number of pixels in a pixel
block is determined (1406) based on a resolution the
sequence of media content. For example, for standard defi-
nition content (e.g., 640x480 pixels), the pixel block would
be a 8x4 pixel block; while for 720p high definition content
(e.g., 1280x720) the pixel block would be 16x6 pixels; and
for 1080p high definition content (e.g., 1920x1080 pixels)
the pixel block would be 14x10 pixels. In other words, in
some embodiments, the size of the pixel block is selected
such that the ratio of the number of pixels in a pixel block
to the number of pixcils in the content unit is constant
between content units of different resolution. In some
embodiments, the size and/or shape of the pixel blocks is
selected so that the pixel block includes an integer number
of pixels at a variety of different common content resolutions
(e.g., SD, 720p, 1080p, etc.). Although other arrangements
of sample locations could be used in place of the pixel
blocks described above, the use of pixel blocks as described
above substantially simplifies the computations required to
compare content that has been resized to different resolu-
tions, thereby improving the speed and efficiency of com-
paring comparison fingerprints with reference fingerprints.
[0290] Frequently for broadcast television content, a
broadcast will have a stationary element (e.g., a channel
icon, text, stock ticker) located on the bottom and/or top of
the broadcast stream. Thus, in some embodiments, the
sample locations are selected (1408) so as to be located
within a central region of a display area. In some embodi-
ments, the sample locations are located away from the edges
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of the display area (e.g., the sample locations are located
below the top 30-40% of the display and above the bottom
30-40% of the display). Frequently changes between
sequential frames of video content result in whole columns
of pixels changing at the same time (e.g., due to horizontal
motion of people, vehicles, etc. across the screen). Thus, in
some embodiments, the sample locations are selected (1410)
s0 as to be staggered horizontally in a display area so as to
have sample locations with a wide variety of different
values.

[0291] The computer system generates (1412) reference
fingerprints for each of a plurality of respective units (e.g.,
frames) of reference sequences of media content (e.g.,
videos). The computer system gets (1414) a respective unit
of' media content. In some embodiments, a respective unit is
(1416) a frame of video content. In some embodiments a
respective unit is (1418) a single image.

[0292] The computer system determines (1420) a set of
sample values including a sample value of the optical
property at each sample location of the respective reference
unit of media content. In some embodiments the optical
property is a measurement of the light intensity such as a
photometric quantity (e.g., luminance), a radiometric quan-
tity (e.g., radiant emittance), a chromatic quantity, etc. In
some embodiments the optical property is a chromatic
property (e.g., hue and/or saturation). In some embodiments,
each sample location includes (1422) a plurality of pixels
(e.g., a block of pixels) including a plurality of pixels, and
determining a sample value of the optical property of the
plurality of pixels (e.g., a block of pixels) includes deter-
mining (1424) an average value of the optical property for
a subset of the pixels in the plurality of pixels (e.g., the block
of pixels). These sample values are stored (1426) at least
temporarily at the computer system for use in generating a
reference fingerprint for the unit of media content. After
determining the sample value, the computer system deter-
mines if there are more sample locations in the unit of media
content for which sample values have yet to be determined.
If there are (1428) more sample locations for which sample
values have yet to be determined for the respective unit of
media content, the computer system determines values for
those sample locations until there are no (1430) further
sample locations for which sample values have yet to be
determined.

[0293] After determining the sample values, the computer
system determines (1432) one or more statistical measures
of the set of sample values. In some embodiments, the one
or more statistical measures include a measure of the central
tendency of the sample values (e.g., an average such as a
mean, median or mode of the sample values for a respective
unit of media content). In some embodiments the one or
more statistical measures include a measure of the disper-
sion of the sample values (e.g., range, standard deviation,
etc. for a respective unit of media content). These sample
values are stored (1426) at least temporarily at the computer
system for use in generating a reference fingerprint for the
unit of media content. The sample values and statistical
measure(s) for the sample values for a respective unit of
media content are used to generate (1440) the reference
fingerprint for the respective unit of media content. In some
embodiments, the sample locations have an order and a
fingerprint includes: a list of the sample values in the order
of the sample locations, and the one or more statistical
measures. The computer system also determines if there are
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any more units of media content to generate fingerprints for.
If there are (1442) more units, the computer system gets a
next respective unit of media content and repeats the process
described above. However, if there are (1444) no more units
of media content for which fingerprints are to be generated,
the reference fingerprint generation process ends.

[0294] The computer system stores (1446) a plurality of
the reference fingerprints. After storing one or more of the
reference fingerprints, the computer system receives (1448)
a comparison fingerprint of an unknown unit from an
unknown sequence of media content for comparison with
the plurality of reference fingerprints. The comparison fin-
gerprint includes a sample value for each of the sample
locations in the unknown unit of media content, and one or
more statistical measures of the set of sample values. In
other words, in some embodiments, the comparison finger-
print is a fingerprint that was generated from an unknown
sequence of media content in a manner that is substantially
the same as the manner in which the reference fingerprints
were generated as described above with reference to opera-
tions 1412-1440. In some embodiments, the unknown
sequence of media content is (1450) video content, and the
respective units are sequential frames of the video content.
In some embodiments, the unknown sequence of media
content is (1452) video content and the respective units are
frames of video content selected from substantially evenly
distributed times within the video content (e.g., a fingerprint
is generated for each frame or a fingerprint is generated from
every sixtieth frame, etc.).

[0295] The computer system compares (1454) the com-
parison fingerprint with the reference fingerprints so as to
identify the unknown sequence of media content as one of
the reference sequences of media content. In some embodi-
ments, comparing the comparison fingerprint with the ref-
erence fingerprint includes identifying (1456) a subset of
reference fingerprints whose one or more statistical mea-
sures are substantially equal to the one or more statistical
measures of the comparison fingerprint; comparing the set of
sample values of the comparison fingerprint to the sets of
sample values associated with the reference fingerprints in
the subset of reference fingerprints so as to determine a
matching reference fingerprint (as described in greater detail
below with reference to operations 1454-1484); and identi-
fying the unknown sequence of media content as a respec-
tive reference sequence of media content from which the
matching reference fingerprint was generated (as described
in greater detail below with reference to operation 1486). In
other words, the statistical measures are used as a filter to
reduce the number of computations that need to be per-
formed to identify a matching reference fingerprint. For
example, if the mean luminance of the pixel blocks used to
generate the comparison fingerprint is 50, then only refer-
ence fingerprints generated from pixel blocks with a mean
luminance of approximately fifty are likely to match the
comparison fingerprint. Thus, only reference fingerprints
generated from units of media content having pixel blocks
with a mean luminance of approximately fifty need be
compared with the comparison fingerprint.

[0296] In some embodiments, the one or more statistical
measures include (1458) a first statistical measure and a
second statistical measure, and the subset of reference
fingerprints includes (1460) only reference fingerprints
whose first statistical measure is substantially equal to a first
statistical measure (e.g., within 1%, 5% 10% or any reason-
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able threshold of the first statistical measure) of the com-
parison fingerprint and whose second statistical measure is
substantially equal to a second statistical measure (e.g.,
within 1%, 5% 10% or any reasonable threshold of the
second statistical measure) of the comparison fingerprint. In
some embodiments the first statistical measure is a measure
of central tendency and the second statistical measure is a
measure of dispersion. Using two different types of statis-
tical measures in this way is advantageous, because it
ensures that the fingerprints being compared are only fin-
gerprints that were generated from units of media content
that have similar optical characteristics (e.g., video frames
that have a similar average brightness and range of lumi-
nance). As one example, the first statistical measure is an
average, and the second statistical measure is a range
between the highest sample value and the lowest sample
value.

[0297] In some embodiments, identifying the subset of
reference fingerprints is performed using (1462) a hashing
fimunction that uses the one or more statistical measures as
inputs. In some embodiments, a hash table for the hashing
function is generated (1464) after the unknown sequence of
media content has been transmitted from a content provider
and before the unknown sequence of media content is
scheduled to be displayed at a media system. In some
embodiments, a plurality of hash tables are generated
(1466), each hash table corresponding to units of reference
sequences of media content that have been broadcast for
display during a respective broadcast window (e.g., for a two
second broadcast window, each hash table would correspond
to the fingerprints of all of the frames for the television
channels broadcast for display during the two second broad-
cast window). In some embodiments, there is a six second
buffer between when a unit of content is broadcast and when
it is to be displayed, and thus there are three separate hash
tables that are generated based on fingerprints for the frames
in the six second buffer (e.g., a first hash table for all of the
frames to be displayed in 0-2 seconds, a second hash table
for all of the frames to be displayed in 2-4 seconds, and a
third hash table for all of the frames to be displayed in 4-6
seconds, etc.).

[0298] In some embodiments, comparing the comparison
fingerprint with the reference fingerprint includes, after
comparing the respective statistical values, comparing
(1468) the set of sample values of the comparison fingerprint
to the sets of sample values associated with the reference
fingerprints in the subset of reference fingerprints so as to
determine a matching reference fingerprint. In some
embodiments, comparing the set of sample values of the
comparison fingerprint to the sets of sample values associ-
ated with the reference fingerprints includes, for a respective
reference fingerprint: computing (1470) a difference metric
indicative of a comparison between the sample values of the
comparison fingerprint and the sample values of the respec-
tive reference fingerprint, and determining whether the dif-
ference metric is above a predetermined threshold (e.g., the
difference metric is a root mean squared distance between
the sample values of the comparison fingerprint and corre-
sponding sample values of the respective reference finger-
print).

[0299] It should be understood that when a fingerprint
includes a plurality of sample values, the computer system
can determine that a reference fingerprint does not match the
comparison fingerprint if even a subset of the sample values
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of the reference fingerprint are sufficiently different from
corresponding sample values of the comparison fingerprint.
For example if the first five sample values of the reference
fingerprint are white, while the first five sample values of the
comparison fingerprint are black, it is very unlikely that the
reference fingerprint matches the comparison fingerprint.
While this is a very simple example, it should be understood
more generally that a reference fingerprint can be identified
(1472) as not matching the comparison fingerprint based on
a comparison of a subset of the sample locations of the
reference fingerprint with a subset of the sample locations of
the comparison fingerprint.

[0300] More particularly, in some embodiments, the
sample locations have (1476) a predetermined order, the
difference metric includes a plurality of components corre-
sponding to respective sample locations. In some of these
embodiments, the comparing includes computing the differ-
ence metric by incrementally adding components corre-
sponding to respective sample locations in accordance with
the predetermined order. It should be understood that, typi-
cally, the predetermined order can be any predetermined
order, so long as the same predetermined order is used for
the sample locations used to generate the fingerprints that
are to be compared. As one illustrative example, the differ-
ence metric is a root mean square measure of the difference
between corresponding sample values for the reference
fingerprint and the comparison fingerprint, and thus a
respective component is the square of the difference between
a reference fingerprint sample value at a particular sample
location and a corresponding comparison fingerprint sample
value at the particular location.

[0301] When incrementally adding a respective compo-
nent to the difference metric for a respective reference
fingerprint increases (1478), the difference metric above the
predetermined threshold, the respective reference fingerprint
is identified (1480) as not matching the comparison finger-
print. Continuing the example above, if there are 10 sample
locations, the predetermined threshold is 5, and the first five
components are 100, 9, 144, 4 and 100 (e.g., the difference
between the first five sample locations is 10, 3, 12 and 10,
respectively), the predetermined threshold will be reached
after the third component is added to the difference metric
(e.g., 100+9+144=253 and the square root of 253/100 is
greater than 5).

[0302] In contrast, when incrementally adding the respec-
tive component to the difference metric for the respective
reference fingerprint does (1482) not increase the difference
metric above the predetermined threshold and there are no
more components to add to the difference metric, the respec-
tive reference fingerprint is identified (1484) as matching the
comparison fingerprint. For example, if there are 10 sample
locations, the predetermined threshold is 5, and the ten
components are 0, 0, 4, 9, 0, 100, 25, 0, 1, 1 (e.g., the
difference between the sample locations is 0, 0, 2, 3, 0, 10,
5,0, 1, 1, respectively), the difference metric will be below
the threshold (e.g., 0+0+4+9+0+100+25+0+1+1=141 and
the square root of 141/100 is less than 5), and the respective
reference fingerprint will be identified as matching the
comparison fingerprint when the last component is added.

[0303] In some embodiments, after comparing the com-
parison fingerprint to the reference fingerprints, and identi-
fying a reference fingerprint, the computer system identifies
(1486) the unknown sequence of media content as a respec-
tive reference sequence of media content from which the
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matching reference fingerprint was generated. It should be
understood that in some circumstances multiple matching
reference fingerprints will be identified. In such cases, the
computer system may use various methods to determine
which of the reference sequences of media content best
matches the unknown sequence of media content (e.g., by
selecting the reference sequence of media content associated
with the reference fingerprint having the lowest difference
metric value or by comparing subsequent reference finger-
prints from each of the matched reference sequences of
media content, as described above in greater detail above
with reference to FIGS. 12A-12E as the MULTIPLE state).
[0304] While the preceding examples have been described
with respect to embodiments where the fingerprints are
generated for a single content unit (e.g., a single video frame
or a single image), it should be understood that fingerprints
could be generated in a similar fashion by combining
multiple content units (e.g., by addition, averaging, subtrac-
tion, etc), so as to generate a single combined unit that
corresponds to the multiple units of content, and performing
any combination of the steps described above on the com-
bined unit (e.g., the unit of content that represents multiple
video frames).

[0305] Note that details of other processes described
herein with respect to methods 900, 1100, 1200 and 1300
(e.g., FIGS. 9A-9F, 11A-11F, 12A-12E and 13A-13D) are
also applicable in an analogous manner to method 1400
described above. For example, the fingerprints described
above with reference to method 1400 may have one or more
of the characteristics of the various fingerprints described
herein with reference to methods 900, 1100, 1200 and/or
1300. For brevity, these details are not repeated here.
[0306] The foregoing description, for purpose of explana-
tion, has been described with reference to specific embodi-
ments. However, the illustrative discussions above are not
intended to be exhaustive or to limit the disclosed system
and method to the precise forms disclosed. Many modifi-
cations and variations are possible in view of the above
teachings. The embodiments were chosen and described in
order to best explain the principles of the disclosed system
and method and its practical applications, to thereby enable
others skilled in the art to best utilize the disclosed system
and method and various embodiments with various modifi-
cations as are suited to the particular use contemplated.

1. A method comprising:

receiving, by a computing system, media content gener-
ated for live broadcast to a client device;

generating, by the computing system, reference finger-
print data representing the received media content
on-the-fly during a broadcast delay period bounded by
a first time that the media content is generated for live
broadcast and a second time that the media content is
displayed by the client device;

during the broadcast delay period, the computing system
storing the generated reference fingerprint data in asso-
ciation with information identifying the generated
media content;

receiving, after the second time, query fingerprint data
from the client device; and

determining, by the computing system, that the client
device is displaying the live broadcast media content
based on the received query fingerprint data matching
the reference fingerprint data.
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2. The method of claim 1, further comprising delaying, by
the computing system, the live broadcast of media content
for a time duration that is at least a portion of the broadcast
delay period.

3. The method of claim 2, wherein the time duration is
longer than a delay used solely for compensating for trans-
mission rate variations or for censoring live content.

4. The method of claim 1, further comprising, responsive
to determining that the client device is displaying the live
broadcast media content, generating subsequent reference
fingerprint data from a subsequent segment of the media
content generated for live broadcast.

5. The method of claim 4, further comprising, responsive
to determining that the client device is displaying the live
broadcast media content, sending the generated subsequent
reference fingerprint data to the client device within a
broadcast delay period of the subsequent segment of the
media content, such that the client device receives the
generated subsequent reference fingerprint data prior to the
client device displaying the subsequent segment of the
media content.

6. The method of claim 5, further comprising receiving,
from the client device, an indication that the client device is
continuing to display the live broadcast media content based
on a comparison between the subsequent reference finger-
print data and a comparison fingerprint representing media
content received by the client device.

7. The method of claim 1, wherein storing the reference
fingerprint data comprises, for one or more reference fin-
gerprints of the reference fingerprint data, storing the refer-
ence fingerprint in association with data identifying a time
stamp of the media content, a channel of the media content,
or a time when a next advertisement begins.

8. A non-transitory computer-readable storage medium
having stored thereon program instructions that, when
executed by one or more processors of a computing system,
cause the computing system to perform operations compris-
ing:

receiving media content generated for live broadcast to a

client device;
generating reference fingerprint data representing the
received media content on-the-fly during a broadcast
delay period bounded by a first time that the media
content is generated for live broadcast and a second
time that the media content is displayed by the client
device;
during the broadcast delay period, storing the generated
reference fingerprint data in association with informa-
tion identifying the generated media content;

receiving, after the second time, query fingerprint data
from the client device; and

determining that the client device is displaying the live

broadcast media content based on the received query
fingerprint data matching the reference fingerprint data.

9. The non-transitory computer-readable storage medium
of claim 8, the operations further comprising delaying the
live broadcast of media content for a time duration that is at
least a portion of the broadcast delay period.

10. The non-transitory computer-readable storage
medium of claim 9, wherein the time duration is longer than
a delay used solely for compensating for transmission rate
variations or for censoring live content.

11. The non-transitory computer-readable storage
medium of claim 8, the operations further comprising,
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responsive to determining that the client device is displaying
the live broadcast media content, generating subsequent
reference fingerprint data from a subsequent segment of the
media content generated for live broadcast.

12. The non-transitory computer-readable storage
medium of claim 11, the operations further comprising,
responsive to determining that the client device is displaying
the live broadcast media content, sending the generated
subsequent reference fingerprint data to the client device
within a broadcast delay period of the subsequent segment
of the media content, such that the client device receives the
generated subsequent reference fingerprint data prior to the
client device displaying the subsequent segment of the
media content.

13. The non-transitory computer-readable storage
medium of claim 12, the operations further comprising
receiving, from the client device, an indication that the client
device is continuing to display the live broadcast media
content based on a comparison between the subsequent
reference fingerprint data and a comparison fingerprint rep-
resenting media content received by the client device.

14. The non-transitory computer-readable storage
medium of claim 8, wherein storing the reference fingerprint
data comprises, for one or more reference fingerprints of the
reference fingerprint data, storing the reference fingerprint in
association with data identifying a time stamp of the media
content, a channel of the media content, or a time when a
next advertisement begins.

15. A computing system comprising one or more proces-
sors and a non-transitory computer-readable storage medium
having stored thereon program instructions that, when
executed by the one or more processors, cause the comput-
ing system to perform operations comprising:

receiving media content generated for live broadcast to a

client device;
generating reference fingerprint data representing the
received media content on-the-fly during a broadcast
delay period bounded by a first time that the media
content is generated for live broadcast and a second
time that the media content is displayed by the client
device;
during the broadcast delay period, storing the generated
reference fingerprint data in association with informa-
tion identifying the generated media content;

receiving, after the second time, query fingerprint data
from the client device; and

determining that the client device is displaying the live

broadcast media content based on the received query
fingerprint data matching the reference fingerprint data.

16. The computing system of claim 15, the operations
further comprising delaying the live broadcast of media
content for a time duration that is at least a portion of the
broadcast delay period.

17. The computing system of claim 16, wherein the time
duration is longer than a delay used solely for compensating
for transmission rate variations or for censoring live content.

18. The computing system of claim 15, the operations
further comprising, responsive to determining that the client
device is displaying the live broadcast media content, (i)
generating subsequent reference fingerprint data from a
subsequent segment of the media content generated for live
broadcast and (ii) sending the generated subsequent refer-
ence fingerprint data to the client device within a broadcast
delay period of the subsequent segment of the media con-
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tent, such that the client device receives the generated
subsequent reference fingerprint data prior to the client
device displaying the subsequent segment of the media
content.

19. The computing system of claim 18, the operations
further comprising receiving, from the client device, an
indication that the client device is continuing to display the
live broadcast media content based on a comparison
between the subsequent reference fingerprint data and a
comparison fingerprint representing media content received
by the client device.

20. The computing system of claim 15, wherein storing
the reference fingerprint data comprises, for one or more
reference fingerprints of the reference fingerprint data, stor-
ing the reference fingerprint in association with data iden-
tifying a time stamp of the media content, a channel of the
media content, or a time when a next advertisement begins.
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